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 *** BEGIN SET OF CHANGES ***
6.2 Key update procedure

Once a UE has joined a multicast service, the UE should try to get access to the key that will be used to protect the data transmitted as part of this multicast service. If the UE fails to get hold of the updated key or receives confirmation that no updated key is necessary or available at this time, then, unless the UE has a still-valid, older key, the UE shall leave the MBMS user service. The UE tries to get the key using the second message in the below flow.  

The BM-SC controls when the keys used in a multicast service are to be changed. The below flow describes how the high-level key changes are performed.
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The first message is sent out by the BM-SC to indicate that new keys are available. It is an optional message in the flow. If it is sent to all UEs, then it needs to be ensured that all the UEs do not request the new key simultaneously. 

The second message is used to request a key. This is sent by the UE when it either receives the first message in the flow and does not have the new key, has just joined a multicasts service and does not have a key for that service or a UE has received some protected content which it does key that was used to protect the content. If the UE fails to get hold of the updated key or receive confirmation that no updated key is necessary or available at this time, then, unless the UE has a still valid older key, the UE shall leave the MBMS service.

After receiving the second message the BM-SC should send out the appropriate key to the UE protected by the relevant means, or reject the UE’s key request with an indication of the cause. Upon successfully receiving the new key, the UE should store this key for later use.

Editor’s note: MIKEY is being considered as the method for carrying keys. Possible optimisations were proposed at the ad-hoc in Antwerp (S3z030010). One identified issue was the possible need to terminate MIKEY in the UICC and/or terminal in the combined method. The use of MIKEY relates to the PTP delivery of a key

*** END SET OF CHANGES ***
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