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1. Overall Description:

SA3 has developed the concept for securing voice group calls further and decided to go for a higher level of security than before. However, the feasibility of some mechanisms must be investigated by GERAN2 first before a final decision on them can be made. Luckily most of the open issues have no impact on the work of T3. (see attached file)

The current requirements on the USIM are:

1. Storing of some groups: Since future cipher algorithms could have a key length of 128 bit the size of the group keys should be increased from 64 bits to 128 bits. As this results in doubling the space consumption on the USIM, an option could be to reduce the number of keys from 15 to 7. This reduction in the amount of stored keys wouldn’t affect the security.

2. Derivation of a temporary keys: The group keys aren’t used any longer as input of the cipher algorithm directly. Instead a temporary key is derived using a derivation function on the USIM (ref: step 1 of figure 1 of the attached document). The temporary key is subjected to further modifications (step 2 of figure 2) but this is done outside of the USIM.

Input parameters of this derivation function are:

· VGCS-ID: 4 bits (however, 3 bits might be used effectively)

· RAND (= broadcasted material): no decision on the length yet (probably at least 32 bits)

Output parameter:

· Temporary-Key (= short term key): 128 bit

The derivation function in the USIM itself is not in the scope of standardisation and should be defined by the operator (SA3 may develop an example derivation function to be made available to operators.). However a proper interface between ME and USIM is needed. 

2. Actions:

To T3 group.

ACTION: 
Please consider the above requirements and inform SA3 if T3 expect problems in realizing the above requirements.

It should be noted that the schedule for specifying this in T3 may be affected by the checking of the whole concept by GERAN2.

3. Date of Next TSG- Meetings:

TSG-SA3 Meeting #32 
9th – 13th February 2004
TBC

TSG-SA3 Meeting #33
11th – 14th May 2004
Bejing, China (TBC)

