3GPP TSG SA WG3 Security — S3#31
S3-030780

18 - 21 November 2003

Munich, Germany

Title:
SIM Access Profile in split WLAN-UESIM Access Profile in split WLAN-UE
Response to:


Source:
3GPP SA3
To:
Bluetooth Architecture Review Board (BARB), Bluetooth CAR group and Bluetooth Security Expert Group
Cc:


Contact Person:


Name:
Monica Wifvesson

Tel. Number:
+46 46 193634

E-mail Address:
monica.wifvesson@ericsson.com

Attachments:
S3-030689 (TS 33.234)
S3-030737
S3-030747
S3-030738
1. Overall Description:

In the 3GPP WI WLAN Inter-working, 3GPP WG SA3 is currently developing the security architecture, trust model and security requirements for this WI in our TS 33.234 for REL-6 (see attachment S3-030689).   

This TS 33.234 contains a number of definitions of the WLAN-UE. The WLAN-UE may be functionally split over several physical devices that communicate over local interfaces e.g. Bluetooth, IR or serial cable interface. As an example, the WLAN-UE may be composed of a TE (e.g. a laptop with a WLAN card) and a GSM/UMTS UE (a mobile phone), equipped with a UICC containing a SIM or USIM application, or a SIM card. The SIM or USIM is required for accessing the 3G WLAN inter-working service. The authentication and key establishment protocol used for this access is either EAP-SIM or EAP-AKA. Such a WLAN-UE may be capable of simultaneous access to both WLAN and 3GPP UMTS/GSM systems.
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When the local interface between a GSM/UMTS UE and a TE is a Bluetooth link the SIM Access Profile can be used to get SIM access from an external device (e.g. Laptop) to a SIM or UICC inserted into a GSM/UMTS UE.

SA3 is currently investigating the requirements for this split WLAN UE and has concluded on a number of requirements in chapter 2.2 in attachment S3-030737. SA3 would like to point out though that:

-SA3 did not agree on adding a new requirement on integrity protection on the local interface between the TE and GSM/UMTS UE;

-SA3 is still discussing and has not concluded yet on the requirement on where EAP-AKA and EAP-SIM shall terminate (see attachments S3-030738 and S3-030747 for the discussions).

In the attached document S3-030747 three different alternatives were presented at SA3#31:

· Alternative 1: all functions of the EAP peer are executed on the TE, with the exception of the GSM/UMTS cryptographic algorithms on the SIM/USIM. The GSM/UMTS UE acts as a BT SIM Access Profile server, and the TE acts as a BT SIM Access Profile client. The GSM/UMTS UE does not perform any functions of an EAP peer. 

· Alternative 2: all functions of the EAP peer are executed on the GSM/UMTS UE, with the exception of the GSM/UMTS cryptographic algorithms on the SIM/USIM. The TE does not perform any functions of an EAP peer. 

· Alternative 3: the functional split is as follows: the SIM/USIM performs the GSM/UMTS cryptographic algorithms, the GSM/UMTS UE derives the EAP-SIM or EAP-AKA master key MK from the GSM or UMTS session keys obtained from the SIM or USIM.  All the other functions of an EAP peer are performed on the TE.

SA3 identified a threat with alternative 1 described in S3-030747: an attacker obviously can get hold of the GSM or UMTS session keys, and perform attacks not only in WLAN access but also in GSM and UMTS access. Alternative 2 and 3 are foreseen as two potential solutions mitigating this attack that will be discussed further. The issue will be progressed at the next SA3 meeting. Of course SA3 welcome comments from Bluetooth on alternatives 1, 2 and 3. Note that the outcome of this discussion might produce new requirements on the SIM Access Profile protocol from SA3.

In particular, the following requirements have already been identified:

· Alternative 2: all messages of the EAP-SIM and EAP-AKA protocols need to be transferred over the BT local link. 

· Alternative 3: the input parameters required for the derivation of the master key MK, as well as an indication of the protocol to be run, need to be transferred from the BT SAP client to the BT SAP server, and MK would have to be transferred in the opposite direction. 

SA3 kindly asks Bluetooth for general comments on this usage model with a split WLAN UE in simultaneous WLAN and GSM/UMTS access, whether it is feasible to realise the requirements described in this document as such, and whether it is possible to specify these requirements to the SIM Access Profile: either in the next version of the SIM Access Profile; or in a new Profile developed specifically for this use case of simultaneous access to both WLAN and 3GPP systems. 

SA3 is looking forward to future cooperation with Bluetooth on this issue.

2. Actions:

To WG Bluetooth.

ACTION: 
3GPP WG SA3 asks Bluetooth:

1. to provide some general comments on the usage scenario of a split WLAN UE in simultaneous WLAN and GSM/UMTS access, and also whether it is feasible to utilize the SIM Access Profile to realise the requirements described in this document.
2. whether Bluetooth think it’s feasible in the future to realise the requirements described in this document to the next version of SIM Access Profile or a potentially new profile.
3. whether Bluetooth has any comments to the proposals in alternative 1, 2 and 3 in document S3-030747 related to the security concerns to terminate EAP-AKA and EAP-SIM, either in the TE  or in the GSM/UMTS UE.
3. Date of Next 3GPP TSG-SA3 Meetings:




SA3_32
9th – 13th February 2004
Edinburgh

SA3_33
11th ​– 14st May 2004
Beijing, China
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