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Overall Description:

SA3 has discussed a proposal for ciphering of VGCS calls (See attachment). In particular following four requirements were discussed:  

REQ-1. Prevent the same ciphering key being used within different cells.

REQ-2. The VGCS Group-key shall never leave the USIM. 

REQ-3. Prevent the reuse of COUNT with the same ciphering key within the same cell.

REQ-4. Prevent the same ciphering key being used in uplink and downlink direction. 

SA3 have agreed that solutions for REQ-1 and REQ-2 need to be realized and have adopted the concept of a two-step key derivation approach (as described in section 3 of S3-030692) such that the A5 algorithms can be reused for VGCS ciphering without required modifications to input parameters. REQ-4 was already fulfilled by GSM while the A5 algorithms produce two different key streams for uplink and downlink. The acceptance of REQ-3 is pending within SA3. 
Inputs on the feasibility of the proposed solutions (see attachment) for the above requirements are requested from GERAN 2. 
Actions:

To GERAN 2:

GERAN 2 is kindly asked to provide feedback on
A) Whether the notification channel (which is used to inform the VGCS-mobile of upcoming or ongoing VGCS-calls) can carry additional information i.e. a RAND-value. The length of RAND is estimated as 32 to 64 bits, but its length has not been decided by SA3. SA3 would like to know if there exists a restriction on the amount of bits that can be added to the message on the notification channel which informs the VGCS-mobile of the VGCS-call.  

B) Whether potential problems with the use of CGI at handover for the talker and at cell-reselection for the listener can be expected.
C) Impacts and feasibility of the solutions described in section 6 of S3-030692 and in particular on option D where a GLOBAL_COUNT, which length is estimated 4 to 8 bits, can be broadcasted to the VGCS-mobiles participating in a long-lasting VGCS call. It has to be clarified which channels shall be used for this. SACCH or FACCH could be candidates and their use should be evaluated. A requirement on the solution is that ME and BSS keys shall not get out of synchronisation due to a different ‘modified short term key’.
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