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Standards Committee T1
Telecommunications

Accredited by the American National
Standards Institute

1200 G Street, N.W.

A Sponsored Committee of

;

Alliance for Telecommunications
Industry Solutions

September 26, 2003

Mr. E.R. Hapeman
Chairman, Committee T1
Telcordia Technologies
331 Newman Springs Road
Room 2C-405

Red Bank, NJ 07701-5699

Re: T1 LB 1179 Closing Letter

Dear Ray:

T1 Letter Ballot LB 1179, entitled "Draft Proposed American National Standard - 3rd
Generation Partnership Project - Technical Specification Group Services and System

Aspects - 3G Security - Handover Interface for Lawful Interception (Release 5)” closed
on September 24, 2003, with the following results:

Actual  Weighted

21 17.94 Approvals

Comments from AT&T Wireless Services, Inc.,
3 3.00 Disapprovals

Comments from Defense Info. Systems Agency, FBI-CIU, and
SBC Communications, Inc.

17 13.60 Abstentions
Comments from Telcordia Technologies

34 25.16 Ballots not returned

75 59.70 Voting members

The members who returned abstentions are as follows: Alcatel USA Inc., AT&T, Aware,
Inc., Bell Canada, BellSouth, Cisco Systems, Globespanvirata, Inc., LSI Logic,
Mangrove Systems, Mindspeed Technologies Inc., Motorola, NTIA/ITS, Rogers
Wireless, Telcordia Technologies, Texas Instruments, TruePosition, Inc., and Verizon
Communications, Inc.

The members who have not returned ballots are as follows: TeliaSonera, Asian
Information Technology, C.S.l. Telecommunications, Microcell Solutions Inc., T-Mobile
USA Inc., Uniquest, Intelsat, MCI, Aktino, Inc., Beatnik Inc., Broadcom Corporation,
Catena Networks Inc., Centillium Communications, Inc., ECI Telecom Incorporated,
ElectriPHY Corporation, Flarion Technologies, Inc., Fujitsu America Inc., FutureWei
Technologies, Harris Corporation, Infineon Technologies, Intel Corporation, Lucent
Technologies, Next Level Communications, Nokia Telecommunications Inc., Photonic
Bridges, Qualcomm Incorporated, Sasken Comm Technologies Ltd., Skyworks
Solutions Inc., STMicroelectronics s.r.l., Symmetricom Inc., Tellium, Inc., TranSwitch
Corporation, Turin Networks, and Valo Inc.

Please find enclosed five sets of comments for your consideration and review.
Sincerely yours,
[Original signed by S. Carioti]

Susan Carioti
Manager, Committee T1

SClac
Enclosure

cc: W. Zeuch
J. Crandall
S. Barclay
N. Butler
A. Chatterjee
M. Young
T1 Advisory Group



T1IBALLOT

From: Musgrove, Peter [peter.musgrove@attws.com]

Sent: Wednesday, September 24, 2003 6:33 PM

To: T1BALLOT

Subject: RE: [T1/T1P1] Follow-up Letter for T1 Letter Ballot 1179 - Closing Date 09/24/2003 1/1

Hello ATIS folks,
AT&T Wireless Services votes "YES with comments™ on T1 LB 1179.

The comments are all purely editorial in nature and are as follows:
(1) Page 9, Section 3.1: In the definition of "interception', the word
"an'" before "network™ should be changed to "a™.

(2) Page 29, Section 7.1: Remove the editor™s note.
(3) Page 30, Section 7.1.3: Remove the editor"s note.

(4) Page 66, Annex H, 2nd Paragraph: Add a comma after the first
occurrence of "location information™.

(5) Page 66, Annex H, 5th Paragraph: Add a comma after "United States"
and delete the comma after "‘required’.

Peter Musgrove

AWS T1 Voting Rep
425-580-6875
Peter._musgrove@attws.com

----- Original Message-----

From: TI1BALLOT [mailto:T1BALLOT@atis.org]

Sent: Wednesday, September 10, 2003 3:55 AM

To: T1BALLOT

Subject: [T1/T1P1] Follow-up Letter for T1 Letter Ballot 1179 - Closing
Date 09/24/2003 1/1

September 10, 2003

TO: Voting Members of Accredited Standards Committee
T1-Telecommunications

SUBJECT: Follow-up Letter for T1 Letter Ballot 1179 - Closing Date
09/24/2003

Dear Members:

Please be reminded that the subject T1 Letter Ballot LB 1179, entitled
"Draft Proposed American National Standard - 3rd Generation Partnership
Project - Technical Specification Group Services and System Aspects - 3G
Security - Handover Interface for Lawful Interception (Release 5),"
closes on September 24, 2003.

The Secretariat is required to send this follow-up letter per Article X,
Section 4 of the T1 Bylaws.

*** You should send your response and must send any
corresponding comments to tlballot@atis.org. If you
have any questions, please contact Steve Barclay at
sbarclay@atis.org. ***



IT you have already responded to this T1 letter ballot, please disregard
this follow-up letter.

Sincerely,

Susan M. Carioti
T1l Secretariat

ACCREDITED STANDARDS COMMITTEE
T1-TELECOMMUNICATIONS
LETTER BALLOT

**-— ACTION REQUESTED --**

REPLY TO: ATIS Letter Ballot Number: LB 1179
T1 Secretariat Document Number: 3GPP 33108-540
1200 G St., NW, Suite 500 Date: 08/25/2003

Washington, DC 20005 Ballot Period: 4 Weeks

FAX: 202.347.7125 Ballot Closes: 09/24/2003

EM: tlballot@atis.org

Authorized By: T1P1
Distributed By: T1 Secretariat

Subject: Draft Proposed American National Standard - 3rd Generation
Partnership Project - Technical Specification Group Services and System
Aspects - 3G Security - Handover Interface for Lawful Interception
(Release 5)

Statement: The T1P1 members at their August 2003 plenary approved this
dpANS for letter ballot. Please note: Due to an interest category
imbalance at the time of this letter ballot, weighted voting of a .67
value applies to the manufacturing interest group.

Question: Do you approve this draft proposed American National Standard
for submittal to ANSI for approval as an American National Standard?

Ballot: YES NO (Comments Required)
Ballot: VYES (w/ comments) ABSTAIN (w/ reasons)
ABSTAIN

(IF VOTING "NO, WILL VOTE CHANGE TO "YES"™ IF THE ATTACHED
CHANGES ARE MADE?)

YES NO
Signature Principal Alternate
Organization DATE

Telephone #:

See ANSI"s PATENT POLICY
(under the Committee T1l Letter Ballots section)



T1IBALLOT

From: Fitzgerald, Chris [FitzgerC@ftm.disa.mil]

Sent: Tuesday, September 16, 2003 3:59 PM

To: T1BALLOT

Subject: RE: [T1/T1P1] T1 Letter Ballot LB 1179 - Closes 09/24/2003 1/1
Steve:

No vote with comments, appear below from DISA.
Chris Fitzgerald

----- Original Message-----

From: TI1BALLOT [mailto:T1BALLOT@atis.org]

Sent: Tuesday, August 26, 2003 5:52 PM

Subject: [T1/T1P1] T1 Letter Ballot LB 1179 - Closes 09/24/2003 1/1

August 26, 2003

TO: Members of Accredited Standards Committee
Tl - Telecommunications
Members of Technical Subcommittee T1P1

SUBJECT: T1 Letter Ballot T1 LB 1179
Dear Members:

Enclosed for your action, please find the following Tl Letter
Ballot voting form:

- T1 LB 1179, Draft Proposed American National Standard -
3rd Generation Partnership Project - Technical
Specification Group Services and System Aspects - 3G
Security - Handover Interface for Lawful Interception
(Release 5)

Please note that the closing date of this Tl Letter Ballot is
September 24, 2003

*** You should send your response and must send any
corresponding comments on this letter ballot to
tlballot@atis.org. |If you have any questions, please
contact Steve Barclay at sbarclay@atis.org. ***
Your earliest response to this letter ballot is appreciated.
ADDITIONAL INFORMATION:

THE DOCUMENT ASSOCIATED WITH THIS LETTER BALLOT IS NOW AVAILABLE
FROM THE T1 HOMEPAGE in the "Current' Letter Ballots directory.

To obtain a copy of 1bl1179.pdf go to:

WWW: http://www.tl_org/html/ballots.htm (Current Letter Ballots)
FTP: ftp://ftp.tl._org/pub/ballots/current/1b1179.pdf

ACCREDITED STANDARDS COMMITTEE
T1-TELECOMMUNICATIONS
LETTER BALLOT
**—— ACTION REQUESTED --**

1



REPLY TO: ATIS Letter Ballot Number: LB 1179

T1l Secretariat Document Number: 3GPP 33108-540
1200 G St., NW, Suite 500 Date: 08/26/03

Washington, DC 20005 Ballot Period: 4 Weeks

FAX: 202.347.7125 Ballot Closes: 09/24/03

EM: tlballot@atis.org

Authorized By: T1P1
Distributed By: T1 Secretariat

Subject: Draft Proposed American National Standard - 3rd
Generation Partnership Project - Technical
Specification Group Services and System Aspects - 3G
Security - Handover Interface for Lawful
Interception (Release 5)

Statement: The T1P1 members at its August 2003 plenary approved
this dpANS for letter ballot. Please note: Due to
an interest category imbalance at the time of this
letter ballot, weighted voting of a .67 value
applies to the manufacturing interest group.

Question: Do you approve this draft proposed American National
Standard for submittal to ANSI for approval as an
American National Standard?

Ballot: VYES NO _ X (Comments Required)
Ballot: YES (w/ comments)  ABSTAIN (w/ reasons)
ABSTAIN

(IF VOTING "NO, WILL VOTE CHANGE TO "YES"™ IF THE ATTACHED
CHANGES ARE MADE?)

YES _X__ NO

Signature _Christopher Fitzgerald Principal _X__
Alternate

Organization _DISA DATE_September 16,
2003

Telephone #: _(732) 427-6884

See ANSI"s PATENT POLICY
(under the Committee T1l Letter Ballots section)

No vote with comments:

DISA agrees with FBI/ESTS objection: '"...TS 33.108...contains a number of
deficiencies...which do not allow it to meet the needs of law enforcement."
This objection is documented in T1P1/2003-063R1. The vote will be changed
to YES if the deficiencies are corrected.



T1IBALLOT

From: Les Szwajkowski [Iszwajkowski@askcalea.net]
Sent: Tuesday, September 23, 2003 2:08 PM
To: T1BALLOT
Cc: phollar@askcalea.net
Subject: Accredited Standards Committee T1-Telecommunications Letter Ballot
Adohe
Vote on LB1179 -
Ol U. pdf ACCREDITED STANDARDS COMMITTEE
T1-TELECOMMUNICATIONS
LETTER BALLOT

**__ ACTION REQUESTED --**
REPLY TO: ATIS Letter Ballot Number: LB 1179
T1 Secretariat Document Number: 3GPP 33108-540
1200 G St., NW, Suite 500 Date: 08/26/03
Washington, DC 20005 Ballot Period: 4 Weeks
FAX: 202.347.7125 Ballot Closes: 09/24/03

EM: tlballot@atis.org

Authorized By: T1P1
Distributed By: T1 Secretariat

Subject:

Statement:

Question:

Draft Proposed American National Standard - 3rd
Generation Partnership Project - Technical
Specification Group Services and System Aspects - 3G
Security - Handover Interface for Lawful
Interception (Release 5)

The T1P1 members at its August 2003 plenary approved
this dpANS for letter ballot. Please note: Due to
an interest category imbalance at the time of this
letter ballot, weighted voting of a .67 value
applies to the manufacturing interest group.

Do you approve this draft proposed American National
Standard for submittal to ANSI for approval as an
American National Standard?

Ballot: YES NO X  (Comments Required)

Ballot: YES (w/ comments)  ABSTAIN (w/ reasons)

ABSTAIN

(IF VOTING "NO, WILL VOTE CHANGE TO "YES"™ IF THE ATTACHED
CHANGES ARE MADE?)

YES X NO
Signature _lLeslie M. Szwajkowski Principal_X_ Alternate
Organization _FBI-CIU (Fformally the ESTS) DATE_9/23/03_

Telephone #: _703-814-4808




ESTS"s comments are attached.



Comments on LB 1179

Vote:

The CALEA Implementation Unit (CIU) (formerly the Electronic Surveillance Technology
Section) of the Federal Bureau of Investigation has reviewed Letter Ballot 1179 (LB 1179) and
has concluded that the document does not supply Law Enforcement (LE) with al of the
capabilitiesit needsto perform surveillance activities for wireless packet data and multimedia
over next generation GSM technologies. Asaresult, ClU believesit must vote Noon LB 1179
and maintains that TS 33.108 should not be adopted as the standard for wireless packet data and
multimedia over next generation GSM technologies.

General Comments:

While TS 33.108 contains many useful capabilities, it is still deficient or completely
lacking with respect to other capabilities that are essential to meeting the needs of LE.

With respect to packet data, ClIU found that although TS 33.108 defines some useful
surveillance reporting capabilities (e.g., reporting beginning of a packet data session, end,
modification, etc.), there are essential capabilities that are missing which render the
standard deficient. The most notable of these missing capabilitiesis the packet activity
reporting capability, which provides Cll information of communication packets sent or
received by the intercept subject.

With respect to IP Multimedia Subsytem (IMS), CIU believes that the entire approach to
reporting in TS 33.108 is flawed and does not meet the requirements of LE. CIU does
not believe that simply encapsulating signaling messages and sending them to law
enforcement agencies (LEAS) for interpretation out of context provides LEAs with the
assistance they require. While under this approach the network has full view of the call —
including its handling and disposition — LEAs do not have such access. Moreover, even
though the network has the ability to provide call event information to LEAS, the TS
33.108 solution only sends LEAsthe raw signaling data. This approach is not consistent
with the approach taken in J-STD-025-A for reporting of Cll for interception of circuit
networks where call event-based information isreported. In addition, TS 33.108 is
incomplete for IMS since topic areas such as Timing, Quality of Service of the
intercepted communications, Reliability, Security, and Quantitative aspects are not
addressed.

More specifically, CIU findsthat TS 33.108 is deficient in the following areas, which are
of major concern to CIU and LE:

1. Packet Activity Reporting isadeficiency in TS 33.108 because the document
does not address this capability at al. The ability to provide, on a per-packet
basis, information pertaining to the origination and destination of the packet is
missing. Thisisan essential part of any packet interception solution that
separates Cll and CC.



2. Withregardto IMS, it isimportant for the LEA to be able to receive information
pertaining to the state of the call. Simply passing along encapsulated signaling
messages does not convey thisinformation. If interworking were to occur, ssmply
sending the encapsul ated messages would not provide LEAS the context within
which to interpret the message. This approach is aso inconsistent with the
method used to report packet domain interception events (for example, GPRS
tunneling messages are not encapsulated and sent to the LEA). In case of iterative
address trandl ation, the intermediate transl ations would not be available using this
approach. The purpose of CALEA isto provide assistance to LE to be able to
perform lawful interceptions, not to push all of the network protocols onto the
LEAs. Defining astandard interface, perhaps along the lines of the mapping
work being done by T1S1, could be a possible approach to alleviate this concern.

3. TS33.108 is deficient in the area of full-time access to communications, which is
required by LEAs. Full-time access to communications means that intercept
subject communications detected by the TSP should be intercepted. In the case of
SGSN only interception, certain information is not accessible, even though it is
available in the network. Accessto CIl and/or content in certain cases (e.g., the
user ison avisited network, but their content is routed to the home network) is
only available at the GGSN. In this case an SGSN-only interception approach
will not deliver the information that the TSP is required to deliver to the LEAS.
This also means that the national options described in Sections 6.6 and 6.7 are
mandatory, not optional, for the U.S.

4. Dided Digit Extraction (DDE) for IMS callsisadeficiency in TS 33.108. DDE
isarequired capability for the LEAS. Although this capability was available in
the circuit-based interception in J-STD-025-A, a comparable capability has not
been defined for IMSin TS 33.108. LEAS need the network to be able to
intercept and deliver post-dia digits, when authorized.

5. Section 6.3, concerning Security, has no security requirements at all, including
none for U.S. networks. Thisis completely inadequate, and specific requirements
should be added.

6. According to paragraph two in Section 7 of TS 33.108, TS 33.108 does not allow
for interception of all communications associated with the intercept subject at the
P-CSCF and S-CSCF by restricting the identification of the intercept subject’s
traffic to aSIP-URL. Other identity types are possible (e.g., tel url, fax url, etc
according to IETF RFC 2806). Thisrestriction will limit the type of traffic that
can be intercepted by the network and will not meet the needs of LE in trying to
provide assistance in this area.

7. TS 33.108 is deficient with respect to reporting service modifications or non-
administrative service attribute changes to aregistered account of an intercept
subject. A new event called Service Change is needed to detect and report this



10.

11.

12.

13.

14.

information to the LEAs. Examples of such changesinclude: Over-The-Air-
Service-Provisioning (OTASP), Change of Passwords, Change of Features,
Addition/Deletion of Features, etc.

Annex H to TS 33.108 describes normative U.S. requirements. These
requirements address the issue of encryption and decompression, but do not
address decoding. In addition, the network does not limit the allowable schemes
for encoding and decoding to assist the LEAS.

Thelast dashed item in Section 6.5.1.1 indicates that it is a national option to
report the terminal registering for service with another network operator or
service provider. Thistrigger cannot be an option for the U.S., asindicated in the
text, because the trigger is required to meet the needs of LEASto get comparable
information asto what is provided for the interception of circuit-switched
networks and what is explicitly required by CALEA.

TS 33.108 is deficient in that adequate timing requirements are not provided in for
the packet domain. LEAS need the Intercept Related Information (IRI) to be
delivered to the CF within 3.5 seconds of detection of the event at the Intercept
Access Paint (IAP).

In the “network element” row in Table 6.2 to TS 33.108, the HLR is missing and
should be added. CIU believes the text in that row should read “ Operator 1D plus
SGSN, e-GGSN, or HL R address’

The second item in Section 7.1.2 of TS 33.108 does not explicitly require the
network element identifier for systems deployed in the U.S. Missing such a
requirement is inconsistent with the packet domain requirement and does not meet
the needs of the LE.

In Table6-7 to TS 33.108:

a.  With respect to the delivery of SM'S content, the standard does not
indicate whether content is delivered only when content delivery is
authorized.

b. With respect to delivery of IRI related to SMS, the SMS originating and
destination addresses are essential to assist LE in determining the
origination and destination of this communication. Indicating that
delivery of thisinformation is optional does not meet this LE requirement.

TS 33.108 is deficient in that the uniqueness of the Correlation Number is not

clear. If acorrelation number is unique across the entire TSP, then this should be
stated. If the correlation number is only unique between a SGSN and GGSN pair,
then this should be stated. The uniqueness also has an impact on how to interpret



other information present in CIl or CC delivered to the LEA (e.g., sequence
number).

15. TS 33.108 is deficient in that no suitable normative data transmission protocol has
been specified for delivery of intercepted communications. Instead, two
unsuitable protocols have been specified as being normative: FTP and Remote
Operations Service Element (ROSE) protocol. The FTP approach has inherent
problems regarding the ability to transmit recordsin real time. Use of ROSE is
problematic because current LE equipment does not use this protocol and doing
so would have a significant impact on the LE.

In light of the above, CIU’ s position isthat TS 33.108, as circulated for ballot, is deficient with
respect to specific LE requirements. For these reasons, CIU believes TS 33.108 should not be
adopted as the standard for wireless packet data and multimedia over next generation GSM
technologies, and that TSPs and equipment manufacturers should not be afforded “safe harbor”
with respect to wireless packet data and multimedia over next generation GSM technol ogies by
virtue of their compliance with a deficient standard (TS 33.108).



T1IBALLOT

From: Hall, Bob [bhall@labs.sbc.com]
Sent: Tuesday, September 23, 2003 5:35 PM
To: T1BALLOT
Cc: Bailey, Chuck
Subject: RE: [T1/T1P1] T1 Letter Ballot LB 1179 - Closes 09/24/2003 1/1
E
SBC conments on T1
Letter Ball... ~ SBC votes NO on this ballot with comments attached.

----- Original Message-----

From: TI1BALLOT [mailto:T1BALLOT@atis.org]

Sent: Tuesday, August 26, 2003 4:52 PM

Subject: [T1/T1P1] T1 Letter Ballot LB 1179 - Closes 09/24/2003 1/1

August 26, 2003

TO: Members of Accredited Standards Committee
Tl - Telecommunications
Members of Technical Subcommittee T1P1

SUBJECT: T1 Letter Ballot T1 LB 1179
Dear Members:

Enclosed for your action, please find the following Tl Letter Ballot voting
form:

- T1 LB 1179, Draft Proposed American National Standard -
3rd Generation Partnership Project - Technical
Specification Group Services and System Aspects - 3G
Security - Handover Interface for Lawful Interception
(Release 5)

Please note that the closing date of this Tl Letter Ballot is September 24,
2003

*** You should send your response and must send any
corresponding comments on this letter ballot to
tlballot@atis.org. |If you have any questions, please
contact Steve Barclay at sbarclay@atis.org. ***

Your earliest response to this letter ballot is appreciated.
ADDITIONAL INFORMATION:

THE DOCUMENT ASSOCIATED WITH THIS LETTER BALLOT IS NOW AVAILABLE FROM THE T1
HOMEPAGE in the "Current' Letter Ballots directory.

To obtain a copy of 1b1179.pdf go to:

WWW: http://www.tl_org/html/ballots.htm (Current Letter Ballots)
FTP: ftp://ftp.tl_org/pub/ballots/current/1b1179.pdf

ACCREDITED STANDARDS COMMITTEE
T1-TELECOMMUNICATIONS
LETTER BALLOT



**—— ACTION REQUESTED --**

REPLY TO: ATIS Letter Ballot Number: LB 1179
T1l Secretariat Document Number: 3GPP 33108-540
1200 G St., NW, Suite 500 Date: 08/26/03

Washington, DC 20005 Ballot Period: 4 Weeks

FAX: 202.347.7125 Ballot Closes: 09/24/03

EM: tlballot@atis.org

Authorized By: T1P1
Distributed By: T1 Secretariat

Subject: Draft Proposed American National Standard - 3rd
Generation Partnership Project - Technical
Specification Group Services and System Aspects - 3G
Security - Handover Interface for Lawful
Interception (Release 5)

Statement: The T1P1 members at its August 2003 plenary approved
this dpANS for letter ballot. Please note: Due to
an interest category imbalance at the time of this
letter ballot, weighted voting of a .67 value
applies to the manufacturing interest group.

Question: Do you approve this draft proposed American National
Standard for submittal to ANSI for approval as an
American National Standard?

Ballot: YES NO X  (Comments Required)
Ballot: VYES (w/ comments)  ABSTAIN (w/ reasons)
ABSTAIN

(IF VOTING "NO, WILL VOTE CHANGE TO "YES"™ IF THE ATTACHED
CHANGES ARE MADE?)

YES X NO

Signature ___ Robert J. Hall Principal____ Alternate X_
Organization __ SBC Communications, Inc. DATE_23 Sep 2003_
Telephone #: _ 512-372-5842

See ANSI"s PATENT POLICY
(under the Committee T1l Letter Ballots section)



SBC Communications comments on
T1 Letter Ballot LB 1179

SBC Communications votes No with these comments on T1 Letter Ballot 1179.

1.

2.

3.

4.

5.

Foreword
The reference material on versions may not be appropriate to an American
National Standard. It should be made clear how updates impact this standard.
Introduction

Last paragraph, are the documents noted also standards or does this document

also make them standards? Are they essential to this standard? Shouldn’t they be

in the reference list?
Section 2, References

a. Isit appropriate to have open rolling versions of documents in a standard?

b. Ref. [5] thetitle of the document is incorrect. It should be “Information
technology — Abstract Syntax Notation One (ASN.1): Specification of basic
notation”. Also, the correct reference should be to X.680 through X.683 to be
correct.

c. Ref. [6] thetitle of the document isincorrect. It should be “Information
technology — ASN.1 encoding rules. Specification of Basic Encoding Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules
(DER)".

d. Ref.[13] “STD 9" should be “IETF STD 0009”

e. Ref.[15] “STDO0005" should be “IETF STD 0005”. Also, it should be noted
that STD 0005 is composed of 6 different RFCs, not just one.

f. Ref.[23] “JSTD-25-A" should be “JSTD-025-A".

g. Ref.[26] “RFC 2543" should be “IETF RFC 3261". RFC 2543 is obsolete
and replaced by 3261.

h. Ref. [27] “RFC 1006” should be “IETF RFC 1006 .

i. Ref.[28] “RFC 2126” should be “IETF RFC 2126".

J.  Ref.[29] Should Corrigendum 1 to Q.763 (07/01) be referenced also?

k. Ref.[1],[2],[3],[9],[10],[22], [24], [25] are not consistently indicated asto

whether or not they are 3GPP or ETSI. If they are ETSI documentsisit
intended that they apply in the U.S.?

Global Comment

In many places in the document, references to other documents from the referencelist are
made. It isnot clear if theintent isto have ETSI documents apply in the U.S. or what the
intent is. Each of these references should be make clear. Examples: section 4.1 and section 5.

Annex G (Informative) and Annex H (normative)

It is not clear what role these two annexes play in an American National Standard. 1s Annex
G clearly informative in the ANS? Is Annex H clearly normative? Shouldn’t these two
annexes clearly be introduced in the foreword or introduction as to purpose? Annex H should
be a set of specific statements for application in the U.S. This needs to be clarified and
explained.




Message Page 1 of 2

T1BALLOT

From: Little, Joyce C. [jlittle@telcordia.com]

Sent: Wednesday, September 24, 2003 1:02 PM

To: T1BALLOT

Cc: Halevi, Cliff H.; Rengasami, Selvam; Hawkins, Sin-Kuen K.

Subject: T1 LB 1179 - Telcordia Technologies Votes Abstain (with reasons)

As indicated on the attached form, Telcordia Technologies votes Abstain (with reasons) on T1 LB 1179. See
attached reasons

ACCREDITED STANDARDS COMMITTEE
T1-TELECOMMUNICATIONS
LETTER BALLOT

**_— ACTION REQUESTED --**

REPLY TO: ATIS Letter Ballot Number: LB 1179
Tl Secretariat Document Number: 3GPP 33108-540
1200 G St., NW, Suite 500 Date: 08/26/03

Washington, DC 20005 Ballot Period: 4 Weeks

FAX: 202.347.7125 Ballot Closes: 09/24/03

EM: tlballot@atis.org

Authorized By: T1P1
Distributed By: Tl Secretariat

Subject: Draft Proposed American National Standard - 3rd
Generation Partnership Project - Technical
Specification Group Services and System Aspects - 3G
Security - Handover Interface for Lawful
Interception (Release 5)

Statement: The T1P1 members at its August 2003 plenary approved
this dpANS for letter ballot. Please note: Due to
an interest category imbalance at the time of this
letter ballot, weighted voting of a .67 value
applies to the manufacturing interest group.

Question: Do you approve this draft proposed American National
Standard for submittal to ANSI for approval as an
American National Standard?

Ballot: YES NO (Comments Required)
Ballot: VYES (w/ comments) ABSTAIN _ X_ (w/ reasons)
ABSTAIN

(IF VOTING "NO, WILL VOTE CHANGE TO "YES"™ IF THE ATTACHED
CHANGES ARE MADE?)

09/26/2003



Message Page 2 of 2

YES NO

Signature Cliff Halevi Principal_X_ Alternate

Telcordia Technologies DATE_9/24/03

Organization

Telephone #: 808-254-6909

See ANSI"s PATENT POLICY
(under the Committee T1 Letter Ballots section)

09/26/2003



o2 Telcordia
Technologies

Commentson LB1179—-3GPP TS 33.108

1.
Page: 7
Section: 1

Proposal: To be consistent with terminology in other parts of the document, change the
first sentence as follows: "This specification addresses the handover interfaces
for lawful interception of Packet-Data Services, Circuit Switched Services,
and Multimedia Services within the GSM and UM TS netweorksystems.”

2.

Page: 7

Section: 2, reference item [13]

Proposal: Indicate the source of the document as follows: "IETF STD 9 "File Transfer
Protocol (FTP)", October 1985"

3.

Page: 8

Section: 2, reference item [15]

Proposal: Indicate the source of the document as follows: "IETF STDO00O05 "Internet
Protocol "."

4.

Page: 8

Section: 2, reference item [16]

Proposal: Indicate the source of the document as follows: "IETF STD0007
"Transmission Control Protocol"."

5.

Page: 8

Section: 2, reference item [26]

Proposal: Indicate the source of the document as follows: "IETF RFC 2543: "SIP:
Session Initiation Protocol."

6.

Page: 8

Section: 2, reference item [27]

Proposal: Indicate the source of the document as follows: "IETF RFC 1006: "I SO
Transport Service on top of the TCP"."



7.

Page: 8

Section: 2, reference item [28]

Proposal: Indicate the source of the document as follows: "IETF RFC 2126: "1SO
Transport Service ontop of TCP (ITOT)"."

8.
Page: 11
Section: 4

Proposal: Change the first sentence as follows:. "The present document focuses on the
handover interface related to the provision of information related to Lawful
Interception (L1) between a network operator, access provider and/or service
provider and a Law Enforcement Agency (LEA).

0.

Page: 13

Section:  4.4.1, 2™ paragraph, last sentence

Proposal: Change the word “government” to “law enforcement agency” for consistency
with the rest of the document.

10.

Page: 14 (and subsequent pages)

Section: 4.5 (and subsequent sections)

Proposal: Do not redefine acronyms. Correct as follows: "The HI2 interface port shall be

used to transport all intercept-related-nfermation{IRI)," |

11.
Page: 15
Section: 5

Proposal: Correct the reference as follows: " Circuit-switch for UMTS is supported by
ES 201 671[22] and J}STD-025-A [23]."

12.

Page: 17

Section: 6.2.2and 6.2.3

Proposal: Verify that reference [7] (ITU-T Recommendation X.880) is correct.

13.

Page: 17

Section: 6.5

Proposal: Verify that reference [11] (GSM 03.03) is correct.
14.

Page: 25

Section:  6.5.1.3, last paragraph before Table 6.11

Proposal: Correct asfollows: " In order to enable the LEMF to correlate the
informations on HI3, a new correlation number shall not be generated within a |
CONTINUE record."



15.

Page:
Section:
Proposal:

16.

Page:
Section:
Proposal:

17.

Page:
Section:
Proposal:

26

6.5.1.3, Table 6.11, Description associated with the “initiator” row

Correct asfollows: " Provide to indicate whether the PDP context activation
modification is network-initiated, intercept-subject-initiated, or nor available."

38

A.2.6

Correct asfollows: "The data transfer process listens to the data port for a
connection from a server-FTP process.”

45
B.3
Correct and add the extension indicator as follows:

"GA-PointWithUnCertainty ::=SEQUENCE {

g

18.

Page:
Section:
Proposal:

19.

Page:
Section:
Proposal:

20.

Page:
Section:
Proposal:

21.

Page:
Section:
Proposal:

geographicalCoordinates Geographical Coordinates,
uncertaintyCode INTEGER (0..127),
50

c.21

Correct asfollows. "FTP isdefined in ref-{13]. FhelP isdefined in ref-[15].
Fhe TCPisdefined in ref-[16]." Or change "ref" to "reference’.

53
Table C.2 and Table C.3
Correct asfollows:; "CorrelationNumber-- = |dentifies'

59

Annex E, reference item 17.

Delete this reference since this reference is already included as reference [ 8]
in Section 2.

61

G211

Correct asfollows:. "IPis defined in ref-[15]. TCPisdefined in ref-[16]." Or
change "ref" to "reference”.



22.

Page: 61

Section:  G.2.1.2, 1% Paragraph, 2™ Sentence

Proposal: Correct the reference. It is our understanding that a CR has already been
approved by SA3 for this correction. “Either the MF or LEMF may initiate the TCP
connection. The case when the MF initiates the TCP connection is detailed in
A3:21G.2.1.2.1"

23.

Page: 61

Section: G.2.1.2.1, 1% Paragraph, 2™ Sentence

Proposal: Correct the reference. It is our understanding that a CR has already been
approved by SA3 for this correction. “Once a TCP connection is established, the MF
shall send the L1 application messages defined in Section A-3:3G.2.1.3.”

24,

Page: 62

Section:  G.2.1.2.3, 1% Paragraph, 1% Sentence

Proposal: Correct the reference. It is our understanding that a CR has already been
approved by SA3 for this correction. “After the TCP connection has been established,
the MF shall send the "L1 application” messages defined in Section A-3-3-G.2.1.3to the
LEMF, when applicable events have been detected and such messages are formulated.”

25.

Page: 62

Section: G.2.1.2.3, Last Paragraph, 1¥ Sentence

Proposal: Correct the reference. It is our understanding that a CR has already been
approved by SA3 for this correction. “The"LI application” messages shall be
encapsulated using TPKT, as defined in Section A-3:2.2G.2.1.2.2, before sending them
from the MF to the LEMF using TCP/IP.”

26.

Page: 62

Section: G.2.1.3

Proposal: To maintain alignment with B.3, Correct as follows

LawfulIntercept ::= CHOICE

keep-Alive [0O] NULL,
envelopedIRIContent [1] EnvelopedIRIContent,

}
EnvelopedIRIContent ::= SEQUENCE OF UMTSIRIContent
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