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Introduction

This contribution proposes some high level flows and behaviour for MBMS. The proposed flows are very general. Further details on the flows will need to be filled once the decision on authentication method is chosen. 

Combining multicast service joining and fetching key

Currently all proposals for a UE obtaining keys are separate for the UE joining the multicast service (i.e. establishing the multicast bearer). For multicast service that utilise the multicast security, a UE can not correctly receive the data without the key. Therefore a UE has joined a multicast service but does not have a key for service or confirmation that no key is needed or available at this time will not be able to be able to correctly receive the data transmitted on this service. Hence it seems appropriate for that UE to leave the multicast service. 

There is proposed text in clause 6.2 of the pseudo CR to cover this functionality.

Update of multicast service keys

Clearly there are times when the UE will know it does not have the relevant key for a particular multicast service, e.g. the UE has just joined a service and has no key or no indication that a key is not available/needed or the UE is trying to decrypt data and it does have the correct key. This suggests that there is a need for the UE to be able to be able to request and subsequently receive a key for the BM-SC. It was agreed that the BM-SC is the element that is in control of the generating and changing multicast keys. If the BM-SC wants to change a key then it might need to be able to signal to the UE that a new key is available. If a UE receives an indication that a new key is available, then the UE request the key, as described above. This adds an optional message from the BM-SC to the message flows for updating a key.

There is some proposed text in clause 6.2 of the pseudo CR to cover this functionality.

Handling of keys in the same multicast service

The key used to protect data transmitted in a multicast service changes over time. To enable smooth handover from one key to another key, it should be allowed to have more than one key simultaneously. There seem no value in using key A, then key B and then back to key A because all users that have joined should be able to access the data. Suppose a user is allowed to have key A, but not key B, then that user might be sent the data that is encrypted using key B. At this point, the UE would not know that it was not allowed to have key B and request it. This request would fail. Both the failure of the key request and the UE receiving the encrypted data seems to be a waste of radio resources. If it is agreed that there is no value in interleaving the keys used in multicast service, then it seems to be enough to set a limit of two keys per multicast service. These keys will be used according to the following rules

· When a new key is received if there are two keys already for this multicast service, then the older of these two keys are deleted.

· When a key is used to decrypt data in a multicast service, any older key in that service is deleted.

There is proposed text in clauses 6.2 and 6.3 of the pseudo CR to cover this functionality.

Sending key identity with protected content

The key used to protect data transmitted in a multicast service changes over time. Using the wrong key to decrypt the data provides a bad user experience, as the decrypted data will not make sense. Therefore it is essential that the correct key is used. The most robust way to achieve this is to include a unique key identity with the protected data. 

There is proposed text in clause 6.3 of the pseudo CR to cover this functionality.

Conclusion

This contribution propose several changes in the attached pseudo CR (some described above) and proposes that SA3 should accept the changes.


