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1 Introduction

3GPP has delegated the standardization of DRM [1] to OMA [2]. However, it turned out that for interoperability of 3GPP PSS streaming and 3GPP MBMS with OMA DRM 2.0, adaptations on both ends are necessary. OMA has proposed that 3GPP defines the protected file format and the streaming mechanisms for protected PSS media [3]

 REF _Ref55987956 \w \h 
[4], and key management is handled in the framework of the OMA DRM 2.0 specification. According to the requirements laid out in [3], media tracks are encrypted and stored in a 3GP file. The 3GP file can be downloaded as a whole, or encrypted packets can be extracted from the 3GP file and transported to the client using real-time transport protocols and mechanisms (that means transport protocols based on RTP/UDP).

This input proposes changes to the 3GP file format [6] that allow the storage and download of protected / DRM encrypted PSS media. The real-time streaming of protected media is not considered here and is subject of a separate input (Ericsson: Real-time transport of protected continuous PSS media).

2 Overview

Although this proposal and input (Ericsson: Real-time transport of protected continuous PSS media) do not depend on each other, they have been developed together. The basic idea is to encrypt content at the content provider site, store it in a 3GPP file and deliver it to a streaming server, and download or stream it from there. 

For information, figure 1 shows the basic idea and the relation to the input (Ericsson: Real-time transport of protected continuous PSS media). The content provider uses a master key master_key. From the master key the integrity key k_a and content encryption key k_e (CEK in OMA terminology) can be derived using a key derivation function. The encryption is done at the content provider, and the encrypted streams stored in a 3GP file. The streaming server receives the encrypted content in the 3GP file and the integrity key k_a (if the CP/RI choose to apply integrity protection). The streaming server then streams the content to the client using SRTP. No additional encryption is applied. If applicable, the streaming server applies integrity protection. The content provider conveys the master key master_key to the rights issuer RI. The RI issues a rights object RO to the client, which contains the master key master_key. From master_key and knowing the key derivation function, the client can derive the content key k_e and (if applicable) the integrity key k_a. Subsequently, the client can decrypt the streams, check their integrity, and consume them according to the permissions contained in the RO.
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3 File format extensions for storage of protected media

We propose to extend the 3GP file format with a mechanism for storage of encrypted media. The concept is expected to be standardised for the ISO base media file format by MPEG with 3GPP and ISMA in mind. In addition we define 3GPP-specific extensions that applies to encryption of text tracks and a 3GP profile brand for encrypted 3GP files. Details on the encryption scheme are stored in a protection information box. For the usage of encrypted 3GP files with OMA DRM 2.0, the exact details of the scheme will be defined by OMA.

The general idea behind the extensions is to replace code points (codec identifiers) of encrypted media with generic code points for encrypted media. This prevents legacy players and other encryption-unaware players from accessing bitstreams that need to be decrypted before they can be decoded. For encryption-aware players, however, the new code points contain information on key management and requirements for decrypting encrypted media. In addition they replicate the original codec identifier and other decoding parameters needed to decode the bitstreams once they have been decrypted.

Encrypted 3GP files can also be used for streaming servers to serve encrypted media over RTP. Hint tracks of such 3GP files are not encrypted per se, i.e. a PSS server does not have to decrypt anything in order to serve the encrypted content. Information on key management and decryption is conveyed to the client in the SDP description, with the relevant parts stored in the hint track of the 3GP file. However, as the content provider may want to force the server to take certain actions, such as providing integrity protection before data is streamed, there is still a need to redefine the code point for hint tracks as well. The new code points replicate the original code point information while providing information on required integrity protection. This way encryption-unaware servers will be prevented to serve encrypted data that were supposed to be integrity protected. 

3.1 Profile for encrypted 3GP files

The Encryption profile (branded ‘3ge6’) is defined for 3GP files that contain encrypted media. Further details on the kind of file that is encrypted is given by other brands, such as a Basic profile brand for download of audio/video presentations or Streaming-server profile for serving of encrypted content.

Files conforming to Encryption profile shall use the encrypted-sample description entries (code points) for media tracks containing encrypted media. A file conforming to Encryption  profile may contain both encrypted and unencrypted tracks. 

The Encryption profile should be used as a major brand. It can also be used in combination with other 3GP profiles, as long as the file conforms to those profiles. In particular,

· Encryption and Basic profiles together imply that the maximum number of tracks shall be one for video, one for audio and one for text. A file may contain both encrypted and unencrypted tracks (but not if they are of the same media type). Note however, that an encryption-unaware player will ignore encrypted tracks.

· Encryption and Progressive download profiles together imply that the file is both encrypted and suitable for progressive download.

· Encryption and Streaming-server profile imply that the content referred to by one or more hint tracks is encrypted. If a PSS server is required to take special actions, such as provide integrity protection, then encrypted sample description entries (code points) for hint tracks shall be used. 

Note that the General profile is defined as a superset of all profiles including Encryption profile. A 3GP file conforming to General profile (only) may contain any number of encrypted tracks not yet combined into 3GP files suitable for download or streaming or without necessary information on key management.

The Encrypted-basic profile is a 3GP profile and should be used with the file extension ‘.3gp’.

3.2 Code points for encrypted media

The sample description entries of a media track in a 3GP file identify the format of the encoded media, i.e. codec and other coding parameters. Hence, by simply parsing the sample descriptions, a player can decide which tracks it is able to play.

All sample entries for audio and video derived from the ISO base media file format contain a set of mandatory fields. In addition, they may contain boxes specific to the codec in question. MPEG-4 codecs (Visual and AAC) use the ESDBox, whereas AMR and H.263 use the AMRSpecificBox and the H263SpecificBox, respectively.

The principle behind storing encrypted media in a track is to “disguise” the original sample description entry with a generic code point for encrypted media. We define three code points (four-character codes of the sample description entries) for signalling encrypted video, audio and text as follows:

	format identifier
	original format
	media content

	encv
	s263, mp4v
	encrypted video: H.263 or MPEG-4 visual

	enca
	samr, sawb, mp4a
	encrypted audio: AMR, AMR-WB or AAC

	enct
	tx3g
	encrypted text: timed text


The “encrypted” versions of the sample descriptions replicate the original sample descriptions and include a protection information box with details on the original format as well as all requirements for decrypting the encoded media. The EncryptedVideoSampleEntry and the EncryptedAudioSampleEntry are defined in Tables 3.1 and 3.2, where TheProtectionInfo box is simply added to the list of boxes contained in a sample entry.

Table 3.1: EncryptedVideoSampleEntry 

	Field
	Type
	Details
	Value

	BoxHeader.Size
	Unsigned int(32)
	
	

	BoxHeader.Type
	Unsigned int(32)
	
	‘encv’

	All fields and boxes of a visual sample entry, e.g. MP4VisualSampleEntry or H263SampleEntry.



	ProtectionInfoBox
	
	Box with information on the original format and encryption
	


Table 3.2: EncryptedAudioSampleEntry 

	Field
	Type
	Details
	Value

	BoxHeader.Size
	Unsigned int(32)
	
	

	BoxHeader.Type
	Unsigned int(32)
	
	‘enca’

	All fields and boxes in an audio sample entry, e.g. MP4AudioSampleEntry or AMRSampleEntry.



	ProtectionInfoBox
	
	Box with information on the original format and encryption
	


The EncryptedVideoSampleEntry and the EncryptedAudioSampleEntry can also be used with any additional codecs added to the 3GP file format, as long as their sample entries are based on the SampleEntry of the ISO base media file format.

The EncryptedTextSampleEntry is defined in Table 3.3. Text tracks are specific to 3GP files and defined by the Timed text format in 26.245. In analogy with the cases for audio and video, we add a ProtectionInfoBox at the end.

Table 3.3: EncryptedTextSampleEntry 

	Field
	Type
	Details
	Value

	BoxHeader.Size
	Unsigned int(32)
	
	

	BoxHeader.Type
	Unsigned int(32)
	
	‘enct’

	All fields and boxes of TextSampleEntry.



	ProtectionInfoBox
	
	Box with information on the original format and encryption
	


3.3 Key management

The necessary requirements for decrypting media is stored in the Protection information box. It contains the Original format box, which identifies the codec of the decrypted media, the Scheme type box, which identifies the protection scheme used to protect the media, and the Scheme information box, which contains scheme-specific data (defined for each scheme). The Protection information box and its contained boxes are defined in Tables 3.4 – 3.7.

Table 3.4: ProtectionInfoBox 

	Field
	Type
	Details
	Value

	BoxHeader.Size
	Unsigned int(32)
	
	

	BoxHeader.Type
	Unsigned int(32)
	
	‘sinf’

	BoxHeader.Version
	Unsigned int(8)
	
	0

	BoxHeader.Flags
	Bit(24)
	
	0

	OriginalFormatBox
	
	Box containing identifying the original format
	

	SchemeTypeBox
	
	Box containing the protection scheme.
	

	SchemeInformationBox
	
	Box containing the scheme information.
	


Table 3.5: OriginalFormatBox 

	Field
	Type
	Details
	Value

	BoxHeader.Size
	Unsigned int(32)
	
	

	BoxHeader.Type
	Unsigned int(32)
	
	‘frma’

	DataFormat
	Unsigned int(32)
	orginal format
	


DataFormat identifies the format (codec) of the decrypted, encoded data. The currently defined formats in 3GP files include ‘mp4v’, ‘h263’, ‘mp4a’, ‘samr’, ‘sawb’ and ‘tx3g’.

Table 3.6: SchemeTypeBox 

	Field
	Type
	Details
	Value

	BoxHeader.Size
	Unsigned int(32)
	
	

	BoxHeader.Type
	Unsigned int(32)
	
	‘schm’

	BoxHeader.Version
	Unsigned int(8)
	
	0

	BoxHeader.Flags
	Bit(24)
	
	0 or 1

	SchemeType
	Unsigned int(32)
	4cc identifying the scheme
	

	SchemeVersion
	Unsigned int(16)
	Version number
	

	SchemeURI
	Unsigned int(8)[ ]
	Browser URI (null-terminated UTF-8 string). Present if (Flags & 1) true
	


SchemeType and SchemeVersion identifiy the encryption scheme and its version. An example that can be used for OMA DRM is given in the following section. As an option, it is possible to include an URI pointing to a web page for users that don’t have the encryption scheme installed.

Table 3.7: SchemeInformationBox 

	Field
	Type
	Details
	Value

	BoxHeader.Size
	Unsigned int(32)
	
	

	BoxHeader.Type
	Unsigned int(32)
	
	‘schi’

	BoxHeader.Version
	Unsigned int(8)
	
	0

	BoxHeader.Flags
	Bit(24)
	
	0

	
	
	Box(es) specific to scheme identified by SchemeType
	


The boxes contained the SchemeInformationBox are defined by the scheme type.

3.4 Example encryption scheme

The encryption scheme to be used in conjunction with OMA DRM needs to be defined. In section Error! Reference source not found. we propose the use of AES_CM_ES. OMA should provide input on the file format boxes expressing the scheme in 3GP files, specifically on the requird additional headers. Below is an example of how such a definition may look like:

· Scheme type: ‘odkm’

· Scheme version: 0x0200

· Scheme-specific boxes: OMADRMSampleFormatBox and OMADRMCommonHeadersBox, see Tables 3.8 – 3.9.

Table 3.8: OMADRMSampleFormatBox 

	Field
	Type
	Details
	Value

	BoxHeader.Size
	Unsigned int(32)
	
	

	BoxHeader.Type
	Unsigned int(32)
	
	‘osfm’

	BoxHeader.Version
	Unsigned int(8)
	
	0

	BoxHeader.Flags
	Bit(24)
	
	0

	SelectiveEncryption
	Bit(1)
	
	0 or 1

	Reserved
	Bit(7)
	
	0

	KeyIndicatorLength
	Unsigned int(8)
	Length of key indicator
	

	IVLength
	Unsigned int(8)
	Length of IV
	


Table 3.9: OMADRMCommonHeadersBox 

	Field
	Type
	Details
	Value

	BoxHeader.Size
	Unsigned int(32)
	
	

	BoxHeader.Type
	Unsigned int(32)
	
	‘odhe’

	BoxHeader.Version
	Unsigned int(8)
	
	0

	BoxHeader.Flags
	Bit(24)
	
	0

	EncryptionMethod
	Unsigned int(16)
	Encryption method
	

	EncryptionPadding
	Unsigned int(16)
	Padding type
	

	PlaintextLength
	Unsigned int(32)
	Plaintext content length in bytes
	

	ContentIDLength
	Unsigned int(16)
	Length of ContentIP field in bytes
	

	RightsIssuerURLLength
	Unsigned int(16)
	Rights Issuer URL field length in bytes
	

	TextualHeadersLength
	Unsigned int(16)
	Length of the TextualHeaders array in bytes
	

	ContentID
	Unsigned int(8) [ContentIDLength]
	Content ID string
	

	RightsIssuerURL
	Unsigned int(8) [RightsIssuerURLLength]
	Rights Issuer URL string
	

	TextualHeaders
	Unsigned int(8) [TextualHeadersLength]
	Additional headers as Name: Vaule pairs
	

	ExtendedHeaders
	
	Extensible headers to end of box (future use)
	


3.5 Encrypted server files

PSS servers can also use 3GP files for streaming of encrypted media. The principle here is to packetise-then-encrypt. Conceptually, there is no difference between serving encrypted media and unencrypted media from a 3GP server file. In both cases, the PSS server can simply follow the hint instructions of the file. All the necessary information for using the streamed media is conveyed to the client via the SDP description. For encrypted media this also includes the requirements for decrypting the media streams. 
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