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1 Introduction

3GPP has delegated the standardization of DRM [1] to OMA [2]. However, it turned out that for interoperability of 3GPP PSS streaming and 3GPP MBMS with OMA DRM 2.0, adaptations on both ends are necessary. OMA has proposed that 3GPP defines the protected file format and the streaming mechanisms for protected PSS media [3]
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[4].

In OMA, the use of selective encryption of streams was supported by a majority of companies. Further, the issue of stream integrity protection has been discussed. Although there were companies that proposed the use of stream integrity protection, and although the OMA DRM group has included integrity protection for downloadable content in their spec draft, it was concluded that stream integrity protection is not a DRM requirement per se [5]. However, the OMA DRM group acknowledged in the recent LS that SA3 and SA4 may have further considerations, and left the final decision on stream integrity protection to 3GPP [5].

Ericsson believes that OMA DRM has not sufficiently considered privacy and security threats that are introduced through selective encryption and the combination of selective encryption without integrity protection. We outline these threats here and propose a solution to address the threats.

2 Why integrity protection of PSS streams is required

The main problem is the use of selective / partial encryption which has been proposed by several companies. The idea is that individual (RTP) packets of DRM protected streams can be encrypted or not, and that this is signaled by a ‘flag’ within the respective packet.  The main argument for selective encryption is savings in computational complexity. However, the vulnerabilities and resulting security threats that are introduced have not sufficiently been addressed. 

The following vulnerability A. is introduced by the use of selective encryption: 

A. Streams that are only partially encrypted can be reconstructed with sufficient quality

The usual argumentation is that essential parts of a video or audio stream are protected, such that the unencrypted parts are ‘useless’ and cannot be used to reconstruct the stream. Research results have shown that this assumption is dubious from a security and privacy point of view. Even if the stream cannot be reconstructed with full or good quality, thus diminishing the business value, it can often be reconstructed well enough to determine what content it contains. Agi and Gong [8] selectively encrypted video clips and were still able to recognize what type of scenery was contained in the sequence. They state "...In this paper we have reported an empirical study of MPEG video encryption. We found that these methods are not adequate for sensitive applications. Specifically, our experiments confirmed our intuition that encrypting I-frames alone may not be sufficiently secure for some types of video...".  Similar observations were made by Lookabaugh et al. [10] who say "... Our particular evaluation of selective encryption schemes for a “neutral” relationship between compressor and encryptor shows that the system is not particularly robust against reasonable statistical and perceptual attacks if we target a low percentage of selective encryption by focusing on headers. ...", and Zeng et al.[11]: “Depending on how significant the impact [of the selective encryption][…] on the visual quality, and on how predictable/recoverable the [encrypted portions][…] are based on other unencrypted data, the resultant encrypted bitstreams may have different levels of security.”. Even the paper by Wen et al. [12] which supports selective encryption in general states that “…encrypted multimedia content is subject to error concealment based attacks, which are based on trying to conceal the unbreakable encrypted data based on other available data.”

Although selective encryption may be sufficient to diminish the quality of video streams, it is not sufficient to prevent eavesdroppers from at least understanding what the video is about, thus imposing a potentially very serious privacy vulnerability, and possibly even reconstructing a low-quality version of the video.

Moreover, the gain through selective encryption is not significant; Li, Zhang, Tan, Campbell [9] found that the encryption of I frames only decreased the decoding speed in terms of frames per second of their reference decoder by 11-16 %, encryption of all frames by 14-23 %.
The following vulnerabilities B. and C. are introduced by the combination of “selective encryption” and “no integrity protection”:

B. A man-in-the-middle or the legitimate receiver can manipulate the stream

If selective encryption is used on a packet-per-packet basis, and is signaled in the packet itself, a man-in-the-middle (or the legitimate user) could replace each unprotected (no encryption/no integrity protection) packet by any other packet. Further, he could replace protected packets by unprotected packets with arbitrary content. Thus, a man-in-the-middle could manipulate or damage the content and the legitimate receiver had no means to detect that this is not the version as sent by the streaming server; this would impair the credibility of the streaming server/content provider

Even if there was integrity protection, but just on the (RTP) payload, and not on (RTP) packet headers including packet number and timestamp, packets could be exchanged or replayed. Thus, a man-in-the-middle could reassemble the video stream and e.g. exchange the order of scenes, by just changing the packet order and adapting the packet headers accordingly. This can be done even for encrypted packets, if the decryption does not depend on previous packets (as it typically does in environments with significant packet loss probability). In case RTCP feedback is used for streaming services,  it can also be manipulated if it is not integrity protected. 

C. “Selective encryption off” must be signaled securely

Even if selective encryption is not used for a whole particular stream, this must be signaled securely. Otherwise a man-in-the-middle can intercept this information and set to “selective encryption on”, and can replace all protected packets by arbitrary other unprotected packets. The secure signaling of DRM information is in general advisable; for example also integrity protection of the URL pointing to the rights issuer that issues rights objects for a stream. Otherwise, this information could be replaced by a man-in-the-middle.

3 Proposal

Summarizing, although selective encryption and missing integrity protection do not lead to leaking of protected content, which is the main DRM concern, they lead to other unacceptable vulnerabilities and threats. 

1. In order to avoid the vulnerabilities outlined in the previous section, Ericsson proposes that 3GPP SA3 decides for the following:

(A) 3GPP SA3 and SA4 do not specify or allow selective encryption for DRM protected PSS streams

(B) 3GPP SA3 and SA4 specify a mechanism for integrity protection of DRM protected PSS streams (mandatory to implement on PSS-DRM servers and clients, optional to use) that integrity protects payload and packet headers

2. The Secure Real-Time Transport Protocol (SRTP) [6]
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[7] is one possible method for integrity protection of streams and has undergone security considerations in IETF. Ericsson suggests considering SRTP as a mechanism for stream integrity protection.
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� Should SA3 anyway decide to allow/specify selective encryption, we strongly recommend to follow the proposal (B) and to further specify a mechanism (mandatory to implement, optional to use) to integrity protect the information whether a stream is selectively encrypted or not. This information may e.g. be signalled in the SDP session description.
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