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Abstract

At SA3#30, Siemens presented the contribution S3-030550 on “Evaluation of alternatives for secure set-up of UE initiated tunnels”.  It is proposed in this contribution to select the alternative preferred in S3-030550, namely IKEv2 with EAP-based UE authentication, as a working assumption of SA3 and include corresponding text in the main body of draft TS 33.234.  It is also proposed to further study alternatives and include corresponding text in an annex of draft TS 33.234.  An accompanying pseudo-CR to TS 33.234 v070 implements these proposals. The pseudo-CR also implements the working assumptions on the use of IPsec ESP agreed at SA3#30 and proposes some changes to the structure of the TS.
1. Conclusions of S3-030550

S3-030550 on “Evaluation of alternatives for secure set-up of UE initiated tunnels” reached the following conclusions:

· “...  it appears that, from a technical point of view, IKEv2 with EAP-based authentication of the UE is the preferable solution. 

· It remains to be decided by SA3, however, whether IKE should be preferred because of existing product implementations. 

· If IKE was preferred for this reason then this seems to contradict 3GPP-specific additions to IKE implementations for key management as this would also mean the development of new products. However, the effort to get such additions in place is certainly a factor to be considered further. 

· A decision for IKE as available today would mean the introduction of subscriber certificates. SA3 (especially operators) need to decide whether the deployment of subscriber certificates for the purposes of scenario 3 is considered feasible and desirable. 
· As usual, several options in the standard should be avoided.”
S3-030550 dealt mainly with the key management-related properties of IKE and IKEv2. S3-030557, also presented at SA3#30, argued in favour of IKEv2 due to other properties of IKEv2. This should also be taken into account. Other contributions have not been presented to SA3 on this issue so far.
2. Proposal for a working assumption on tunnel set-up

As draft TS 33.234 needs to be presented to SA for information in December 2003, draft TS 33.234 needs to contain at least the outline architecture for the scenario 3 part, i.e. for the security procedures to set up UE-initiated tunnels. Therefore, it is considered necessary that SA3 agrees on a working assumption with the understanding that other alternatives may be studied further and that these alternatives may replace the working assumption if SA3 finds problems with the working assumption.

· The proposed working assumption is IKEv2 with EAP-based authentication of the UE and certificate-based authentication of the PDG.

· Alternatives for further study are IKE and IKEv2 with subscriber certificates.

Other alternatives may also be studied further if SA3 agrees to do so.

3. Proposed CR to TS 33.234 v070

It is proposed that SA endorses the accompanying CR. This CR implements three types of changes:

· Changes to headlines of existing sections and introduction of new subsections to make room for the specification of the security for scenario 3 in TS 33.234. These affect sections 4, 5, and 6.1.1 through 6.1.4 of TS 33.234. 

· Changes agreed at SA3#30 regarding the use of IPsec ESP for data protection in the tunnel. These affect sections 6.2, 6.3, and 6.6 (new) of TS 33.234. 

· The working assumption on tunnel set up procedures proposed in section 2 of this contribution. These affect sections 6.1.5 (new), 6.5 (new)  and Annex X (new) of TS 33.234.
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