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1. Introduction

This contribution discusses a possibility for UE to trigger BSF to do an unsolicited push of transaction identifier (TID), NAF specific shared secret (Ks_naf), and optional subscriber profile information (TID, Ks_naf, and the profile are later referred as “bootstrapping information”) to one or more NAFs. This would simplify procedures during shared secret usage over Ua interface (between UE and NAF) since if NAF already has received the bootstrapping information and it does not need to use Zn interface fetch this information.

2. Discussion

2.1 Use cases for the proposed procedures

2.1.1 Use case 1: Triggering during bootstrapping procedure

In order for UE to trigger BSF to do an unsolicited push of bootstrapping information to one or more NAFs, a list of NAF_IDs is inserted to the initial bootstrapping request.  In the list there can be zero or more NAF_IDs present. NAF_IDs are known by the BSF so that it knows to which NAFs the TID, Ks_naf, and NAF type specific profile information is to be pushed to the NAFs. 

2.1.2 Use case 2: Triggering of previous bootstrapping information

UE may also trigger BSF to do unsolicited push of bootstrapping information without doing full bootstrapping procedure over Ub interface.  In this case, the TID from previous bootstrapping procedure is inserted to the initial bootstrapping request.  In this case, there must be one or more NAF_IDs present.  If BSF finds the TID acceptable (i.e., the previous bootstrapping is not too old or it is otherwise valid), it will push the previous bootstrapping information to the NAFs identified by NAF_IDs.  If BSF finds the TID invalid, full bootstrapping procedure is executed.

2.2 NAF_ID considerations

Requirements for NAF_ID:

· NAF_ID shall be in a format, which is easily discovered or known by the UE.

· NAF_ID shall be globally unique to identify a NAF.

Solution for NAF_ID format:

· FQDN
 of the NAF. It is easily discovered or known by the UE and uniquely identifies the NAF.

2.3 Procedure details

Figure 1 describes the bootstrapping procedure where UE triggers the pushing of bootstrapping information from BSF to one or more NAFs.
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Figure 1. UE triggered push of bootstrapping information from BSF to NAF.

1. UE prepares to do bootstrapping procedure or trigger a push operation from BSF to NAF using a previous bootstrapping info. If UE already knows the NAF and multiple NAFs, it prepares a list of NAF_IDs to be inserted in to the initial bootstrapping message.  If UE is triggering BSF to push previous bootstrapping info to a NAF or multiple NAFs, at least one NAF_ID must be sent to BSF.

2. UE send initial HTTP request to BSF with IMPI, optional TID, and zero or more NAF_IDs.
3. If TID was present in the message, BSF checks whether the corresponding bootstrapping info is still valid. If it is valid, procedure continues from step 8.
Note: Steps 4-7 happen only if BSF decides that the TID is not valid or no TID was present in the initial bootstrapping request in step 2.

4-5. (Optional) BSF fetches authentication vectors and profile information from HSS.  Optionally, if BSF already has authentication vectors for the UE it may either just request for profile update, or skip steps 4 and 5 all together. 

6-7. (Optional) Ordinary HTTP Digest AKA steps are done and new bootstrapping info is established.

Note: Steps 8-10 are optional and happen only if one or more NAF_IDs were listed in the initial bootstrapping request in step 2.

8. (Optional) If NAF_IDs were present in the initial HTTP request (step 2), then BSF pushed the bootstrapping info to the listed NAFs.

9. (Optional) NAF specific bootstrapping info is pushed to a NAF by BSF.

10. (Optional) NAF acknowledges that the bootstrapping info was received and stored.

11. HTTP response 200 OK is sent to the UE to indicate that the procedure was successful: either valid TID was sent in step 2 or the HTTP Digest AKA was successful. There is no indication whether if the push operation was successful or not. The response contains also the new TID if full bootstrapping procedure was done.

12. UE contacts any NAF it desires.  If the corresponding NAF already contains the bootstrapping info belonging to the UE, it does not need to fetch the bootstrapping info over Zn interface.

2.4 Analysis

If the  unsolicited push of bootstrapping information to selected NAFs is done, it simplifies the procedures NAF needs to do during shared key usage over Ua interface; when UE wishes to use Ua interface with a NAF, it would already have the related TID, shared secret, and profile information in its cache and there would be no need to get the bootstrapping information from the BSF online. 

The optional values (i.e., TID and NAF_IDs) are not integrity protected in the initial bootstrapping request (step 2 in Figure 1). Thus, an active attacker may have opportunities to change the corresponding values in use case 2. In use case 1, the attack can be avoided by sending the NAF identifiers in the second HTTP GET message (step 7 in Figure 1) where the parameters would be protected using HTTP Digest AKA integrity protection (i.e., qop=”auth-int”). However, if an attacker changes these values, it would merely just result to a denial of service attack since BSF would send the bootstrapping info only to valid and well-known NAFs, and ignore bad or unknown NAF_IDs. Afterwards, when UE accesses a NAF, which has not received the bootstrapping info, NAF will fetch this information from BSF over Zn interface as specified in [TS GBA].

3. Proposal

We propose to add the unsolicited push mechanism described in this contribution to the bootstrapping procedure described in 3GPP TS 33.220 [TS GBA]. Use case 2 may be specified as optional.
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� Fully qualified domain name (FQDN) consists of a host and domain name, including top-level domain.� HYPERLINK "http://" ��� 
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