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6
Security mechanisms

6.1
Authentication and authorisation of a user

Editor’s note: this section will contain the details of how a user joins a particular Multicast Service

6.2 Key management

Editor’s note: this section will contain the details of how the keys are updated in a Multicast Service

Editor’s note: MIKEY is being considered as the method for carrying keys. Possible optimisations were proposed at the ad-hoc in Antwerp (S3z030010). One identified issue was the possible need to terminate MIKEY in the UICC and/or terminal in the combined method. The use of MIKEY relates to the PTP delivery of a key
6.2.1 Overview

The overview of MBMS security functional architecture is depicted in figure

· The SM is general session manager in BM-SC that uses key management services of MIKEY protocol.
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Figure 2: MBMS security functional architecture

6.2.3 Provisioning of KEK

SM in BM-SC and the UICC are provisioned with Key encryption key (KEK). The KEK is used to protect the MIKEY message delivery. Note that the KEK may provisioned on the UICC in the card manufacture phase or operator may provision it with OTA mechanisms.

6.2.2 TGK generation

The SM generates a value for Tek Generation Key (TGK) and a value for TEK_RAND. These actions are independent of the actions of individual UEs.

6.2.3 PTP initial keying procedure
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Figure 3: Initial keying procedure

Before the initial key exchange is performed, the user has been registered to the service and she has been authenticated and authorised. 

The authentication of the user is FFS and it could be done e.g. with GBA. Therefore it is out of the scope of current key management description.

1. SM sends MIKEY the following parameters:

· MBMS service Identifier MBMS-ID

· KEK

· TGK

· TGK identifier TGK-ID

· TGK lifetime TGK_LIFE 

· TEK_RAND

2. MIKEY stores TEK-RAND and encrypts TKG, TGK-ID, TGK_LIFE and MBMS-ID with KEK

3. MIKEY sends the encrypted key material with TEK_RAND to UE in PTP manner.

4. MIKEY in the ME stores the TEK_RAND

5. MIKEY in the ME passes the encrypted key material (TKG, TGK-ID, TGK_LIFE and MBMS-ID) to the UICC
Note that it is FFS what key related material e.g. TGK_ID or TGK_LIFE the ME needs from the UICC in order to control e.g. the triggering of re-keying and how ME receives this material.
6. UICC decrypts the encrypted key material with KEK

6.2.3 PTM re-keying and data transmission procedure
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Figure 4: PTM re-keying and data transmission procedure

The initial keying is assumed to have happened.

1. The SM generates TEK_RAND2. Note that this can be generated frequently based on operator policy, e.g. every ten minutes.

2. SM passes the TEK_RAND2, TGK-ID and TGK_LIFE to MIKEY in BM-SC.

3. MIKEY in BM-SC derives TEK using TGK, TEK_RAND and TEK_RAND2. Note that the TEK-RAND is stored from the initial key exchange.

4. MIKEY in BM-SC sends TEK with TGK_ID and TEK_RAND2 to the security protocol (i.e. SRTP). Note that TGK_ID and TEK_RAND2 constitute the MKI field that is carried in SRTP header. 

5. SRTP encrypts MBMS data with TEK. 

6. SRTP sends the encrypted MBMS data to the UE. SRTP also includes the MKI field, i.e. the TGK_ID and TEK_RAND2.

7. SRTP in ME receives the encrypted content and takes the following actions:

· If the MKI field is unchanged from the previous received content, processing continues in step 13.

· If the MKI field is changed, processing continues in step 8.

8. SRTP passes the MKI (= TGK_ID and TEK_RAND2) to MIKEY IN ME and requests for a new TEK.

9. MIKEY passes the MKI (= TGK_ID and TEK_RAND, TEK_RAND2) to UICC to request a new TEK. 

10. UICC calculates a new TEK using TGK and TEK_RAND and TEK_RAND2. 
11. UICC passes the new TEK to MIKEY
12. MIKEY passes the new TEK to SRTP.

13. SRTP decrypts the content using the TEK assigned for the content and passes the unencrypted content to the user application.

6.2.4 PTP re-keying procedure
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Figure 5: PTP re-keying procedure

1. ME detects the need for a new TGK for example from TGK_LIFE or from MKI field when a TGK corresponding a TGK_ID is not available. ME sends a re-key request to SM in BM-SC. 
Note that the exact message is out of the scope of key management and it may be e.g. an HTTP request. The parameters needed are also FFS.
Note that it is FFS what key related material e.g. TGK_ID or TGK_LIFE the ME needs from the UICC in order to control e.g. the triggering of re-keying and how ME receives this material.
2. The SM in BM-SC receives the request and sends to MIKEY in BM-SC the following parameters (It is assumed that in this point the request message has been authenticated and authorised):

· MBMS service Identifier MBMS-ID

· KEK

· TGK 

· TGK identifier TGK-ID

· TGK lifetime TGK_LIFE 

3. MIKEY in BM-SC encrypts TKG, TGK-ID, TGK_LIFE and MBMS-ID with KEK

4. MIKEY in BM-SC sends the encrypted key material to UE in PTP manner.
5. MIKEY in the ME passes the encrypted key material (TKG, TGK-ID, TGK_LIFE and MBMS-ID) to the UICC

6. UICC decrypts the encrypted key material with KEK.

6.2.5 TGK lifetime

The TGK lifetime is defined by operator policy. Frequent TGK updates provide more security and allow more flexible subscription management, but can also cause more signalling overhead since UEs retrieve new TGK values in point-to-point manner. 

6.2.6 Updating the TGK before use

A new TGK should be provided to UICC before the new TGK value is used to derive SK-TGK values. The UE retrieves the new TGK from the SM. If many UEs try to retrieve the key simultaneously, there will be a burst of requests. This is so called implosion problem, which may be mitigated for example in the following ways:

· Many TGKs may be sent in one MIKEY message 

· The UEs may be scheduled to retrieve the TGK at different times, e.g.:

· UEs may determine a random point in time before the TGK lifetime expires

· BM-SC may determine the retrieve time or time interval

· A combination of the above

6.3 Protection of the transmitted traffic

Editor’s note: this section will contain the details of how traffic is protected 

Editor’s note: this section may contain several protection methods.

Editor’s note: if SRTP is chosen, the master key identifier can be used to indicate the current MBMS key whichever key management method is chosen
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