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5.1.7
Re-authentication

WLAN 802.1x/AAA re-authentication is performed between WLAN-UE and AAA server, through Ws and Wr interfaces. 

NOTE:
The WLAN-AN may initiate the 802.1x/AAA re-authentication process periodically. The frequency of the 802.1x/AAA re-authentications is determined by a timer which normally is set by O&M procedures in the WLAN-AN but it may be sent to the WLAN-AN by the AAA server in a RADIUS or Diameter message (in the attribute RADIUS Session Timeout or Diameter AVP Authorization-Lifetime). 
The WLAN UE may initiate the 802.1x/AAA re-authentication process for example upon moving to a new access point. The WLAN UE may also initiate the 802.1x/AAA re-authentication periodically; however it is out of the scope how the UE determines the frequency of periodic 802.1x/AAA re-authentications.

The 3GPP AAA server may initiate the 802.1x/AAA re-authentication process upon some event (for example the amount of data reported in accounting messages exceeds some limit), or periodically, alternatively to the usage of the Session Timeout/Authorization-Lifetime. The frequency of periodic 802.1x/AAA re-authentications is determined by a timer which is normally set by O&M procedures in the 3GPP AAA server.

NOTE:
If several elements (UE, WLAN AN, 3GPP AAA server) maintain timers for periodic 802.1x/AAA re-authentications, then the element that has the shortest timer will determine the frequency of periodic 802.1x/AAA re-authentications, because each element is able to initiate a 802.1x/AAA re-authentication.

At reception of the Session Timeout attribute or the Authorization-Lifetime AVP, the WLAN-AN may substitute the previously set counter by the received one. Nevertheless, the 3GPP network does not have the certainity that the counter sent by the AAA server is enforced by the WLAN AN, since the latter may not support this feature (the reception and acceptance of this attribute or AVP). In this case, the WLAN AN will discard it and trigger 802.1x/AAA the re-authentications in the period set by O&M procedures as mentioned before.

The 802.1x/AAA re-authentication process will be performed either with an EAP SIM/AKA full authentication process or with an EAP SIM/AKA fast re-authentication process (from now on it will be simply called EAP SIM/AKA re-authentication). When the process is triggered, it is the UE’s decision to perform either a EAP SIM/AKA full authentication or a EAP SIM/AKA re-authentication. This is indicated to the WLAN AN by sending either a pseudonym (EAP SIM/AKA full authentication) or a re-authentication id (EAP SIM/AKA re-authentication). Both processes are described in this TS. 

The EAP SIM/AKA re-authentication process shall be implemented together with the full authentication procedure, although its use is optional and depends on operators’ polices. 
NOTE:
These policies depend on the level of trust of the 3GPP operator and the WLAN AN, and the possible threats detected by operator which may require a periodic refresh of keys. The full process description can be found in ref. [4] and [5].

[Editor’s note: it is still pending to define how the re-authentication id is generated. It could be a long random number with minimum length defined, e.g. 64 bits.]
----------------------------------------------------------------------------------------------------------------------------------
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5.5
Immediate Service Termination

The AAA server initiates immediate service termination when some events may require stopping user’s activity (end of subscription, expiration of charging account, etc.). This process can be initiated at any time by the AAA server with the Diameter command Diameter-Abort-Session-Request and Diameter-Abort-Session-Answer (the Ws interface is implemented with Diameter protocol) as specified in [24]. The AAA proxy will just forward this procedure to the WLAN AN through Wr interface if the latter supports Diameter. If it supports appropriate RADIUS extensions, the AAA proxy will map the procedure to the RADIUS messages Disconnect-Request and Disconnect-Response as specified in [25].  
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