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1. Overall Description:

SA3 has been considering the security implications of SA2’s LS in S2-033813 and have been discussing the security issue as requested in the LS. The conclusions are:

1. From the security view, it is possible to separate the tunnel establishment and tunnel data handling into separate nodes, if the two nodes are equally trusted by home operator. It shall be possible to support R-GW functions in the operator’s home network, and need not preclude the support of R-GW function in the visited network, or possibly even in a third network. In security sense, this architecture is quite in line with the current SA3 work on GAA/GBA (Generic Authentication Architecture/ Generic Bootstrapping Architecture)
2. To the security advantages offered by protecting the PDG before user authentication/authorisation in the way described in the LS, SA3 concludes it improves the security environment of PDGs by separating  the transport signaling and the control signaling (authentication, resolution & authorization, tunnel establishment)：

· PDGs are accessible only to those who was authorized to access it, it do not need to be designed or updated to take care of various attack and face to unauthorized users.
· The R-GW is limited and can be enhanced to deal with various attack, is easy to manage, operate or update incase of security accident. Better and easier than the PDGs in the network have to be enhanced and updated to prevent a new virus or attacks

· Even the R-GW is attacked and fail, the PDGs and the services already running at the PDGs will not be affected.
3. The R-GW is only involved in the tunnel establishment, combining authentication, authorization and resolution functionalities, is not involved in further interaction between the UE and PDG after the tunnel is established,   it will not be a single point of failure. However, as R-GW is exposed to all the WLAN access authorized UEs, it need more security enhancement (e.g. Dos attack absorbing capability) than the PDGs.

2. Actions:

To SA2 group.

ACTION: 
SA3 kindly asks SA2 to take notice of the SA3 conclusion.
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