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**** Begin of Change ****

4.1 Certificate issuing architecture 
Two alternatives for certificate issuing are possible. OMA certificate enrolment as described in 4.5 or certificate enrolment using the GBA as defined in this chapter.
***NEXT CHANGE*******

4.5 Functionality in presence of pre-certified key pair or shared keys
Editor’s notes: Based on contribution S3-030037, it was agreed to add this part into the present document for ffs.
4.5.1 Presence of pre-certified key pair
An alternative to securing certificate enrolment based on AKA and bootstrapping function is to secure certificate enrolment based on signatures made with pre-certified key in the UE. This alternative has been specified by Open Mobile Alliance (see section 7.3.4 of [9]) and is thus out of scope of this specification. The functionality in presence of pre-certified key pair in the UE is explained below only briefly.

In this alternative solution, the UE equipped with a UICC, is previously issued with a pre-loaded, long lasting, public/private key pair from the home network. This phase would occur out of band, and would result in the UE possessing a long lasting key pair stored in the UICC for the purposes of certificate request authentication. Open Mobile Alliance (OMA) group offers standardized solutions by means of WPKI specification [9] and WIM specification [8] for the storage and the use of long-lasting key pair. USIM and WIM are examples of applications on the UICC that can deal with the long-lasting keys.

The UE can issue a request for a certificate to the CA, signing the request with an administrative long lasting private key to provide a proof of origin (e.g. private key is stored inUICC). The certificate request itself could contain a newly generated public key that is to be certified by the CA. This assumes that the new key pair is generated in the UICC. Access control security for the pre-loaded long-lasting private key should be at least as good as for access control for USIM.

The certificate for the administrative long lasting private key, that provides the proof of generated key origin, is always long lasting certificate. On the other hand the generated user keys in the WIM may have short or long-lived certificate depending on CA policies (see [8], [9], [14]). 

4.5.2 Presence of symmetric shared key

Same as above but the administrate key that provides the proof of generated key origin is a shared symmetric key, in which case it does not have a certificate (see [8], [9], [14]).

***END OF CHANGES*******
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