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Overall Description:

SA3 has adopted the working assumption to use the special-RAND mechanism (see attached S3-030588) to restrict the encryption algorithms with which a particular GSM or GPRS encryption key may be used. Such a mechanism is desirable in order to inhibit the use of particular algorithms (e.g.A5/2).
The mechanism, when implemented in full granularity, requires changes to AV-requesting procedures which will affect the core nodes MSC/VLR, HLR/AuC and SGSN both in home network and visited networks. Also the AV-generation function in the HLR/AuC will be affected. In order to limit the effects on the HLR/AuC, SA3 agreed that the permitted algorithm settings should be maintained and kept homogeneous per operator’s network. This was found useful in order to keep open the possibility for pre-calculation of AV’s at the HLR/AuC.
In order to limit the implementation effects on visited networks, the suggestion was made during the SA3-meeting to extract the visited network identity from the lower layers of the MAP-stack i.e. if the SCCP calling party address from the MAP request that arrives at the HLR/AuC could be used to determine uniquely the permitted algorithm settings. It should be noted that this requires a new look-up table in the HLR/AuC, which would be static in nature, to determine the permitted algorithm settings based on the provided identity. The alternative is to send the permitted algorithm settings within the MAP AV-request to the HLR/AuC. Such a change is expected to take long to be introduced in all networks. CN4 is asked to confirm that extracting information from the lower layers of the stack is feasible and give their view on alternative solutions. 
The current SA3 working assumption is that the special-RAND mechanism does not apply to UMTS access. The UE (not the SIM or USIM) needs to store and enforce the permitted-algorithms part from the special-RAND until the next authentication takes place. It needs to be studied in more detail what are the effects of the algorithm restrictions on inter-RAT and inter-PLMN handover and error cases. CN1 is asked to give their feedback on section 3 of the attachment and if they see other error cases. Note that section 3.4 of the attachment wrongly states that the ciphering algorithm cannot be changed during GSM handover.
Actions:

To CN1, GERAN 2:

CN1 and GERAN 2 are kindly asked to investigate the effects of the special-RAND mechanism on handover and error cases.
To CN4:

CN4 is kindly asked to confirm that extracting information from the lower layers of the stack is feasible and give their view on alternative solutions.
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