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***** Start of change *****

0.1
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
GSM 01.04: "Digital cellular telecommunications system (Phase 2+); Abbreviations and acronyms".

[2]
GSM 01.61: "Digital cellular telecommunications system (Phase 2+); General Packet Radio Service (GPRS); GPRS ciphering algorithm requirements".

[3]
GSM 02.07: "Digital cellular telecommunications system (Phase 2+); Mobile Station (MS) features".

[4]
GSM 02.09: "Digital cellular telecommunications system (Phase 2+); Security aspects".

[5]
GSM 02.17: "Digital cellular telecommunications system (Phase 2+); Subscriber Identity Modules (SIM) Functional characteristics".

[6]
GSM 02.56: "Digital cellular telecommunications system (Phase 2+); GSM Cordless Telephone System (CTS) Phase 1; Service Description; Stage 1".

[7] 
GSM 02.60: " Digital cellular telecommunications system (Phase 2+); General Packet Radio Service (GPRS); Service description; Stage 1".

[8]
GSM 03.03: "Digital cellular telecommunications system (Phase 2+); Numbering, addressing and identification".

(9(
GSM 03.56: "Digital cellular telecommunications system (Phase 2+); GSM Cordless Telephone System (CTS), Phase 1; CTS Architecture Description; Stage 2".

[10]
GSM 03.60: " Digital cellular telecommunications system (Phase 2+); General Packet Radio Service (GPRS); Service description; Stage 2".

[11]
GSM 04.08: "Digital cellular telecommunications system (Phase 2+); Mobile radio interface layer 3 specification".

[12]
GSM 04.64: " Digital cellular telecommunications system (Phase 2+), General Packet Radio Service (GPRS); Logical Link Control (LLC)".

[13]
GSM 05.01: "Digital cellular telecommunication system (Phase 2+); Physical layer on the radio path; General description".

[14]
GSM 05.02: "Digital cellular telecommunications system (Phase 2+); Multiplexing and multiple access on the radio path".

[15]
GSM 05.03: "Digital cellular telecommunications system (Phase 2+); Channel coding".

[16]
GSM 09.02: "Digital cellular telecommunications system (Phase 2+); Mobile Application Part (MAP) specification".

(17(
GSM 11.11: "Digital cellular telecommunications system (Phase 2+); Specification of the Subscriber Identity Module- Mobile Equipment (SIM-ME) interface".

[18]
3GPP TS 43.068: “ 3rd Generation Partnership Project; Technical Specification Group Core Network; Voice Group Call Service (VGCS); Stage 2”

***** End of change *****

***** Start of second change *****

Annex F (normative):
Key management for Voice Group Calls

This annex describes the key management of voice group calls. The stage 2 description of voice group calls can be found in [18]. The Key Management Center (KMC) and its interfaces are out of scope of this specification and are given for informational reason only.

Key Management Centre (informative)

Group keys are managed by one or more key management centres (KMC). Each KMC manages GCR only of one network. However it is possible to define voice group areas across several networks. In this case one network shall be identified which manages these international group calls, i.e. the appropriate KMC is obliged to provide the ciphering data to the GCR co-located to the anchor-MSC. If subscribers of a different network shall be member of an international group, an appropriate entry (i.e. group id) in the corresponding HLR is required. However the group keys are only required in the GCR connected to the anchor-MSC and on the USIM. 

The KMC and all interfaces to other network elements (e.g. OTA-server, GCR, O&M) are proprietary and not subject of this specification. To have a complete picture of the whole architecture the basic requirements and tasks are described in this section.

The tasks of the KMC are:

1. Generation of group keys: It is up to the policy of the operator and the needs of the respective group how frequently new group keys are generated and old group keys replaced by news ones.

2. Distribution of group keys: The KMC is connected to the

· OTA-Server in order to send group keys via OTA to the USIM (belonging to the respective group)

· Group Call Register to store and delete group keys (Note that all those GCRs shall get the group keys which have group call references defined with the specific group)

The transfer of group keys between the KMC and the OTA-server and between the KMC and the GCR shall be confidentiality and integrity protected.   

The KMC shall take care that a group key is already distributed to all members (i.e. all USIM) of the group before the group key is delivered to the responsible GCRs. If a new USIM has to be added to an existing group, the KMC has to deliver the group keys to the USIM first before enabling the group call reference (i.e. group-id and group call area) in the GCR.

The picture below gives an overview of the key distribution process:
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Figure 1: Key management  architecture


1.
Both networks exchange information about the group parameters: list of participants, area (list of cells and name), list of MSCs (one anchor, the others relay MSCs); the respective O & M networks initiate the appropriate administration tasks.

2.
The Group Call Reference is administered in the GCRs: area definition, group id;

3.
The subscribers are administered in the HLRs: group id, service subscription.

4.
The group Parameters are given to the KMC; these include list of subscribers, group number, group call references connected with this group (TBD), anchor MSC.

5.
The Key Management Center distributes the keys to the UICC via OTA (the interface to the "foreign" OTA-server is handled from the KMC too) and to the GCR co-located to the anchor -MSC

Storage and transportation of group keys (normative)

In addition to the KMC the groups keys are stored at two locations:

GCR: Beside other information, the GCR stores for each group-id a list of group keys. Each group key is uniquely identified by the group-id and the group key number (1-15). 

USIM: The USIM contains a list of 15 group keys for each group id. To have read access to the group keys CHV1 is required. Deletion or changing of group keys are allowed only via OTA (or during the SIM-personalisation process).

1. During the voice group call set-up the anchor-MSC sends a GCR Interrogation to the GCR containing the group id.

2. The GCR selects a key randomly from list of the group keys of the corresponding group id and sends the group key and the group key number back to the anchor-MSC.

3. The Anchor-MSC sends the group key number, the group key and the permitted VGCS ciphering algorithm to the relay-MSC via the “Prepare_Group_Call” MAP-operation.

4. The relay-MSC sends the group key and the permitted algorithm to the BSS using the VGCS Assignment Request.

5. The BSS sends the group id and the group key number to the ME via the Notification/FACCH procedure.

6. The ME fetches the group key from USIM via the “Voice Group Call Service Key”-request.

Ciphering Algorithms

Algorithms: For the ciphering of group calls the same algorithms are used as for the ciphering of normal speech calls (A5/0 – A5/7). 

***** End of second change *****
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