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Linked work items

Support for subscriber certificates (SSC)  (ab.cde)

Presence (33.cde)

 MBMS (33.246)

WLAN (33.234)
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Justification

At the S3 adhoc held in Antwerp September 2003, SA3 agreed as a working assumption that a generic bootstrapping architecture (GBA) is needed for bootstrapping of shared secrets. The basis for the for the GBA is presented in Figure 1 in section 6.1 of  S3z030011. The architecture incorporates the bootstrapping architecture from the draft SSC TS, amended with special NAFs for authentication proxy and PKI portal.

As GBA may be used by several applications (support for subscriber certificates, Presence, MBMS), it would be logical to create a new GBA TS, describing the generic, application independent parts of the architecture. The applications, e.g. SSC, Presence and MBMS that use the GBA would reference the GBA TS and applications specific parts would be specified in the application specific technical specifications.
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Objective

The objective of this work item is to specify a Generic Bootstrapping Architecture (GBA) that can be used for installing shared secrets between a UE and a network element (typically a UE and an application server).

GBA should fulfill the following requirements :

1.
A Generic Bootstrapping Architecture (GBA) shall provide shared secrets to entities for use with 3G security features for Release 6 and future releases. Features already specified for Release 5 and earlier releases shall not be affected by the GBA.

2.
This provision of shared secrets shall be based on the 3G AKA infrastructure (bootstrapping from AKA).

3.
The GBA should be applicable as widely as possible to 3G security features for Release 6 and future releases, whether they are http-based or not.

4.
The co-existence of several bootstrapping procedures in the 3G architecture should be avoided. In particular, the co-existence of a procedure for bootstrapping of HTTP-based services (as in S3-030367 and S3-030371) and a procedure for generic bootstrapping, as described in the context of support for subscriber certificates (S3-030317), should be avoided. 

5.
Dependencies on external bodies should be minimised. This would still allow to re-use completed external specifications if seen beneficial. 

6.
The GBA should respect the HSS/HLR-related security architecture guidelines, as documented in S3-030460. If further guidelines and other criteria regarding service provision or the impact on other entities are agreed by SA3 in the future these should be taken into account in the design as well.

7.
Traffic bottlenecks should be avoided. (In particular, it should be investigated whether an HTTP authentication proxy could be such a bottleneck.)

8.
The GBA should be able to support applications requiring end-to-end security.

9.
The usefulness of the cryptographic separation of keys among applications should be further investigated under the aspect of future-proofing the GBA. If found that such a separation may be useful the GBA should be able to support it.

10.
The GBA should support scenarios which require mutual authentication between UE and application server, based on the bootstrapped shared secret. This should not preclude the use of the GBA in scenarios where mutual authentication is provided also using other means (e.g. network certificates).

11.
The Generic Architecture should be able to allow the application servers and the terminal to acquire (re-)fresh keys.

12.
 It would be desirable for the GBA to be applicable to non-3GPP security features.

13.
For Release 6, the GBA should concentrate on home-provided services, i.e.the authentication is always performed by a server in the home network. But the GBA should not prevent future extension to a scenario where the authentication is performed by a server in a visited networks.

14.
The GBA should not mandate intervention by the human user.
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Service Aspects

The GBA provides for means to bootstrap shared secrets. It is up to each service to specify how the shared secrets are used for that specific service.
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MMI-Aspects



None identified
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Charging Aspects



None identified
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Security Aspects



This is a security work item.
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Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	
	X
	

	No
	
	
	X
	
	

	Don't know
	X
	
	
	
	X


10 Expected Output and Time scale (to be updated at each plenary) 

	Meeting
	Date
	Activity

	S3#30
	October 7-10, 2003
	Approval of this WID. Progress the TS

	S3#31
	November 17-21, 2003
	Definition and agreement on security architecture. Progress the TS.

	S3#32
	February, 2004
	The required CRs approved.


	New specifications

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Affected existing specifications

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	ab.cde
	
	Moving the generic bootstrapping parts from the SSCTS to GBA TS
	
	

	
	
	Including application specific parts to application specific TSes
	
	The SSC TS, the presence TS and the MBMS TS are affected
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Work item raporteurs

Bengt Sahlin, Ericsson
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Work item leadership

TSG SA WG3
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Supporting Companies

Ericsson, …
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Classification of the WI (if known)

	
	Feature (go to 14a)

	
	Building Block (go to 14b)

	
	Work Task (go to 14c)


14a
The WI is a Feature: List of building blocks under this feature

(list of Work Items identified as building blocks)

14b
The WI is a Building Block: parent Feature 

(one Work Item identified as a feature)

14c
The WI is a Work Task: parent Building Block

(one Work Item identified as a building block)

form change history:

2002-07-04: "USIM" box changed to "UICC apps"

