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1. Overall Description:

As part of S4’s Rel-6 work item, it is considering DRM specific impacts on PSS and MMS services.  Such impacts include: storage file format, payload format for streaming, associated signalling for streaming, and cipher suite.  S4 has been liasing with OMA DL+DRM working group regarding interworking between OMA DRM 2.0 and PSS Rel-6 service.  

S4 requires the determination of symmetric cryptographic algorithm to be used.  S4 views the choice of cryptographic algorithm as being within the authority of S3 and asks S3 to consider this question and provide a decision on which symmetric key algorithm shall be used.

Tdoc S4-030639 proposed the use of AES Counter Mode (AES-CTR) at 128-bit key length, as it is believed to offer the following benefits:

· it provides adequate cryptographic security for dynamic media,

· it allows encrypting arbitrary byte lengths,

· it is the cipher algorithm used by ISMA in ISMAcryp,

· it is low complexity to decrypt on the client, and

· the management of IVs for AES-CTR becomes the management of counter values, which can be done compactly.
2. Actions:

To S3 group.

ACTION: 
S4 kindly asks S3 group to consider the question of cryptographic suite to be used for encrypting media delivered over RTP and to reply to S4 regarding whether AES-CTR is acceptable, and if not, with which cryptographic suite S4 can use.
3. Date of Next TSG-WG4 Meetings:

TSG-WG4 Meeting #29 
24th – 28th November 2003
Location TBD.

TSG-WG4 Meeting #30
23rd – 27th February 2004
Location TBD

