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SA WG2 thanks SA3 for their reply on the issue of unciphered IMEISV transfer. Additional information on the issues raised by SA3 is provided below.

Also following remarks seem to be useful for the privacy discussion. 

1) Does the Serving Network need the full IMEI ?

The Serving Node does not need the full IMEI and it is sufficient for it to be provided the TAC + SV information for the terminal. However, given the late stage of R99 it is considered very unlikely that CN WG1 would be able to make the necessary changes to their specifications to enable this change in behaviour.

2) A network that disables ciphering for certain IMEISV may be vulnerable to a man-in-the-middle attack whereby the attacker substitutes the mobile’s genuine IMEI with one that forces the network to disable encryption. SA3 has just started studying overcoming the potential attack. 
SA2 understands that one way forward on this issue is for the network to re-request the IMEISV after completion of the security mode set-up procedure. The necessary text related to this behaviour, or any other approach SA3 reach agreement on, is best captured in TS 33.102 where additional actions for the network have been specified.
Actions

To SA WG3

ACTION: 
To note the above and make the necessary changes to R99 TS 33.102 to align with the CN1 specifications and to address the man-in-the-middle attack.
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