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IEEE 802.11i Requirements – Email Discussion Results

At the SA3#27, Intel was asked to lead the Email Discussion on the 802.11i Security Requirements. As there was virtually no discussion that took place on the list, the input material that was submitted for discussion is attached for informational purposes.

IEEE 802.11i Requirements Summary
The following requirements pertinent to 3GPP were identified in the the input material.

EAP Methods and Credentials

The IEEE 802.11i draft specification requires that one or more published, reviewed EAP methods are available which 

· Support the following credentials: SIM and USIM 

· Generate keying material

· Support mutual authentication

· Are resistant to dictionary attacks, and

· Provide protection against man-in-the-middle attacks.

It is desirable that the EAP methods have the following attributes

· Support fast resume

· Support end-user identity hiding

Key Strength Requirements

The EAP method must be capable of generating keying material with 128-bits of effective key strength. Key material must be at least 256 bits in length.



































































































































































