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Scope and objectives
Ericsson, Nokia and Nortel Networks have been involved in submitting altogether five new drafts and an updated one to IETF:

· Three core security requirements have been separated from "3GPP requirements on SIP [3gpp-requirements] and submitted as separate requirements by Ericsson per request of IETF chairs and ADs.  The separate small requirement drafts should go forward smoother. The submissions are individual, and draft-garcia-sipping-3gpp-reqs-02.txt is still the official 3GPP requirement draft. Corresponding solution drafts are needed for each requirement draft.

Contents of the drafts:

· Draft "3GPP Requirements for SIP Authentication" introduces the need for AKA algorithm in SIP, and discusses also recent extensible vs. specific authentication issues [SIP-AKA]. Solution draft "HTTP Digest Authentication Using AKA" is already submitted, see more status information in [S3-0200XX, Digest-AKA].
· Draft "Requirements for SIP Security Mechanism Agreement" [SIP-AGR] introduces security mode setup needs. See more status information related to the corresponding solution draft below. 

· Draft "Requirements for Delegation of Message Protection for SIP" [SIP-DEL] introduces message protection delegation and key transport needs in IETF manner, i.e. using application layer security. A solution draft is needed, but hasn't been produced yet. Alternatively, this can be done outside the IETF domain, for example using an XML body for transporting keys. 

First indications from IETF chairs are that we still need to go to the IETF meeting to accept the drafts above (contrary to what they said before).

· Enhanced HTTP Digest status is discussed in [S3-020067].

· The need for "security mode set-up" in SIP has been discussed in IETF. Discussions in a SIPPING ad-hoc meeting in IETF-53 concluded that the issue is relevant for SIP, however, there is no agreement whether the existing SIP headers (e.g. Supported/Require) or new headers should be used. Furthermore, enhanced HTTP Digest has now some support for bidding down protection. Ericsson thinks that enhanced HTTP Digest is sufficient as a backup solution for security mode set-up, though not sufficient e.g. for upgrading from Digest to S/MIME or TLS.

The existing solution draft, "Security Mechanism Agreement for SIP Connections", will be updated and submitted to the IETF by March 1. The draft is not available at the time this contribution is submitted to S3#22, however, an early version may be available from Ericsson delegations in the meeting. The main modifications will be:
· Full-path protection will probably be removed (we don't want to partly duplicate functionality in sips: URI)
· Client and server roles are reversed to allow servers be stateless
· better explanations about why new headers are needed and Supported / Require will not be suitable. 
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