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1. introduction

For GERAN Iu (Release 5 of 3GPP) the definition of the input parameters to the ciphering algorithm is yet to be completed. Precisely, the count input to the ciphering algorithm in case of layer 2 signalling, as well as in case of RLC Transparent mode is still pending. Although a working assumption was agreed based upon TSG SA3's suggestion that the 28-bit count input be defined as an extended TDMA Frame Number (see attached document S3-000455), it was argued later in TSG GERAN that a HFN similar to the HFN used in UTRAN should be used instead, and therefore no agreement could be reached on either of these proposals for the following reasons:

Extended TDMA Frame Number:

In case of a handover (cell change) the same TDMA frame number as was used in the source cell might be used again in the target cell, which should be avoided as it would lead otherwise to using the same mask in the target cell and in the source cell. This problem is similar to the GSM case today.

HFN:

In case of RLC Transparent mode, no RLC protocol information is added, therefore if an RLC block is lost when transmitted over the air interface, the synchronization of the input parameters is lost i.e. different HFN values are used on both transmitter (HFN) and receiver (HFN-1) sides, hence deciphering cannot be performed on receiver side as no sequence number may be added to counteract this.

2. Proposal

In order to avoid the problems presented above, it was proposed to use a combination of HFN and TDMA frame number as shown below and with the following rules:
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Figure 1. 28-bit Count Input

· Every time the TDMA Frame number reaches 0 the HFN is incremented by 1. 

· When a handover is performed, the HFN is also incremented by 1. 

· In order not to cipher twice the same message with two different set of parameters (this could happen in case of a handover: the message is first sent in the old cell, and then resent in the new cell), a sequence number must be introduced in this message to make its content differ when retransmitted: 1 bit is sufficient.

· The HFN must be kept in the mobile station's memory until a new authentication is needed (in which case the HFN is reset) whether the MS is in RRC-Idle or RRC-Connected modes. The HFN shall be incremented by 1 at every new RRC connection and informed to the network within RRC Connection Request similarly to UTRAN, this in order to  avoid repetition of the same count value in-between two authentications.

It is proposed to use a 11-bit HFN and 17-bit  TDMA frame number (equivalent to about 6.5 minutes). This TDMA frame number is a simple truncation of the 22-bit GSM TDMA frame number: the 5 MSBs of the T1 part are allocated to the HFN. 

However, it was commented in TSG GERAN#7 that having such fixed rules for the evolution of the HFN might lead to a security threat. In UTRAN, similar rules are defined, but integrity protection allows to avoid any security problem with them, whereas in GERAN integrity protection is not available for layer 2 signalling, nor in RLC Transparent mode.

Therefore, TSG GERAN2 kindly asks TSG SA3:

· whether the principle of combining a HFN with a TDMA Frame Number and the corresponding rules are acceptable from security standpoint, and
· if yes, 
· whether the proposed 11-bit HFN and 17-bit TDMA Frame Number (by truncation of the T1 part of the 22-bit GSM TDMA Frame Number) is acceptable; otherwise to suggest the size of the HFN and of the TDMA Frame Number
· if not, 

· to provide guidance and detailed recommendations.
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