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1
Scope and objectives

The scope of this document is to briefly describe the current status of 3GPP and IETF standardization efforts related to the use of Extensible Authentication Protocol (EAP) and UMTS Authentication and Key Agreement (AKA) for SIP authentication. The pieces of work discussed in this document are: 

1) HTTP authentication using EAP 

2) EAP in Diameter 

3) EAP AKA 

4) Introduction of EAP in 3GPP Specifications

2
Background

A working assumption in SA3 has been that AKA defined in R’99 shall be reused for Session Initiation Protocol (SIP). However, currently within IETF SIP AKA has not been defined. The current working assumption is that AKA would be included into the SIP protocol by extending the protocol. However, Ericsson contributions to the Madrid [S3z010036] and Phoenix [S3-010263] meetings stated that it would be beneficial to use a more generic authentication framework for various reasons, e.g.: 

· Modification (and addition) of authentication schemes should be as flexible as possible. For this reason, the number of interdependencies between organisations (3GPP vs. IETF) and standards (SIP vs. authentication schemes) should be minimised. 

· The used protocols and protocol extensions should be usable unchangeably on other access types, promoting access independence. 

· Existing AAA transport attributes should be reused directly, without having to standardise special ones for UMTS.

Ericsson has proposed Extensible Authentication Protocol (EAP) [EAP] as a solution for the problems above. This document describes briefly the current status of 3GPP and IETF standardisation work related to the solution. 

3
HTTP Authentication using EAP

Default authentication methods for SIP are HTTP Authentication and PGP [SIP]. Standardisation path for creating flexible AKA integration for SIP goes through HTTP Authentication (see figure below). Firstly, HTTP authentication scheme using EAP packets is defined. Secondly, EAP protocol extension using AKA is defined (see chapter 5 for status of this piece of work). When SIP recognises HTTP EAP scheme, no changes in SIP is required while maintaining / extending authentication methods. EAP will also open up several new authentication schemes for SIP. Furthermore, also other Internet protocols, which apply HTTP authentication, can utilise EAP authentication when needed. 

Ericsson and Nokia have started a new piece of work in IETF in order to define HTTP Authentication with EAP [HTTPEAP]. The first version of this draft will be submitted to IETF mailing list for preliminary review during this week. The draft is also attached to this contribution. 

4
DIAMETER EAP Extensions 

Presently, the 3GPP is designing 3GPP-specific extension to the DIAMETER protocol to carry authentication information from home proxies to the HSS and back. These involve both new messages and new data attributes, to carry the AKA parameters. However, an alternative standardisation path has been proposed in which EAP (and EAP AKA) is used. In this scenario, existing AAA protocols are exploited in a greater extent. 

The use of EAP in DIAMETER is defined by a group of expert in IETF AAA working group. The group has identified many problematic issues on their original specification. New versions have been written and the identified problems have been corrected [DIAMACC]. It seems that the specification has reached a stable stage. 

In the next phase, the specification will enter to the “Last Call” phase very soon, probably during the next week. Last Call announces the intention of the IETF steering group to consider the specification as RFC, and it will solicit final comments from the IETF within a period of two weeks. 

[DIAMACC] contains messages and AVPs sufficient to carry EAP authentication to a home authentication server. However, 3GPP work in the Cx interface should look into the possibility of reusing these existing parts. Furthermore, 3GPP should still define its own extensions to the Cx interface because Cx interface does more than traditional IETF AAA NASREQ interfaces (i.e. this draft should include definition of how authentication data information (AVs) is requested and downloaded between S-CSCF and HSS using the EAP extensions in DIAMETER). 

5
EAP AKA 

Ericsson and Nokia have continued their work around EAP AKA specification [EAPAKA]. The current version of the draft was already presented in Phoenix. Draft has been brought to the attention of the PPPEXT working group where some technical discussion has occurred. A standards track status for this work item has been requested, but as of now there is no feedback on this part of the issue. The discussion will continue on the PPPEXT mailing list. (This group is not meeting in the next general IETF meeting, but by IETF rules mailing list discussion should be sufficient. This was also indicated to us when we asked about the progression of this draft.) Some 3GPP2 members have also indicated their interests on the specification. 

3GPP comments together with IETF discussion will probably result in an updated version of the specification in the near future. 

6
Introduction of EAP into 3GPP Specifications

The use of EAP within 3GPP shall be primarily specified in S3 TS 33.203. This document will include a general definition of EAP and how it shall be applied for the IMS-AKA mechanism. References to corresponding IETF drafts/RFCs, in which the use of EAP into SIP and DIAMETER and the use of IMS-AKA into EAP are defined, are also given.

This activity has been already initiated and the working assumption on the use of EAP appears in the latest version of TS 33.203 (v.0.4.0) presented to this meeting.

The following step would be to introduce the use of EAP into stage 3 specifications at 3GPP WGs CN1 and CN4 (TSs 24.228 and 24.229 might be affected at CN1 while TSs 29.228 and 29.229 might be affected at CN4). These groups have been already informed of S3’s working assumption to use EAP but they shall be asked to evaluate the impact on their specs and further request corresponding information from S3 in order to complete the required changes.    

7
Conclusions

IETF standardisation efforts related to SIP authentication has proceed as follows: 

· A new work item around HTTP authentication using EAP has been started. 

· Work around EAP AKA has proceeded based on valuable input from 3GPP and IETF. New version of the draft will probably be available after the summer. 

· Work related to DIAMTER EAP is approaching to its final stage. 3GPP should still define its own extensions for the Cx-AuthenticationDataRequest procedure. 

Regarding the work related to the introduction of EAP into 3GPP specifications:

· The working assumption of the use of EAP has been already included in latest version of S3 TS 33.203. The information there shall be completed if required and agreed upon.

· Impacts on CN1 (24.228, 24.229) and CN4 (29.228 and 29.229) specifications shall be identified and corresponding updates included in affected specs.   
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