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This contribution proposes changes to draft TR 33.200 version 0.5.0. The changes are described in the attached revision marked version of 33.200v0.5.0. A summary of the changes is provided below:

Minor editorial changes

Various minor editorial changes are made throughout the document.

Introduction/Scope

The last two paragraphs of the Introduction are moved to the Scope section because they fit better there. The last sentence in the first paragraph from the Introduction section is deleted because it is inaccurate and unnecessary. 

The original two paragraphs in the Scope section are deleted because the scope of the specification is better described in the two new paragraphs taken from the introduction. Furthermore, information on the rationale for only protecting MAP in Rel-4 is not required in the technical specification (or if required it should be in an informative annex).

The note at the end of the section is replaced to better explain the status of key management and distribution.

Section 4 Overview of UMTS network domain security for SS7 based protocols; Section 4.1 Introduction

Some text is moved to subsection 4.3 because it is better placed there.

Section 4 Overview of UMTS network domain security for SS7 based protocols; Section 4.2 Protection at the application layer

Some text on protecting protocols at the application layer whenever interworking with SS7 is required is moved to 4.2 from the note in 4.3.

A basic description of MAP SAs is added.

The statement that SA negotiation is done via KACs is replaced with a statement that SAs are negotiated between respective network operators.

A reference to the need for multiple KACs for availability and performance reasons is deleted because it is not a standards issue.

A statement that a KAC may be defined for interaction with a subset of peer networks is deleted because this is incompatible with the fact that there can only be one security domain per network.

Section 4 Overview of UMTS network domain security for SS7 based protocols; Section 4.3 Security for SS7 and mixed SS7/IP based protocols

This section is deleted but the contents are left largely unchanged and now become part of 4.2. There seems no need for the separate section and the title is misleading.

Section 4 Overview of UMTS network domain security for SS7 based protocols; Section 4.4 Interfaces

The first paragraph is deleted because it is deemed unnecessary. A note is added that the KAC and the Zd and Ze interfaces are not standardised in Rel-4.

A statement about using IPsec to protect KAC to MAP-NE communication is deleted because this is outside the scope of the specification. It is proposed that MAP-NE to KAC communication be protection using IP network layer security standards which will be defined in Rel-5.

Section 5 MAP security; Section 5.2 Properties and tasks of MAPsec enabled network elements

References to the use of KACs are deleted.

Additional information on the use of NE-SPD-MAP and NE-SADB-MAP is included.

A reference to the use of an NE SADB-IP to protect NE-KAC communication is deleted for the reasons stated above.

The section on MAPsec DOI is replaced with a paragraph in the security association section 5.3.

Extra information on the security association from an annex is included in this section of the main body.

Section 5 MAP security; Section 5.4 Policy requirements for the MAPsec SPD

SA lifetime is deleted from the MAPsec SPD section because this information is believed to be part of the MAPsec SADB instead.

The paragraph on IPsec processing choices is deleted because it is felt not to be relevant. Note that the equivalent processing choices for MAPsec would be discard, bypass MAPsec or apply MAPsec according to indicated MAP-SA. However, this is not required in the SPD if the “fallback to unprotected mode” field is contained in the SA.

References to KACs are deleted.

Section 5.4 MAPsec structure of protected messages

Various notes are added regarding the specification of IV structure, the lengths of parameters and algorithm modes of operation.

