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Introduction

There have been a number of LS and Papers discussing the case of establishing connections through a UE that consists of several separated components, connected by bluetooth, Infra Red, Cable, ore other technology. Here I present a few ideas for the establishment of a security structure for this type of connection.

References

23.227 V1.0.0 Application and User Interaction in the UE - Principles and Specific Requirements

T2-000793 Discussion document on UE functionality split over physical devices

S1-010166 LS from S1 to SA2, SA3, T2, TSG-T, T3, CN1, SA; Date: 9th February 2001

SP-010177 Response to LS (T2-000793) on discussion document on UE functionality split over physical devices

Principals

The security mechanisms should be as strong as that already established for the single component UE.

The services used must be clearly attributable to a USIM and associated subscription. 

The confidentiality of any inter-linking system will be presumed to be insecure, but it may not be appropriate for us to standardise encryption protocols on these links.

Proposal

Each component should have a SIM or USIM and be capable of performing either GSM authentication or 3GPP AKA

A bridging component (one that is able to connect to a 3GPP network and offering connections to other devices) will allow those devices to attept to connect to the network and will pass GSM or 3GPP AKA message transparently. It will only allow other messages to pass when it has seen a successful AKA sequence pass between the component and the serving network.
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Issues

There is no specific response from the network on a authentication success or failure. A success will result in the network responding to the next message. A failure means that the network will ignore further  requests from this device. Perhaps an aditional message could be created for this?

Network operators will need to provide customers with additional SIM or USIM cards for these components and link them into the subscription. This may be diffucult as oftern the phone is purchased with the SIM card inserted, and a subscriber may not purchase the other components at the same time or place. 

These sort of devices currently do not have USIM / SIM slots incorporated in to them

Current authorisation is implicet, connecting the cable or enabling the IR port is all that is required.

The component's USIM belongs to another network for which the network attached to the UE-Bridge component does not have a roaming agreement. This would most likely arise in a home area with competing networks. Unless the networks agreed to offer roaming agreements then this type of connection woud fail.

Application to the 3 cases listed in S1-010166

The cases outlined were

A) Single user with multiple devices

B) Multiple users with multiple individual devices

C) Multiple users with a combination of individual devices and shared devices

SA1 would like these areas dealt with in order (A=highest priority, C=lowest priority).

This proposal can be applied to all of the above cases with the inclusion in the UE Bridge component of a list of IMSI's that are permitted to use services. 

The Attach Request message of an unknown IMSI could trigger a dialogue on this device that would ask for confirmation of the IMSI before further action.
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