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This document  presents a proposal to set a  basic requirement on the mobile equipment to exhibit provable identity for applications such as those in Doc s3 99-401.

If a provable identity is to be integrated and standardized in the 3GPP terminals, the following two technical requirements appear to be essential:

1.    Hardware Requirements

To be able to cryptologically identify a unique terminal, the following physical entities are essential:

1. A tamperproof write-only secret nonvolatile identity SIMEI  (whatever tamperproof  means in the current state of the art technology)

2. Either  a one way function ( say f8 or f9) which maps this  secret identity SIMEI and a challenge CH into a response RES to prove the existence of the secret identity in the terminal

RES  =   f8,9 ( SIMEI, CH)

Or : some public-key one way function Fp (say squaring function as Rabin-Lock) which proves the existence of the write-only secret identity in the terminal.

RES = Fp(SIMEI, CH1, CH2 ...)

There should be no  hardware possibility (trap door) to read  the SIMEI

2.    System  Requirement

These requirements are highly application and protocol dependent (tbd). 

1. One or many system protocols which proves the identity for relevant applications

2. A central data base for some applications. This should be avoided as  far as possible
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