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3G TS 33.102 v3.2.0 (draft) section 6.4.3 specifies a mechanism which allows the USIM to trigger authentication at the start of an RRC connection if a counter on the USIM exceeds an operator controlled threshold. The following text is extracted from section 6.4.3:

Authentication and key agreement which generates cipher/integrity keys is not mandatory at call set-up, and there is therefore the possibility of unlimited and malicious re-use of compromised keys. A mechanism is needed to ensure that a particular cipher/integrity key set is not used for an unlimited period of time, to avoid attacks using compromised keys. The USIM shall therefore contain a mechanism to limit the amount of data that is protected by an access link key set.

Each time an RRC connection is released the highest value of the hyperframe number (the current value of COUNT) of the bearers that were protected in that RRC connection is stored in the USIM. When the next RRC connection is established that value is read from the USIM and incremented by one. 

The USIM shall trigger the generation of a new access link key set (a cipher key and an integrity key) if the counter reaches a maximum value set by the operator and stored in the USIM at the next RRC connection request message sent out. 

This mechanism will ensure that a cipher/integrity key set cannot be reused more times than the limit set by the operator.

The current specifications do not allow the USIM to trigger re-authentication and key setting during a connection. This may be useful in the PS mode where long connections lasting several days might be commonplace. If such a mechanism were not specified then the home environment would need to trust the serving network to implement an appropriate re-authentication policy for long PS connections.

In order to provide this capability two things are necessary

· It must be possible for the UE to report the current HFN value to the USIM on a regular basis during a connection and for the USIM to trigger a re-authentication and key setting procedure if the operator controlled threshold is exceeded. A possible solution which could be investigated would be the use of SAT.

· It must be possible for the UE to indicate to the MSC/SGSN during a connection that re-authentication and key setting procedure should be run. This may be done by including KSI (set to all 1s) as part of an existing or new Layer 3 signalling message.

S3 are asked to consider the requirement for USIM initiated re-authentication during connections. This requirement should be considered for both PS and CS connections
. If such a requirement exists then possible solutions should be investigated and appropriate CRs and LSs drafted and approved.

� Note that the current assumption in RAN is that key changes in the user plane are only required for PS connections.





