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To:  
SMG10

From:
T1P1.5

Date:
5th November 1999

Ref: Location Services – Encryption Key Management Procedures

Within our definition of Location Services Specifications we have outlined a procedure for ciphering broadcast assistance data for the E-OTD and A-GPS location methods. This assistance data is provided to MSs by the local SMLC and partially encrypted so that operators have control (for billing and/or other purposes) of the access to this necessary information.

Encryption keys (for the designated DES encryption algorithm) are distributed to MSs via point to point messages that are themselves encrypted at the air-interface using the standard GSM A5 algorithm. As a 

consequence of our approach these LCS encryption keys are not themselves encrypted within the GSM network (i.e. they are transmitted “in the clear”). In particular, we are aware that the LCS encryption keys are in clear view in the following transmissions:

· Between SMLC and serving BTS

· Between a coordinating SMLC and other SMLCs

· Between a key management entity (if a separate key management entity is utilized to generate and manage keys) and a coordinating SMLC

We are concerned to understand whether you believe our proposed key management approach is adequate and in particular if you believe this “clear view” of LCS encryption keys when being distributed within the GSM network is inappropriate.

In addition to addressing this issue we would like your endorsement of GSM 04.35 attached which details encryption aspects associated with LCS broadcast.

Any comments you have on this matter would be gratefully received.
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