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1	Introduction


In TSGS3#1(99)027 T-Mobil proposes a secret key based mechanism for enhanced user identity confidentiality. In this contribution we propose a mechanism which will allow the operator to implement a mechanism of his choice. Our mechanism is more general and would allow for implementation of T-Mobils proposal as well as public key based systems. 


For phase 1 of GPRS we propose that the enhanced user identity protection shall be optional and that the GSM standard should be mandatory. It shall be possible for an operator to make the enhanced protection mandatory. 


2	Description


We follow the notation of TSGs3#1(99)027. The mechanism will be invoked whenever enhanced user identity confidentiality is required and an IMUI-request has to be performed, e.g. in case of 





first authentication of USIM,


VLR malfunction,


VLROLD not reachable,


authentication failure.





When the request generated by the SN is received by the UE it requests the USIM to produce an HLR-message which contains the IMUI. The coding of the IMUI and the confidentiality mechanism used to produce the message is operator specific but the message must contain an HLR-identification. 


When the SN has received the message it forwards it to the HE where the message content is retrieved and the IMUI is revealed. The IMUI is then sent back from the HE to the SN, possibly together with authentication data.


�


�



Protocol:





	USIM		SN		HE


	|			|		|


	|			|		|


	|	IMUI-request	|		|


	|	(-------------------------------------------------------------	|		|


	|			|		|


	|			|		|


	|	HLR-message	|		|


	|	-------------------------------------------------------------------------------------------------------(	|


	|		|		|


	|			|		|


	|		|	IMUI	|


	|		|	(------------------------------------	|


	|		|		|








3	Remarks


The operator controls both units involved, the USIM and the HE (HLR AuC) and the transmission cost (length of message). Thus he has the ultimate control and can determine the right cost benefit balance. in his hand.


It is obvious that our proposal is compatible with the T-Mobil proposal as the HLR-message can contain the information in the sent from the USIM to the HE.


The HLR-message may contain an operator specific public key encryption of the IMUI.

















