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Abstract of the contribution: This paper proposes detailed message flows in support of the scenario of using IMS credentials to access to IMS WebRTC service through a third party application for the solution that uses separated mediation functions for signalling and media plane while being apart from the existing P-CSCF and IMS Accessing Gateway.

Proposal

It is proposed to make the following changes to TR 23.701. 
* * * First Change * * * 
6
Solutions

Editor’s Note: This clause is intended to document architecture solutions. 
6.X
Solution X: <Title of Solution>
6.X.2
Description of the solution - Procedures

Editor’s Note: Describes the high-level operation, procedures and information flows for the solution.
6.X.2.1 Registration

6.X.2.1.1 Introduction
In this scenario, the user uses IMS credentials to access to IMS WebRTC service through a third party application.
6.X.2.1.2 Registration flow based on OAuth procedure
Figure 6.X.2.1.2 shows the registration flow for individual user based on OAuth procedure. In this scenario, the user first login the third party WWS with third party Web ID, and initiates WebRTC service towards operator provided WWS using IMS credentials through the third party application. The operator provided WWS will authenticate both the third party application ID and the IMS credentials.

[image: image1.emf]13. Open secure WebSocket

WebRTC Client 3rdWWS I-CSCF / S-CSCF P-CSCF

WebRTC 

Signalling Function

14. Register (access token)

17. Register

18. Register

19. 200 OK

20. 200 OK

21. 200 OK

15. VerifyAccess token

16. Verify OK

Operator WWS 

(Authorization Server)

12.Register Request

2. Enter WebRTC URL

3. Redirect to Auth Server

4. Open Redirect URL

5. Present Authorization UI

6. Enter operator provided Web ID

7.Redirect to operator WWS with Authorization code

8.Redirect to 3rdWWS

11. Download Javascript 

and 

WebRTC UI

10.Return access token 

and WSF address

9. Present 

Authorization code

1. Login 3rdServer with 

3rdWeb ID

Start OAuth Process

Verify and Create 

Authorization code

22. 200 OK


Figure 6.X.2.1.2 Registration based on OAuth procedure
1-11. The user first login with third party provided Web ID and password and when triggering the WebRTC service from the third party server, the user need to login in again with operator provided Web ID and start OAuth procedures. During the OAuth procedure, the operator provided WWS will authenticate both the operator provided Web ID and the third party application ID via unspecified means, return authorization code and access code respectively.

12. The WebRTC client initiates the register request to the third party WWS.

13. The WebRTC client opens the security WebSocket between the WebRTC client and the WebRTC signalling function.
14. The WebRTC client sends the Register request to the WebRTC Signalling Function via WebSoceketS, including the token received from WWS.

15-16. Upon receipt of the Register request, the WSF sends a message to WWS to verify the token. After validating the token, the WWS determines the IMPU/IMPI assigned to the user by querying a database (e.g. the WWS or a standalone entity {not shown}) which the mapping of Web identities and IMPUs/IMPIs are stored, returns the IMPU and IMPI mapped to the operator provided Web ID. 

17-18. The WSF forwards the Register request to IMS via the P-CSCF to initiate authentication-less IMS registration after the validation from the WWS.
19-20. The S-CSCF returns 200 OK to the third party WWS to confirm successful IMS registration.
22. The third party WWS sends 200 OK to the WebRTC client.
* * * End of Changes * * * 
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