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Abstract of the contribution: This contribution proposes the text for clause 6.X of the WebRTC TR 23.701, where an optional webRTC client authentication mechanism is proposed, which allows IMS to authenticate webRTC client as normal.  
Discussion

The requirement in 22.228 c60 is stated: 

The IMS shall authenticate an IMS subscriber that accesses IMS services using operator provided credentials via a WebRTC IMS client (whether provided by the operator or a third party) and associate the subscriber to one or more public identities (e.g. IMS Public User Identity or MSISDN). 

Our understanding is that this requirement includes the following: 
· webRTC IMS clients on 3GPP and non-3GPP devices, 

· webRTC IMS clients from 3GPP and non-3GPP access network, 
· Optionally webRTC IMS clients can directly use network provided IMS identity and authentication credentials to authenticate with IMS, instead of relying on WEBRTC signalling GW converting Web credentials to IMS identity and authentication credentials. 

When a webRTC client is on non-3GPP devices, there is a benefit to allow the client to authenticate with IMS using IMS credentials, so that there is no conversion or additional function needed in front of IMS to handle the webRTC client authentication. IMS can work as normal in authenticating a webRTC IMS client as for an IMS client.  

This paper proposes an optional mechanism for webRTC client to use IMS credentials to authenticate with IMS when the client is on non-3GPP devices. 

This is an independent option, that can be used with the final chosen architecture. 
Proposal

It is proposed to make the following changes to TR 23.701. 
* * * First Change * * *
6.X  An Optional Mechanism for webRTC Client Authentication
The following describes a deployment option for WebRTC access to IMS where the IMS identity and authentication information is located in the WebRTC client and there is no need for the WebRTC Signaling function to map identities or authentication. 

How the WebRTC Client accesses to IMS identity and authentication information is up to operator implementation. Potential Options: 

1. The IMPU/IMPI information and SIP digest information is put on the Client using an operator specific method.    

2. One of the option is that an operator can deploy an IMS identity and authentication information function (IIAIF) that contains the IMPU / IMPU identity information and authentication information function that may be based on SIP digest, or can act as a virtual UICC/SIM containing AKA keys. If AKA is used, the client may use this function in the network to compute the authentication challenge received from IMS in order to register to the IMS network. 

The operator should secure the client’s access to the IMS identity and authentication information function (IIAIF) such that only the user’s client which has entitlement to the user’s information can access to the relevant information. How the operator can authenticate the user and client application is operator implementation dependent. For example, OAUTH can be used to authenticate the user and application server to assure secure access to client credentials, and potentially WEB security implementation like w3C Cross Origin Resource Sharing (CORS) can be utilized to verify signaling between known servers to protect from Man In the Middle attack.
This deployment option is to address identity and authentication aspects only and does not address the relationship of these elements to the P-CSCF or AGW.  As such it should be applicable to any architecture chosen to handle the primary signaling and media paths.
* * * End of the Change * * *
P-CSCF





WebRTC 


Client





(Optional) IMS identity authentication information function (IIAIF)





Home Network


                                                        





























                                                                  





IMS Access Gateway





Enterprise or Home Network 





WebRTC web Server function





P


C


E


F





N


A


T





WebRTC Signaling Function








3GPP

SA WG2 TD


