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Abstract of the contribution:  This paper clarifies some open items of the T5 small data service description.

Introduction
The T5 small data service addresses mainly the needs of devices with infrequent data transfer. An example of carried application protocols is given by extending the shown protocol stack. Based on this the integrity protection provided as 3GPP functionality is clarified to use message protection for filtering of malicious or erroneous messages before delivering, e.g. to UEs for avoiding waste of resources as otherwise first the device’s e2e security functions would detect that the message is wrong. The handling of message integrity for message filtering is clarified in a separate clause. Missing T5 Small Data Service capability handling is added.  
The missing functionality for supporting IP via the T5 messaging is provided as a separate clause. It describes a basic IPv6 usage with best effort QoS and only a default PDN as given by the MTC-IWF that is allocated to serve the UE. The roaming considerations are complemented by a figure, better showing the configuration of MTC-IWF for providing message protection and filter in inter-PLMN scenarios.

Proposed update for the TR

5.1.1.3.3
Solution: Standalone Small Data Service with T5/Tsp and generic NAS transport

5.1.1.3.3.1
General
Carrying small volume of service data in signalling (e.g. NAS/T5/Tsp message) is an efficient way which can reduce the allocation of U-plane resources and radio resources. For the CN side, there is no need to allocate resources for PDN/PDP context connection and no need to restore some U-plane bearer context (e.g. S1-U bearer), since the small data goes through NAS signalling using the generic NAS transport messages. For the RAN side, future enhancement can be taken to avoid establishing DRB (Data Radio Bearer), and if applicable the small data can use the SRB (Signalling Radio Bearer). 
The standalone Small Data Service is a bearer service with service access points in the UE and at Tsp. A protocol for small data transmission (named SDT protocol in the context of this TR) is introduced to carry small data units of various users of that small data service. An already existing protocol may be adopted for the SDT protocol to ease adoption by applications. The SDT protocol spans between service access points in the UE and the SCS/AS. Any service data exchange between UE and AS shall go through the MTC-IWF and the SCS. The small data transfer can be provided as confirmed or unconfirmed delivery service.

Each SDT PDU indicates sender and receiver IDs, i.e. the provided service is a connection-less service where each PDU provides all information needed for routing and transferring each PDU independently. Further, each SDT PDU may indicate sub-addresses for sender and/or receiver and allows for encryption and/or integrity protection. The sub-addresses indicate, for example, the addressed service user or application on a UE. This could be a port number, but also a name string.

When transferring between the UE and the MME/SGSN, the SDT-PDU is encapsulated in a Generic NAS PDU, with the protocol type set to “SDT (Small Data Transmission)”. In E-UTRAN, Generic NAS Transport message can be used to carry small volume of service data (e.g. MTC specific small data). Similar mechanism can be defined for UTRAN. These details may require more stage 3 considerations.
When transferring between the MME/SGSN and MTC-IWF, the small data is encapsulated in a PDU of the T5‑AP. A T5 transport association is established at the time when the MME receives the uplink small data transmission, or when the MTC-IWF receives the downlink small data transmission. Such associations may also last longer and might be used for all UEs that have the same MME-IWF pair. For uplink transfer the MME/SGSN determines an MTC-IWF from the SDT-PDUs’s receiver ID. For downlink transfers the MTC-IWF determines the serving node address by resolving the receiver ID of the SDT-PDU via HSS interrogation.

The header of an SDT-PDU identifies the “SENDER” and the “RECEIVER” of the PDU. For M2M messaging MO case the sender is the UE (UE internal ID e.g., IMSI, MSISDN, or UE external ID) and the receiver is the SCS or AS. For M2M messaging MT it is vice versa. The IMSI is used as UE ID only 3GPP system internally.  On receiving an MO SDT-PDU, the MTC-IWF finds the SCS as indicated by the “RECEIVER” field in the SDT-PDU, and then forwards the SDT-PDU to that SCS over Tsp interface.
The SDT-PDU may be encrypted and/or integrity protected. Integrity protection in the form of a signature would allow any node on the path to check the authenticity of the PDU once this node has access to the data (e.g. keys) necessary for validating the signature, which is for SA3 to define, e.g. using a public key infrastructure. 

Barring services are not needed as all small data units are always routed via an MTC-IWF of the home operator network giving the home operator full awareness about any service usage. Barring is only needed when a UE can use services in a visited network without direct control by the home operator, i.e. when service traffic is not routed through the home network. When using Tsp other than from hPLMN would be permitted, barring could be a subscription option.

NOTE:     The procedure flow below show interactions between SDT user (an application) and UE, which are only for describing logical functionality (e.g. via an internal API) and are not intended to describe any specific implementation of device internal functionality.

5.1.1.3.3.1.1
Procedure flows
The following procedure flows don’t show details of RRC and NAS security handling. The used mechanisms use of the established NAS security context to transfer the small data in encrypted/protected NAS PDUs without establishing DRBs or RRC security.
Uplink MTC small data transmission:

The figure below illustrates the uplink small data transmission through control plane channel on T5 and Tsp.
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Figure 5.1.1.3.3.1.1-1: uplink small data transmission procedure 

1.
An application of the UE requests the transfer of an SDT-PDU. The application performs any wanted security functions, e.g. integrity protection of the PDU.

2.
The SDT-PDU is sent in an NAS message to the SGSN/MME. Protocol type of NAS PDU is set to “SDT”. 

The SDT-PDU includes header and payload data. Within the header, if not already done by the application, the UE fills the “SENDER” field with its MSISDN (if known) or External ID (if known) and places SCS/AS ID in the “RECEIVER” field. The sub address field may include the identity of the application. The UE performs any wanted security functions, i.e. integrity protection and/or encryption, if not already done by the application.
NOTE 1:  In E-UTRAN, UPLINK GENERIC NAS TRANSPORT message may carry an SDT-PDU. For 3G access, a similar mechanism can be defined. Or an existing GMM message may be extended to carry SDT-PDU.

3.
On receiving the SDT-PDU, the SGSN/MME verifies the sender ID. If the SDT-PDU contains no sender ID, the SGSN/MME adds a sender ID. If the subscription doesn’t require home-routing, the SGSN/MME determines the destination for the SDT-PDU by interrogating the HSS for the SDT Receiver ID and finds thereby the appropriate MTC-IWF. If the subscription requires home-routing, the SGSN/MME determines the appropriate MTC-IWF from the UE’s IMSI or sender ID. The SGSN/MME then sends the SDT-PDU to the MTC-IWF over T5 interface using the T5-AP protocol. 
4.
The MTC-IWF determines the SCS/AS using the ‘RECEIVER ID’ field in the SDT-PDU header, and forwards the SDT-PDU or SDU to the SCS/AS using Tsp-AP. Before forwarding the message MTC-IWF replaces IMSI (if indicated as sender ID) with MSISDN or External ID as ‘SENDER ID’.
5.  On receiving the SDT-PDU the SCS/AS may verify the message integrity. The SCS/AS returns an appropriate response, i.e. a Tsp-AP-PDU-Ack to confirm the Tsp transfer of the SDT-PDU or the SDU, if an acknowledgment is requested.

6.
If an acknowledgement is requested, the MTC-IWF sends a T5-PDU-Ack to the SGSN/MME

7.  The SGSN/MME sends an NAS-PDU-Ack to the UE.

8.  The UE confirms the SDT-PDU or the SDU transfer to the application.
Downlink MTC small data transmission:

The figure below illustrates the downlink MTC data transmission through control plane data exchange.
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Figure 5.1.1.3.3.1.1-2: downlink small data transmission procedure

1.
The SCS/AS sends a downlink small data SDT-PDU including the receiver UE ID and possibly a receiver sub-address to the MTC-IWF. The SCS/AS identifies the UE by its External Identifier. The SCS/AS indicates whether a delivery confirmation is required and possibly the message lifetime.
2.
On receiving downlink small data SDT-PDU from the SCS/AS, the MTC-IWF first interrogates the HSS for routing information (i.e. serving SGSN/MME address), if a T5 association is not already established. Such associations may also last longer and might be used for all UEs that share the same MME/SGSN-IWF pair. In this case the MTC-IWF may store the serving node address instead of a T5 association per UE. The IMSI of the UE is also retrieved to enable the SGSN/MME to determine the UE.

      The MTC-IWF also verifies with the help of the HSS whether the originator of the SDT-PDU is allowed to send small data to the UE..

3.
The MTC-IWF sends SDT-PDU together with an indication whether a delivery confirmation is needed and possibly a lifetime of the message to the serving SGSN/MME over T5 interface using T5-AP protocol. The IMSI of the UE is also included in the T5-AP message.
4.
The SGSN/MME sends the SDT-PDU over NAS to the UE. The SGSN/MME needs to page the UE when in idle mode.

5.
The UE sends the SDT-PDU or the SDU to the application indicated by the sub-address (e.g. port ID).

6.
The application may verify the integrity of the SDT-PDU and confirms its transfer to the UE, if confirmation is requested.

7.
The UE confirms the SDT-PDU transfer towards the SGSN/MME.

8.
The SGSN/MME confirms the transfer towards MTC-IWF.

9.
The MTC-IWF confirms the transfer towards SCS/AS.

If the SGSN/MME cannot deliver the PDU, e.g. because the UE is not reachable, it indicates this to the MTC-IWF. If the MTC-IWF stores the PDU once the lifetime permits, the MTC-IWF registers for being informed when the UE becomes active. The MTC-IWF indicates to the SCS/AS that the PDU is not delivered but stored and allocates a reference number and indicates it also to the SCS/AS. 

NOTE 2: In E-UTRAN, DOWNLINK GENERIC NAS TRANSPORT message may carry an SDT-PDU. For 3G access, a similar mechanism can be defined. Or existing GMM message may be extended to carry small data PDU.

5.1.1.3.3.1.2
Roaming considerations

In roaming scenarios it is useful to use the services of a visited MTC-IWF in the VPLMN for the following reasons: filtering of delivered data units and provide inter-operator charging. This visited MTC-IWF can filter and check terminating messages before forwarding to the serving CN nodes. For originating messages it may perform the message protection, specifically for SDT-PDUs that are delivered via other PLMNs and thereby it avoids that every SGSN/MME need to provide such functionality. The 3GPP system internal message protection and filtering may be limited to scenarios where serving node and originating/terminating MTC-IWF are in different PLMNs, assuming PLMN internal links can be protected differently and don’t require separate per message protection of the identity of the entity via which the message enters the 3GPP system.
To accomplish such a 3GPP system internal message protection for roaming scenarios, for MO small data the serving nodes of the vPLMN are configured with a vPLMN MTC-IWF to forward all MO small data from roaming UEs to that MTC-IWF for processing charging or message protection. The vPLMN MTC-IWF acts then as described for the serving node. For MT small data the visited PLMN serving nodes register the address of a visited MTC-IWF at the HSS. The visited MTC-IWF is then in the data path, checks and verifies messages and forwards messages to the actually serving nodes. The figure shows the configuration of MTC-IWFs for providing message protection in inter-PLMN scenarios, i.e. without configuring the serving nodes for performing message protection.
NOTE 1: In case no visited MTC-IWF is deployed in the VPLMN, message verification and integrity checking may be provided by the serving nodes.
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Figure 5.1.1.3.3.1.1-3: message routing in roaming scenarios
5.1.1.3.3.1.3
Protocol Stack for T5 interface
Similar to the SLs protocol used by E-SMLC to communicate with the MME (described in TS 29.171 SLs specification) for LCS services, a T5-AP protocol can be defined for the communication between MTC-IWF and SGSN/MME. 

The SDT protocol is the application layer protocol for MTC equivalent to LPP/LPPa in LCS and can be transparent to MME/SGSN/MSC. The T5-AP can potentially provide both connection oriented, but also connectionless communication (similar to LCS) between the nodes that relay messages.

Following figure illustrates the protocol stack for theT5 reference point with showing HTTP or CoAP as SDT user examples, carried by SDT.
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Figure 5.1.1.3.3.1.2-1 Protocol stack for SDT data transfer with CoAP/HTTP example
5.1.1.3.3.1.4
Charging

Charging can be provided on a per small data transmission basis. The MTC-IWF and SGSN/MME generates CDRs taking into account successful and unsuccessful delivery of small data transmission as far as possible. As any SDT-PDU may be routed via MTC-IWFs in visited and home PLMN charging may be performed by the MTC-IWFs only. In addition the total amount of transferred data may be counted, which is useful as the supported large message size allows for quite different resources usage. Shorter messages consume less system resources.
5.1.1.3.3.1.5
Lawful interception
Lawful interception is supported by this solution. Possibly the MTC-IWF and SGSN/MME can provide related functionality for lawful interception. Similar to charging, the SDU-PDU routing via MTC-IWFs allows for lawful interception at MTC- IWFs only (i.e. not in serving nodes).
5.1.1.3.3.1.6
Capability handling
UE and the serving node exchange information on their ability to support the Small Data Service when the UE registers with the network (i.e. during EPS Attach, Tracking Area Update, GPRS Attach and Routeing Area Update). When both the serving node and UE support the Small Data Service, the serving node registers Small Data Service capability with the HSS (i.e. in Update Location request upon initial attach, TAU or RAU). The HSS stores it and provides the serving node ID on request to the MTC-IWF when the capability is supported.
5.1.1.3.3.1.7
Support of IP as SDT user protocol
Stateless IPv6 address autoconfiguration is used when T5 messaging is used to carry IP datagrams. For using IPv6 the UE sends an SDT message carrying a Router Solicitation message to the IWF. The IWF sends an SDT message carrying a Router Advertisement message to the UE. The Router Advertisement messages contain the IPv6 prefix, which the UE uses to construct a full IPv6 address via IPv6 Stateless Address autoconfiguration in accordance with RFC 4862. This provides a best effort QoS default bearer for small data usage. The charging for messaging services applies as described below. Further recommendations and restriction may apply from the description of stateless IPv6 address autoconfiguration in 23.401. The PDN that is made available using T5 messages is provisioned in the MTC-IWF. Different PDNs may be provided for different UE by using separate MTC-IWFs or based on IMSI ranges, for example. The provided IP connectivity may be restricted by configuration of filters or security functions to specific protocols, addresses or security associations.

NOTE n: The support of IP as SDT user protocol is not considered for release 12. The here described IP support functionality is not necessarily complete.
5.1.1.3.3.1.8
Message protection and filtering
Message protection enables filtering of messages based on the entity or PLMN ID via which the message entered the 3GPP system, e.g. for dropping messages that are protected by unknown entities or that stem from PLMNs with which no relation exists. For MO messages the serving node protects the message so that the MTC-IWF can verify before delivery, which serving node or PLMN accepted the message for delivery. For MT message the MTC-IWF protects the message so that the serving node can verify before delivery to the UE, which MTC-IWF or PLMN accepted the message for delivery.
The design of the related means is for SA3. It is beneficial to consider mechanisms, which also external entities like the SCS or applications can adopt so that message filtering may consider also 3GPP external entities for performing message filtering based on the origin of messages. In this case the 3GPP entities, via which a message entered the 3GPP system, can filter the messages instead of protecting the messages.
The protection and filtering functions described for serving nodes may be provided by an MTC-IWF as described under “5.1.1.3.3.1.2 Roaming considerations”.



5.1.1.3.3.1.9
UE to UE message transfer
UE to UE message transfer is accomplished by concatenating MO and MT message transfer. As the MTC-IWF is not necessarily the same for originating and terminating UEs a UE to UE message transfer may include a message routing from one to another MTC-IWF.

The MTC-IWF of the originating UE interrogates the HSS for the receiver ID to determine the MTC-IWF of the terminating UE. The external ID format is clarified to enable determining an HSS. Or, a separate UE identifier is introduced for this. The first may be preferred to keep the overall amount of HSS and subscription data reasonable. Also as the serving node needs to store and handle the originating UE ID for adding to an originated message or verifying a UE provided sender ID to prevent spoofing.
NOTE m: Whether UE to UE message transfer is part of the overall functionality is to be concluded during normative work, if normative work on the overall functionality gets concluded.  



5.1.1.3.3.2
Impacts on existing nodes and functionality
Impacts to UE:

· Support SDT service, including offering that service to different users/applications on UE 

· Optionally, support of SDT security functions.
Impacts to SGSN/MME:

-
Support the SDT service, including:

-
SDT PDU encapsulation/decapsulation in/from the NAS signalling messages.

-
Identify/resolving the MTC-IWF and other entities terminating SDT protocol and implementing the related transport interface(s).

-
Support transfer of SDT PDU from/to the MTC-IWF over T5 interface.

-
Optionally, support charging for small data transmission.

-
Optionally, support lawful interception.
-
Optionally, support of SDT security functions.
Impacts to MTC-IWF

-
Implement T5 interface towards SGSN/MME or to another MTC-IWF for roaming scenarios.

-
Identify/resolve the SGSN/MME or MTC-IWF for forwarding the SDT PDU over T5 SDT-AP messages.
-
Support transfer of MTC data/MTC PDU from/to the SCS using Tsp-AP.
-
Mapping of UE internal identifier to external identifier and vice versa.

-
Support charging for small data transmission.
-
Support lawful interception.
-
Optionally, support of SDT security functions.
-
Possible “small data” usage control.
Impacts to SCS/AS:

-
When an application cannot carry all its data via this small data service it may need to determine whether to use data transmission is via UP or via Tsp path.

5.1.1.3.3.3
Solution evaluation

The NAS optimisations resulting in less RRC signalling are basically the same as above under “5.1.1.3.1
Solution: Small Data Transfer starting from RRC IDLE (E-UTRAN)”. The provided data path is independent from the UP bearers/RABs and therefore the existing interactions between connections for signalling only and for signalling+data apply. In addition an option for SMS CP layer optimisation.

This solution may need a specific API procedure call for small data to transfer (comparable to SMS). When an application cannot carry all its data via this small data service it may need to use different API procedure calls, for IP bearers and for messaging.

The solution is targeting an efficient transfer of infrequent application messages similar to SMS. The small data messages may carry any wanted protocol. The main usage is for carrying application protocol messages. 



5.1.1.3.3.3.1
Benefits 

T5 small data solution provides following benefits:  

·   Supported message size of up to possibly 1kB. The actual maximum message size is assumed to be constrained by the RAN design, e.g. by the preference to transfer a single small data message in a single RRC message. The supported message size enables more usage scenarios and improves resource efficiency, e.g. it can avoid the establishment of the user plane as a complete application level message can be transferred, specifically for usage scenarios that can satisfy all their communications via the T5 small data service. When comparing to transfer in multiple SMS it reduces the amount of delivery messages.

·   T5 small data has a flexible payload size from 1 byte to maximum payload size. Also charging is flexible, which can be per message, but can also consider the size of the payload, e.g. for encouraging efficient use of resources. The total amount of data transferred by T5 small data service can be calculated from the CDRs.
·   The RRC and S1 handling is not further detailed. However compared to a UP transmission the same gains can be derived as described for “5.1.1.3.1 Solution: Small Data Transfer starting from RRC IDLE (E-UTRAN): Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security”. I.e. for the transfer of a single uplink small data unit the radio interface messages can be reduced from 12 to 6 and the messages for the serving nodes from 8 to 4. This result in reduced latency and less power consumption, especially as only the permanent NAS security association is used and not the RRC security that is re-initialized for every idle to active transition. 
·   The T5 small data service offers improved efficiency for multiple different usages, like for device triggering or any infrequent small data application. E.g. push services or polling M2M devices may be supported without the need for continuously maintaining the downlink user plane path by keep alive signalling or other means. Usage for small data applications can considerably reduce resource consumption in UE, network and SCS/AS. The SCS/AS no longer needs to maintain an IP session per UE, but only needs to maintain an IP session per MTC IWF. This is especially an advantage when there are large amounts of UEs per SCS/AS. Ensuring the 24/7 IP session availability as needed by many M2M applications also requires functionality to deal with dropped EPS connections, re-attaching UEs, et cetera. With T5 small data service, this can be avoided.
·   The T5 small data service includes security functions that allow receiver and transfer nodes to verify integrity of the data units and thereby providing a strong protection against fake or erroneous small data deliveries. Specifically the capability of the transfer nodes to verify small data integrity is advantage as it enables to discard small data before delivering to UEs. The provided security functions may also be used by the users of the small data service, e.g. by applications end-to-end. 

·   The T5 small data service provides flexible addressing means for devices and also users/applications on devices, e.g. allowing for identifying applications on UEs by names without a need for defining and maintaining mapping functionality for shorter sub-IDs like application or port numbers.

·   The T5 small data service is a standalone solution, independent of other transmission services, such as SMS/IP transmission. This solution provides uplink and downlink small data transfer without the need for allocation of an MSISDN. The uplink/downlink small data transfer when the IP user plane transmission is not available, e.g. due to related bearers failed or are not yet allocated or due to other issues such as: lack of IP address resources, NAT traversal, IP keep-alive, etc. which all do not apply to this solution.

5.1.1.3.3.3.2
Drawbacks

It introduces a new delivery service with all the related efforts, like

· impacts to UE, MME/SGSN, HSS and MTC-IWF; 

· New function for SCS or AS to use the T5 small data service

· requires related charging functionality and possibly a new subscription type;

· may require specific inter-operator roaming agreements

· service usage in roaming scenarios depends on whether the visited PLMN deploys the functionality.

· MME required to queue DL data together with the paging when UE is idle. This could be lengthy, e.g. 30 seconds, if paging retransmissions.

· separate API calls to be used if the application has to select the data path. When the application requires higher volume data it may need to use both data paths in parallel.

· If applications use small data and UP path then those need to interface with the 3GPP system via SGi and Tsp and may need separate security associations for each interface
3GPP
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