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6.X
Solution X: General WebRTC access architecture
6.X.1
Overview 

    Editor’s Note: General description, assumption, and principles of the solution. 
6.X.1.1
Assumptions

-
The UE architecture includes a JS execution environment (typically a browser) that suports the WebRTC APIs. The WebRTC IMS client is a JS application that is downloaded from the network as needed.

-
The signalling protocol between the UE and the network will not be standardized in Release 12.

NOTE:
For ease of specification and similarity to Gm, the architecture will assume the use of SIP over WebSockets as the signalling protocol between the client and the network in Release 12.

-
The web server hosting and downloading the WebRTC client resides within the HPLMN or a supported third party network. This web server will typically not reside in a VPLMN.

-
As a result, IMS functions interfacing with the WebRTC client reside in the HPLMN or a supported third party network.

6.X.1.2
Requirements

6.X.1.2.1
Supported access networks

-
The architecture shall support WebRTC IMS client access from the following access networks:

-
3GPP access with 3GPP core (EPC or legacy)

-
Non-3GPP access with EPC

-
Non-3GPP access without EPC (e.g., NSWO)

-
For signalling and media via 3GPP or EPC access, the WebRTC IMS client shall be able to use the (“default”) APN for “internet”.

-
The WebRTC IMS client shall be able to function regardless of breakout location (i.e., location of PGW/GGSN) in HPLMN or VPLMN.

NOTE1:
Further study of the access network and APN selection for signalling/media, mobility (e.g., IP address preservation), breakout location, SIPTO, VCC, etc., for WebRTC IMS clients is deferred beyond Release 12.

6.X.1.2.2
Supported codecs

-
Browsers on 3GPP devices are recommended to support device-resident codecs (in particular AMR, AMR-WB and H.264) and to make them available to WebRTC JS clients.

6.X.1.2.3
Media processing

-
All media plane flows for WebRTC IMS clients shall be anchored in the HPLMN for Release 12 to enable e2ae termination of media plane protocols not supported in IMS.

-
ICE and periodic consent procedures for WebRTC IMS clients shall be supported in e2ae mode.

-
The architecture shall support DTLS-SRTP from the WebRTC IMS client in e2ae mode. (Browser support of SDES-SRTP is TBD in IETF at this time.)

-
The architecture shall support the WebRTC IMS client use of T.140 over DataChannels (as defined for WebRTC) and interworking at the access edge with T.140 transport options supported by IMS.

-
The architecture shall support the WebRTC IMS client use of MSRP over DataChannels and MSRP B2BUA functionality at the access edge for interworking with MSRP transport options supported by IMS.

-
The architecture shall support the WebRTC IMS client use of BFCP over DataChannels and interworking at the access edge with BFCP transport options supported by IMS.

NOTE:
HTTP based transport schemes such as Websockets or Restful APIs are potential alternatives to DataChannels for transport of T.140, MSRP and BFCP but have one or more of the following limitations: require more complex interworking for interop with legacy endpoints, have some functional limitations, and require use of intermediaries.

-
The architecture shall support the insertion at the access edge of any necessary transcoding.

NOTE1:
The BUNDLE (media multiplexing) option in WebRTC is optional and can be disabled.

NOTE2:
Further study of BUNDLE in e2ae or e2e modes, and of e2e support of ICE, periodic consent, DTLS-SRTP, and DataChannels is deferred beyond Release 12. Further study of support for WebRTC IMS clients without media anchoring at the access edge is deferred beyond Release 12.

6.X.1.2.4
QoS

-
The WebRTC IMS architecture shall allow for PCC access and control for the provision of appropriate QoS to WebRTC media flows using the internet APN via 3GPP access networks.

NOTE1:
Media flows using the internet APN can only receive priority treatment within the access network and not in the internet. While the access network without QoS is usually the largest potential contributor to service problems for media flows, lack of QoS in the internet remains an issue.

NOTE2:
Further study of e2e QoS, and QoS for non-3GPP access types, signalling, other APNs, and BUNDLEd media is deferred beyond Release 12.

6.X.1.2.5
User identity and authentication

-
The architecture shall support the option for the WebRTC IMS client to use either IMS AKA or SIP digest for IMS registration and authentication.

NOTE:
How the UE accesses AKA credentials is FFS and will not be specified in Release 12, pending, e.g., availability of methods for the WIC to access the UICC on the UE.
-
The architecture shall support the option for the WebRTC IMS client to use a standard web identity/authentication mechanism for IMS registration, with the following characteristics:

-
The architecture shall allow either the IMS operator or an authorized third party to identify and authenticate the user of a WebRTC IMS client for access to IMS.

-
The architecture shall support use of any standard web identity/authentication mechanism that satisfies the security requirements of the IMS operator and/or third party. No particular mechanism will be specified.

-
The architecture shall support assignment of IMS identities to a WebRTC IMS client based on the corresponding authenticated web identity. The assigning entity shall only be able to assign valid IMS identities allocated to it by the IMS. The method of assigning IMS identities is a matter of local policy for the assigning entity.

6.X.1.2.6
Service architecture

-
The architecture shall allow for a third party hosting the WebRTC client to optionally provide communication services in addition to those provided by IMS. No such services will be specified in Release 12.

6.X.1.2.7
Regulatory features

-
The architecture shall make provision for lawful intercept by anchoring of all media in the HPLMN in Release 12.

NOTE1:
Support for emergency and priority services is deferred beyond Release 12.

6.X.1.2.8
Subscriber data management

NOTE:
No special provisions are needed for WebRTC IMS client subscriber data management since the client can use HTML-based Ut procedures.
6.X.1.3
UE architecture

Figure 6.X.1.3-1 shows the typical WebRTC UE architecture. The client itself is a JS application downloaded from a web based server that executes within a JS execution environment (typically a browser) on the device. The browser supports WebRTC-specific APIs in addition to other standard browser APIs to enable the JS application to control media sources and sinks on the device as well as media flows on the wire. The browser provides for all external communication for the application, e.g., HTTPS or WSS for signalling and SRTP or DataChannels (SCTP/DTLS/UDP) for media.
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Figure 6.X.1.3-1: WebRTC UE architecture

6.X.1.4
Signalling architecture

Figure 6.X.1.4-1 shows the WebRTC IMS signalling architecture. The WWS is located either within the HPLMN or within a third party network and is the first web server contacted by the user (generally by clicking on a link or entering a URL into the browser). The WAA is the endpoint for the signalling connection from the client and is usually located in the HPLMN but can also be located in the third party network if the WWS is also located in the third party network.
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Figure 6.X.1.4-1: WebRTC IMS signalling architecture

6.X.1.5
Functional entities

6.X.1.5.1
WIC (WebRTC IMS client)

A WebRTC IMS Client (WIC) is a WebRTC JS application capable of interoperating with the WebRTC IMS access architecture defined herein. The WIC application is downloaded from a web server within the HPLMN or a third party network and provides access to the communications services of the IMS. The WIC shall function on any device supporting a browser with WebRTC extensions via any IP access network with internet access, subject to the QoS and reachability limitations of the access network.

6.X.1.5.2
WWS (WebRTC web server)

The WebRTC web server (WWS) is the initial point of contact in the web for the user. The WWS has the following characteristics and functions:

-
The WWS is located either in the HPLMN or a third party network authorized by the HPLMN.

-
The WWS provides the web page presenting the user interface to the user for IMS access.

-
The WWS provides for the downloading of the JS WIC application to the browser on the UE.

-
If the WIC does not enforce the use of IMS digest authentication for the user, the WWS arranges for identification and authentication of the user using web procedures.

-
The WWS manages the correct and consistent allocation of authorized IMS identities to WICs associated with authenticated web identities.

6.X.1.5.3
WAA (WebRTC access aggregator)

The WebRTC access aggregator (WAA) is the network server terminating the SIP over WSS connection from the WIC. The WAA has the following characteristics and functions:

-
The WAA is usually located in the HPLMN but can be located in an authorized third party network if the WWS is also in the third party network.

-
The WAA aggregates SIP traffic from multiple WICs towards the WACF.

-
The WAA can act as the SIP registrar for WICs that are allocated IMS identities by a third party from wildcard identities assigned to the third party.

-
The WAA can verify the correct allocation of IMS identities by a third party.

-
When located in a third party network, the WAA can provide communication services to the WIC in addition to those provided by IMS.

6.X.1.5.4
WACF (WebRTC access control function)

The WebRTC access control function (WACF) controls the WAGW functions needed to adapt the the WIC bearer flows for IMS. The WACF has the following characteristics and functions:

-
The WACF resides in the HPLMN.

-
The WACF maintains secure transport connections to known WAA entities in the home and third party networks.

-
The WACF handles the aggregated SIP traffic for multiple WebRTC clients via one or more WAAs.

-
The WACF includes key P-CSCF or IBCF functions needed for WIC access to IMS, including PCC control, Mx procedures and AGW/TrGW control.

-
The WACF controls the media plane interworking functions provided by the WAGW.

-
The WACF routes originating and terminating SIP requests between the appropriate WAA and S-CSCF.

6.X.1.5.5
WAGW (WebRTC access gateway)

The WebRTC access gateway (WAGW) provides media plane interworking as needed for WICs. The WAGW has the following characteristics and functions:

NOTE:
WebRTC only supports audio, video and data media. Hence any media plane protocol other than audio and video must use WebRTC DataChannels for transport.

-
The WAGW resides in the HPLMN.

-
The WAGW performs e2ae ICE lite procedures with the WIC as mandated by WebRTC.

-
The WAGW performs e2ae media consent procedures with the WIC, based on STUN binding requests, as mandated by WebRTC.

-
The WAGW performs e2ae DTLS-SRTP procedures for audio and video media with the WIC, as mandated by WebRTC.

Editor’s Note: Support of SDES-SRTP is still under discussion in the IETF. Even if WebRTC mandates support for SDES-SRTP, the WAGW will need to be able to terminate SDES-SRTP for interworking with IMS endpoints that do not support media plane security, as SRTP is mandated in WebRTC.

-
The WAGW performs any transcoding needed for audio and video codecs supported by the browser.

-
When GTT service is requested, the WAGW performs transport level interworking between T.140 over DataChannels and other T.140 transport options supported by IMS.

-
When MSRP is requested, the WAGW performs as an MSRP B2BUA between MSRP over DataChannels and the other MSRP transport options supported by IMS.

-
When BFCP service is requested for conference floor control, the WAGW performs transport level interworking between BFCP over DataChannels and other BFCP transport options supported by IMS.

6.X.1.6
Reference points

6.X.1.6.1
W1a (UE to WAA)

The W1a reference point is between the UE (with a browser running a WIC application) and the WAA. The protocols on this interface are unspecified in Release 12 but all procedures shown assume the use of SIP over WSS.

6.X.1.6.2
W1b (UE to WWS)

The W1b reference point is between the UE and the WSS. HTTPS will normally be used to access the web page providing the UI for the WIC and to download the WIC JS application to the browser.

6.X.1.6.3
W2 (WWS to WAA)

The W2 reference point is between the WWS and WAA. W2 provides for the WWS to register its presence with the WAA so that the WWS can assign WICs to contact the WAA. The WAA also uses W2 to request the WWS to verify the contents of any security token presented by a WIC. W2 is expected to be based on HTTPS.

6.X.1.6.4
W3 (WAA to WACF)

The W3 reference point is between the WAA and WACF. W3 provides for transport of SIP messages between a WAA and a WACF for all WICs managed by the WAA. W3 is secured using network domain security procedures using IPSEC or TLS.

6.X.1.6.5
W4 (WACF to WAGW)

The W4 reference point is between the WACF and WAGW and comprises the H.248 procedures needed for the WACF to control WAGW bearer functions.
6.X.1.7
Transport architecture

Figure 6.X.1.5-1 shows the transport architecture for WebRTC IMS client access, showing the optional use of PCC under control of the WACF to allocate QoS for media flows and an optional NAT/FW between the UE and PCEF.
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Figure 6.X.1.7-1: WebRTC IMS transport architecture

6.X.1.8
Media plane protocol architecture

Editor’s Note: This section will include protocol stacks representing the transport and interworking configurations needed to support e2ae media procedures for ICE, periodic consent, DTLS-SRTP, transcoding, and DataChannels in support of T.140, MSRP, BFCP and T.38.
DataChannel transport is selected over other available HTTP-based options for transport of all non-audio and non-video media plane protocols to avoid one or more of the following limitations:

-
HTTP transport options typically will not allow setup of direct transport connections between peers due to possible presence of NAT/firewall and probable lack of DNS entries for the endpoints.
-
The forced insertion of an intermediary removes the option of providing end-to-end media security.

-
Since HTTP transport options are typically not signalled using SDP, a gateway will need to provide in-band to out-of-band signalling interworking for interoperation with legacy servers and endpoints that do not support the transport option.
-
Some HTTP transport options have functional restrictions compared to the standard end-to-end media transport options. For example, MSRP file transfer using Restful APIs requires temporary file storage at an intermediary rather than direct peer-to-peer file transfer.
-
WebRTC mechanisms for ICE, media security, media endpoint identification and media multiplexing are only available for audio media, video media and DataChannels.
6.X.2
Description of the solution - Procedures

    Editor’s Note: Describes the high-level operation, procedures and information flows for the solution.
6.X.2.1
Registration

6.X.2.1.1
Introduction

The WebRTC IMS architecture supports three different IMS registration scenarios that differ in the authentication method, type of IMPU being registered (i.e., with separate HSS entry or as a member of a wildcard IMPU range), and ownership of the WWS and WAA (i.e., HPLMN or third party).

Scenario 1 in clause 6.X.2.1.2: The user has a subscription with an individual IMPU as uses IMS digest to authenticate with IMS. The WAA is located within the HPLMN and the HPLMN trusts the WWS to perform its services. An alternative based on AKA is not shown but is very similar.
Scenario 2 in clause 6.X.2.1.3: The user has a subscription with an individual IMPU but uses a web identity and authentication scheme to register with IMS. The WWS assigns IMS identities to the user based on the user’s web identity (e.g., via database lookup or other translation). The WAA is located within the HPLMN and the HPLMN trusts the WWS to perform its services.

Scenario 3 in clauses 6.X.2.1.4 and 6.X.2.1.5: The WWS is located in a third party network and has a subscription with IMS for a wildcard IMPU. The WAA registers the wildcard IMPU with IMS on behalf of the WWS. The WWS assigns IMS identities to individual users from its assigned wildcard IMPU. The WAA acts as the SIP registrar for WICs assigned individual IMPUs from the wildcard IMPU range. The WAA can be located either in the HPLMN or a third party network. Clause 6.X.2.1.4 shows the WAA wildcard IMPU registration procedure. Clause 6.X.2.1.5 shows the WIC registration procedure.
6.X.2.1.2
WIC registration of individual IMPU with IMS using IMS digest

To support WIC registration using IMS digest, the WAA must be located in the HPLMN. The HPLMN trusts the WWS to provide the WIC application and redirect the WIC to the WAA for service. The user enters information needed for IMS registration (e.g., IMPI and IMPU) to the WIC via unspecified  means. For example, the user may store this information in cookies or local browser storage after visiting a secure web site provided by the IMS operator.

Figure 6.X.2.1.2-1 shows a registration call flow where the WIC registers with IMS using IMS digest.


[image: image4.emf]UE WWS WAA WACF

I/S-

CSCF

1. HTTPS to IMS web server

2. Open secure WebSocket using CORS

3. SIP REGISTER request

5. SIP REGISTER request

4. SIP 401 Unauthorized response

6. SIP 200 OK response


Figure 6.X.2.1.2-1: WIC registration of individual IMPU with IMS using IMS digest

1.
From within a WebRTC-enabled browser, the user accesses a URI to the WWS to initiate an HTTPS connection to the WWS. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWS.

2.
The WIC opens a WSS connection to the WAA using standard cross-origin resource sharing (CORS) procedures to ensure that the WIC originated from a WWS authorized to access this WAA.

3-6.
The WIC initiates a SIP registration transaction with IMS via the WAA by sending a SIP REGISTER request to the WAA via the WSS connection. The SIP REGISTER request includes IMS Digest authentication parameters, IMPI, IMPU and other information as needed for access via any IPCAN.

6.X.2.1.3
WIC registration of individual IMPU with IMS based on web authentication

To support WIC registration based on web authentication, the WAA located in the HPLMN trusts the WSS to authenticate and assign IMS identities to the WIC.

Figure 6.X.2.1.3-1 shows a registration call flow where the WIC registers with IMS based on web authentication with the WSS.
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Figure 6.X.2.1.3-1: WIC registration of individual IMPU based on web authentication

1.
From within a WebRTC-enabled browser, the user accesses a URI to the WWS to initiate an HTTPS connection to the WWS. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWS. The WWS authenticates the user using a common web authentication procedure, determines the IMPI and IMPU assigned to the user (e.g., via an LDAP query to an identity database {not shown} using the authenticated identity as key), issues a security token for the user (e.g., where the security token is a JSON Web Token) and returns the IMS identities as claims within the security token to the WIC.

2.
The WIC opens a WSS connection to the WAA using CORS procedures to ensure that the WIC originated from a WWS authorized to access this WAA.

3.
The WIC sends a SIP REGISTER request to the WAA via the WSS connection. The request includes the IMPI and IMPU extracted from the claims in the security token, as well as the security token received from the WWS as an attachment to the request.

4.
If not already established, the WAA opens an HTTPS connection to the WSS that is two-way authenticated based on server certificates. The WAA sends the security token to the WWS for verification.

5.
The WSS returns a message to the WAA to validate the security token and to authorize use of the IMS identities.

6.
The WAA forwards the authorized SIP REGISTER request to IMS via the WACF to initiate authentication-less IMS registration.

7.
IMS returns a SIP 200 OK response to the WIC to confirm successful IMS registration.

6.X.2.1.4
WAA registration of wildcard IMPU with IMS on behalf of WWS

In some scenarios, the WWS obtains control of a wildcard IMPU range from which it can assign individual IMPUs to WICs. The WWS is usually located within a third party network authorized by the IMS operator to to grant IMS access to WICs using the allocated IMS identities. The WAA acts as the SIP registrar for all WICs using IMS identities from the assigned wildcard IMPU range. The WAA registers each wildcard IMPU range with IMS using either static mode or registration mode so that individual WICs can receive service based on the registration of the wildcard IMPU. The WAA can be located in either the IMS operator network or a third party network as long as access to service based on the assigned identities is appropriately verified and restricted.

NOTE:
WAA location in a third party network can enable the third party network to offer communications services in addition to those offered by the IMS. Extra security precautions are needed to ensure proper assignment of identities to WICs and proper IMS service authorization. The definition of third party services that a WAA might offer is out of scope.

Figure 6.X.2.1.4-1 shows a registration flow where the WWS requests the WAA to register a wildcard IMPU range on its behalf with IMS.
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Figure 6.X.2.1.4-1: WAA registration of wildcard IMPU on behalf of WWS

1.
The third party WWS establishes a TLS connection to the WAA with bilateral authentication based on server certificates. The WWS sends a message to the WAA requesting that the WAA register on its behalf with IMS. The message includes the block of IMS identities associated with the WWS that are to be delegated to the WAA and IMS digest authentication parameters.

2.
In the static mode case, the associated IMS identities are already registered with IMS by configuration, so the WAA bypasses steps 2 and 3, and continues with step 4. In registration mode, the WAA initiates an IMS registration transaction by sending a SIP REGISTER request to the WACF and S-CSCF to register the block of IMS identities asserted by the WWS.

3.
In registration mode, the S-CSCF returns a digest challenge to the WAA.

4.
In static mode, the WAA directly challenges the request in step 1. In registration mode, the WAA forwards the challenge received from the S-CSCF in step 3.

5.
The WWS resends the IMS registration request to the WAA with the IMS digest credentials.

6.
In registration mode, the WAA sends another SIP REGISTER request to the WACF and S-CSCF that includes the IMS digest credentials from the WWS.

7.
In registration mode, the S-CSCF responds with a SIP 200 OK response if the credentials are accepted.

8.
In static mode, the WAA verifies the credentials from the WWS directly. In registration mode, the WAA waits for successful IMS registration. After success in either case, the WAA sends an OK response to the WWS to confirm that the WAA has successfully registered the block of IMS identities with IMS on behalf of the WWS.

6.X.2.1.5
WIC registration of individual IMPU from wildcard IMPU range

The WWS that obtains control of a wildcard IMPU according to the procedure in clause 6.X.2.1.4 can assign individual IMPUs from the wildcard range to WICs under its control.

Figure 6.X.2.1.5-1 shows the registration flow for a WIC being assigned an individual IMPU from a wildcard IMPU range assigned to the WWS.
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Figure 6.X.2.1.5-1: WIC registration of individual IMPU from wildcard IMPU range

1.
From within a WebRTC-enabled browser, the user accesses a URI to the WWS to initiate an HTTPS connection to the WWS. The TLS connection provides one-way authentication of the third party server based on the server certificate. The browser downloads and initializes the WIC from the WWS. The WWS may authenticate the user via unspecified means, assigns IMPI and IMPU to the user from those identities that the IMS operator has assigned to the WWS, issues a security token for the user (e.g., where the security token is a JSON Web Token) and returns the IMS identities as claims within the security token to the WIC. Unauthenticated users are anonymous to the third party but may still be authorized for IMS service.

2.
The WIC opens a WSS connection to the WAA using CORS procedures to ensure that the WIC originated from a WWS authorized to access this WAA.

3.
The WIC sends a SIP REGISTER request to the WAA via the WSS connection. The request includes the IMPI and IMPU extracted from the claims in the security token, as well as the security token received from the WWS as an attachment to the request.

4.
The WAA establishes an HTTPS connection to the WSS that is two-way authenticated based on server certificates. The WAA sends the security token to the WWS for verification.

5.
The WSS returns a message to the WAA to validate the security token and to authorize use of the IMS identities. The WAA verifies that the IMS identities being registered are assigned to the third party based either on 1) configuration data identifying the IMPUs associated with the third party that the WWS is allowed to assign to users accessing IMS via the WAA (e.g., static mode operation) or 2) explicit prior WWS request for the WAA to perform IMS registration of a block of IMPUs on behalf of the third party (i.e., registration mode operation). 

6.
The WAA returns a SIP 200 OK response to the WIC to confirm successful registration.

6.X.2.2
Origination and Termination

Origination and termination flows for WebRTC IMS clients follow standard IMS procedures with the exception that routing of all messages between the WIC and the S-CSCF traverse the WAA and WACF. No further details are necessary.
6.X.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
6.X.4
Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated. 
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