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Start of First Change

8.3.2
Comparison of Control Protocol Solutions

The following text captures a summarized comparison of control protocol solutions for SaMOG Phase-2. The section focuses on the remaining solutions i.e. WLCP/WCS (sol.1 & 10), PPPoE and the Enhanced DHCPv4 and stateless DHCPv6 control plane solution. 

Solution 10 of TR (WCS: WLAN control signalling) introduces the WCS as control protocol, the mechanism is similar as WLCP and can be considered as one category.
8.3.2.1 Basic Negotiations during EAP

All three solutions support the same functionality. These negotiations are based on protocol enhancements that are completely self-contained in 3GPP (define new specific EAP-AKA attributes in 3GPP). 
8.3.2.2 PDN connection management 
· The DHCP solution is not ONE solution, as it requires using TWO different protocols: DHCPv4 and DHCPv6. Depending on the PDN type to use, one of these protocols or both protocols need to be used.

· The DHCP solution is not just adding new information elements. The DHCP solution impacts DHCP signal semantics and thereby the DHCP state machine. Two examples:

· A DHCPv6 reply is sent to the UE as indication to disconnect a PDN connection. This is a reply upon a DHCPv6 request that was sent to setup the PDN connection. That request was already replied to as part of the PDN connection setup signalling. So, the solution proposal is to send two replies upon a single request. This violates both the semantics and the state machine of the DHCP implementation on UE and TWAG.

· Stateless DHCPv6 is a protocol used to request protocol information from the network without creating state. As described in RFC 3736: “Stateless Dynamic Host Configuration Protocol service for IPv6  (DHCPv6) is used by nodes to obtain configuration information, such as the addresses of DNS recursive name servers, that does not require the maintenance of any dynamic state for individual clients.”. The use of stateless DHCP to activate and manage PDN Connections breaks this principle.

· The DHCP solution is not a standard DHCP implementation anymore. This implies that 3GPP would need to get these changes accepted at IETF. In this respect, neither WLCP nor PPPoE require modifications to be made in another SDO.

· All three solutions require the definition of NAS-like services to the upper layers. In the DHCP and PPPoE solution, this part has not been described. For WLCP, either existing NAS 24.008 state machine (w/o MBMS) and a few IEs from PDP-Activation/Deactivation procedures could be re-used, or a new simple protocol with 4 messages derived from the SM message semantics specified in 24.008 without the need to adopt the whole 24.008.
8.3.2.3 NSWO management
The three solutions provide NSWO in a very similar way.

8.3.2.4 UE Impact

The DHCP-based solution may have OS impact and may depend on the OS being upgraded to support Release 12 features. The PPPoE solution also has impacts on the OSs, whereas the WLCP does not impact any OS by providing the same services that NAS provides already. PPPoE is a heavy protocol designed for much more than simple PDN connection management. 

8.3.2.5 Network Impact

WLCP and DHCP solutions are equivalent in terms of impact on the network. But PPPoE has a very important impact on the network in terms of processing load compared to both WLCP/WCS and DHCP solutions, and this may raise TWAG costs. Also note that PPPoE is more and more abandoned due to its complexity and number of messages exchanges.

8.3.2.6 Extensions and Support for real-time services

A possible future extension to control plane signalling is network-initiated or UE-initiated messaging after PDN Connection establishment. A typical use case may be the support of real-time services requiring TFT installation in the UE (e.g. VoIMS).

The DHCP-based solution is not suited for any scenario where signalling initiated by the network is required, unless considerable extensions are introduced. For PPPoE a new protocol within the PPP suite will need to be defined, thus defying the argument that current PPPoE implementations in the UEs can be reused. WLCP, on the contrary, being based on NAS already supports these features. 
End of First Change

Start of Second Change

9.2.X
Conclusions
It has been agreed that WLCP is used for the control plane (refer to solution 1). 
End of Second Change

Background & details
PDN connection management 
	Solution

Criteria/ features
	WLCP/WCS
(Sol. 1/10)
	PPPoE

(Sol. 7)
	Enhanced DHCPv4 and stateless DHCPv6

	Overview
	· Either a set of four messages and associated UE/NW state machines 

· Or a re-use of a minimal subset of 24.008, 
· specifically the five SM signalling messages: Activate PDP Context request, Activate PDP Context accept, Activate PDP Context reject, Deactivate PDP Context request, Deactivate PDP Context accept

· maintain semantic of messages and re-uses most parameters

· uses a subset of the NAS state machine, not a new one
	· Extends PPPoE to carry PDN connection management parameters

· One PPPoE session per PDN connection

· 
	· re-uses DHCP message names, but uses them with different semantic, thus it is a completely new protocol

· modifies stateful DHCPv4 state machine
· requires new state machine for stateless DHCPv6
· introduces brand new set of parameters

	Services to upper layers
	· Same as on the cellular stack (same SAPs), reusing existing interface definitions

· Upper layers see a network interface with the same services as the 3GPP stack (though with limited features due to WLAN supported features, e.g. no QoS)
	· An additional NAS-like layer (i.e. service interface) is required, needs to be defined
	· An additional NAS-like layer (i.e. service interface) is required, needs to be defined



	Protocol in use
	· Same protocol for PDNs of type v4, v6, v4v6 (i.e. same behavior as over the cellular link)

· SLAAC on top of WLCP for IPv6 address allocation
	· PPPoE followed by PPP LCP for basic negotiation

· After PPPoE and PPP LCP, IPCP for v4 

· After PPPoE and PPP LCP, IPv6CP for v6 type, 

· For v4v6, both IPCP and IPv6CP are performed after PPPoE and PPP LCP.

· IPv6CP is followed by either stateful or stateless autoconfiguration 
	· For IPv4 only, DHCPv4 is used as control protocol

· For IPv6 only, stateless DHCPv6 is used

· For IPv4v6, stateless DHCPv6 is used 

	Parameters in PDN connection management
	· Same as in NAS case (APN, request type, PDN type, PCO, etc.)

· New parameters can be added in line with 24.008/24.301 as new PDN session management features are introduced
	· Same as in NAS case (APN, request type, PDN type, PCO, etc.)
	· Same as in NAS case (APN, request type, PCO, etc.)

· PDN Type not needed, depending on v4/v6, v4v6 the UE uses different protocols

	Handover indication
	· UE: provided in PDN-related signaling

· Approach mirroring behavior on 3GPP access (i.e. handover indication is per PDN)
	· provided in PDN-related signaling

· Approach mirroring behavior on 3GPP access (i.e. handover indication is per PDN)
	· provided either DHCPv4 or stateless DHCPv6

· Approach mirroring behavior on 3GPP access (i.e. handover indication is per PDN)

	UE-initiated disconnection
	· Use of specific signaling as in NAS, one request per PDN

· Multiple requests possible in parallel

· Same logic as on the cellular link 

· Mirrors 3G NAS behavior (i.e. UE can remain attached with or without NSWO after complete PDN disconnection)
	· Based on PPP disconnection, one request per PDN

· Multiple requests possible in parallel

· Same logic as on the cellular link 

· Mirrors 3G NAS behavior (i.e. UE can remain attached with or without NSWO after complete PDN disconnection)
	· Based on DHCP session release

· Multiple requests possible in parallel

· Same logic as on the cellular link 

· Mirrors 3G NAS behavior (i.e. UE can remain attached with or without NSWO after complete PDN disconnection)

	Network-initiated disconnection
	Same as UE initiated
	Same as UE initiated
	· IPv4 case: based on DHCPv4 FORCE RENEW (with modified semantic and state machine in TWAG and UE) 

· IPv6 case: based on DHCPv6 Reply which requires a completely new state machine in UE and TWAG)

	Additional functionalities supported
	All NAS capabilities already defined for 3GPP link
	Requires new extensions to be defined from scratch
	Requires new extensions to be defined from scratch

	Impact on other standards fora
	Completely self-contained in 3GPP
	Completely self-contained in 3GPP (use Service-Name Tag for APN and Vendor-Specific Tag for other parameters) 
	· IETF has to accept the new message semantics and state machine modifications (see e.g. under “network-initiated disconnection”).

· New DHCP parameters need to be defined; either by IETF or as vendor-specific options by 3GPP.

	Performance (measured in round-trips) of attach of dual-stack PDN connection
	1 +

 [depending on implementation, possibly 1 initial to find the TWAG] +

 SLAAC
	5 (PPPoE 2 exchanges - discovery initiation exchange, discovery request exchange; LCP 1 exchange; IPCP 1 exchange; IPv6CP 1 exchange) + 

SLAAC
	1 +

[plus, depending on implementation, possibly 1 initial to find the TWAG] +

 SLAAC


NSWO management
	Solution

Criteria/ features
	WLCP

(Sol. 1)
	PPPoE

(Sol. 7)
	Enhanced DHCPv4 and stateless DHCPv6

	Authorization
	During EAP based on UE request
	During EAP based on UE request
	During EAP based on UE request

	Establishment
	UE simply uses unmodified DHCPv4 or SLAAC to obtain needed addresses from TWAG. 


	UE simply uses unmodified DHCPv4 or SLAAC to obtain needed addresses from TWAG. 


	UE needs to add in DHCP request indication of whether the request is for NSWO or an APN. 

	Release
	Upon EAP de-authentication/release or explicit DHCP signalling
	Upon EAP de-authentication/release or explicit DHCP signalling
	Explicit DHCP signalling


UE Impact

	Solution

Criteria/ features
	WLCP

(Sol. 1)
	PPPoE

(Sol. 7)
	Enhanced DHCPv4 and stateless DHCPv6

	Terminal impact: OS
	· No impacts, OS sees a connectivity layer/functions identical to the 3GPP access

· No impact on OS IP address management for NSWO
	PPPoE is supported in some OSs (e.g. on Android), but not for the purpose of multiple PDN connections. New PPPoE parameters are needed. Also, an intermediate layer between PPPoE and the service layer will be needed.  
	Must support modified DHCP solutions or have modified DHCP implemented in lower layers

	Terminal impact: stack
	Can be implemented together (same location)  or separately from current NAS
	Implemented as an enhancement of PPPoE in same location as current PPPoE.  
	Implemented as a new protocol in OS or lower layers


Extensions and Support for real-time services
	Solution

Criteria/ features
	WLCP

(Sol. 1)
	PPPoE

(Sol. 7)
	Enhanced DHCPv4 and stateless DHCPv6

	Possible future extensions in network-initiated messaging after PDN connection establishment.
	A network-initiated message towards the UE to set the TFT for uplink can be used and based on current NAS. 
	PPPoE, LCP and IPCP do not support spontaneous signalling from the network for this kind of purpose. Probably needs the definition a new Network Control Protocol (NCP) within the PPP suite to achieve this.
	DHCP is not designed for spontaneous signalling from the network for this kind of purpose. Maybe a method similar to the network-initiated disconnection as described above can be used. This would however introduce impact to the DHCP semantics and state machine.
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