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Introduction

Once two UE’s have discovered one another as proposed in [1], they may wish to establish a PtP link for direct transmission. We propose a solution that should work both in and out of coverage. This solution allows operator and application level control in link establishment as well as data volumes enforcement.
Discussion 

The establishment of a data link entails instructing the entities involved (UE’s and, if in coverage, eNB’s) on the terms of the communication establishment. This shall work both when the UE’s are under network coverage and outside network coverage for the Public safety case. 
Under network coverage the eNB’s involved in communication (the ones where the UE is in RRC connected state when while the procedures are ongoing) are involved in getting the communication authorized and set up. The message flow in the picture here below is an example of how this could work.
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Figure 1 - case of two UE's under network coverage
UE A is the initiator of direct communication. UE B is the called party. It is assumed in step 1 the initiator contacts the called party using the discovery channel as a medium for session set up signalling, using the Prose ID of the target as address..

If UE B accepts communication establishment, it would respond on the discovery channel using the prose ID of the calling party as address. 

At the end of step 2, both UE’s know if the peer has accepted direct communication and know whether the peer is in or out of coverage of one eNB (as this information is exchanged between the UE’s).

At this stage the UE’s, if they are under coverage, enter, if they were not already, RRC connected state in the respective radio access node and start the authorization steps.

The UE initiating the communication in step 1 appears to its MME as the one asking for communication authorization (possibly also at application level), using the ProSe ID’s that are assigned by the network to the UE’s. For the eNB to be able to resolve the MME the UE is homed to, the Prose ID must implicitly identify the MME the UE is homed to. The IP address or the name of the server where the MME needs to optionally check for application layer authorization and maybe obtain data volume quotas and possibly other necessary information,  is provided by the UE’s (another option is that the name of the application is resolved to the right IP address by the MME based on business agreements, solely based on a agreed-upon Group ID). The Application is assumed to have the current Prose ID available for the two UE’s available via a registration mechanism.

The “in coverage indication flags” indicate which of the two parties is in coverage. In the case depicted in figure 1, both UE’s notify the other UE they are in coverage, so these flags are set to true.
It should be noted that the message for communication authorization include first the Prose ID of the initiator of communication and second the called party ProSe ID. The in coverage indication flags provide the network with information as to whether the called and calling party are in coverage.

In the message flow indicated in figure 1 here above both parties are in coverage when the dashed lines apply also. Otherwise when the UE’s are out of network coverage the respective dashed lines do not apply.
The MME of the calling party is in charge of asking for authorization if the calling party is in coverage. Otherwise it will be the called party MME. When none of the UE’s is in coverage, no authorization step is assumed and local authorization to direct communication out of network coverage is assumed for public safety UE’s.
It should be noted that the MME obtaining authorization from the application (i.e. the calling party MME, as per the flow above) , contacts  the MME of the other UE only in case both UE’s are under coverage, 
When the Calling party UE is not under coverage, then MME and eNB of the called party (if different from those of the calling party) would be in charge to request authorization, as described in figure 2.  In this case the in coverage flag of the calling party is set to FALSE and the MME of called party takes action to get application level authorization and will not wait for a message from the MME of the calling party.
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Figure 2 - Direct communication when the called party UE only is in coverage

Conversely, when only the calling party is in coverage, the MME and eNB of the calling party only (if different from those of the called party) would be involved in communication authorization and set up , as depicted  in figure 3. In this case the in-coverage flag of the called party would be set to FALSE and the MME of the calling party would not send an authorization message to the called party MME as in figure 1.

[image: image3.emf]UE A Application eNB-A UE B

UE A has discovered UE B and the UE’s belong to same Group and share a secret, UE B is 

not in coverage and notifies UE-A of that in step 2.

MME-A obtains authorization to establish direct comms and 

optionally obtains data volume quotas. Based on content of in-

coverage flags it does not contact MME B

eNB-B MME-A MME-B

8) Direct communication  (Prose ID A, Prose ID B, Group ID) Sent on a dedicated traffic channel secured with shared secret 

possibly provided by the network as part of transmission parameters, or pre-configured

5) S1-AP Grant Direct communication (Group IDProse ID A, Prose ID B, quotas (optional), Transmission parameters (optional))

1) Direct communication request (Group ID, Prose ID A ) sent on discovery channel using Prose ID B as address

2) Direct communication ACK (Group ID, Prose ID B ) sent on discovery channel using Prose ID A as address

6) RRC-Authorise Direct communication Accept  (Prose ID A, Prose ID B, Group ID, Transmission parameters (optional))

7) RRC-Authorise Direct communication complete (Group ID, Prose ID A, Prose ID B, Group ID)

3) RRC-Authorise Direct communication request (Group ID, Prose ID A, Prose ID B, Group ID App server IP@ or FQDN, in-coverage ind flags.)

4) S1-AP -Authorise Direct communication request Group ID, Prose ID A, Prose ID B, Appl.Server IP@;in coverage indication flags))


Figure 3 - Direct communication when the calling party UE only is in coverage
When the Two UE’s are finally authorized to communicate the UE’s receive from the MME(s) also optional transmission parameters configuration (including e.g. secret keys, frequencies, power range, QoS). In absence of network coverage this is assumed to be pre-configured in the UE. Also application layer encryption may be adopted if link layer encryption was not available outside network coverage. Some transmission parameters also apply to the eNB.

At step 10 in figure 1, or 8 in figure 2 and 3, direct communications is started. This step may include RAN signalling between or with UE’s out of coverage to further coordinate transmission.  During this phase the initiator acts as DHCP server for IP address assignment on the Link, unless the called party acts as a relay, and the calling party is not a relay, in which case the IP address is assigned by the called party. Also, throughout the procedures, the Radio network nodes may coordinate e.g. via X2 for optimal transmission, but this is not in scope of SA2 study and more in scope of RAN activities, so this detail is not provided here.

As a result of this procedure, the architecture for direct communications establishment could be the following.
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The user plane path to the application server is optional and is used primarily for application registration as discussed in [1]. The prose authorization interface is shown as a direct logical interface between  MME and the prose application, but in principle the S11-S5 path may mediate the application interaction, via a PCRF Rx interface.
Conclusion
This paper identifies a possible method for direct communications establishment in LTE. It is proposed this is captured in TR 23.703.
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6.X
Solution X: Direct Communications Point to point with authorization based on application-defined Group ID and system provided ProSe ID

6.X.1
Functional description

This solution is expected to apply for all direct communication cases (in and (for Public Safety UE’s) out of coverage). It is assumed the calling party UE knows the Group ID and the ProSe ID (which also is or maps to radio link layer addresses) of the communication peer (called party), perhaps after a targeted discovery process or by pre-configuration or autoconfiguration. 
As per Targeted discovery based on application-defined Group ID and system provided ProSe ID defined in section 6.Z , the Group Id is also associated to a secret that may be used for application layer encryption. The network may provide additional encryption keys for UE’s in coverage, however the Group secret may be used when UE are out of coverage for encryption. During the authorization process , for UE’s under network coverage, the eNB may also get configured also with information related to transmission (e.g. applicable radio resources information). The UE also may receive additional configuration information (like security keys). Default configuration information sufficient to perform communication is assumed for Public safety UE’s operating out of coverage.   It also assumed that, if application level authorization was required by the operator, the MME can reach an application server for application layer validation and authorization of communications. This may be triggered e.g. by  the specific application used or subscription of the UE’s. The address of this application server (or its FQDN) may be provided by the UE or it could be, if the application group is supported directly by the operator via a business agreement, resolved locally by the MME based on the received value of the the Group ID. The MME may reject the establishment of the direct link even if the application server may grant it, based on 3GPP layer considerations alone.  
If direct communication is rejected, the UE’s, if they are under network coverage, may continue to communicate via the infrastructure as they are assumed to have an active default PDN connection as they re in connected mode in EUTRAN while the authorization procedure is ongoing.
UE’s can exchange direct communication establishment signalling using the discovery channel. This makes it possible to asynchronously enter into communication without the need of network initiated paging.

A possible system architecture for the case of UE’s under coverage is the following (omitting explicitly calling out the two UE’s) :
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The user plane path to the application server is optional and is used primarily for application registration and UE configuration. The optional prose authorization interface is shown as a direct logical interface between MME and the prose application, but in principle the S11-S5 path may mediate the application interaction, via a PCRF Rx interface.
6. X.2
Procedures

The following procedures are instrumental to the establishment of a direct communication link point to point between two ProSe enabled UE’s, whether one, both or none of them are under network coverage. The establishment of a data link entails instructing the entities involved (UE’s and, if in coverage, eNB’s) on the terms of the communication establishment. 

Under network coverage the eNB’s involved in communication (the ones where the UE is in RRC connected state when while the procedure for establishment of the data link are ongoing) are involved in getting the communication authorized and set up. The message flow in Figure 6.x.2-1 here below is an example of how this could work.
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Figure6.x.2-1 - case of two UE's under network coverage ( if dashed lines apply) or out of coverage (dashed line does not apply. 

UE A is the initiator of direct communication. UE B is the called party. It is assumed in step 1 the initiator contacts the called party using the discovery channel as a medium for session set up signalling, using the Prose ID of the target as address..

If UE B accepts communication establishment, it would respond on the discovery channel using the prose ID of the calling party as address. 

At the end of step 2, both UE’s know if the peer has accepted direct communication and know whether the peer is in or out of coverage of one eNB (as this information is exchanged between the UE’s).

At this stage the UE’s, if they are under coverage, enter, if they were not already, RRC connected state in the respective radio access node and start the authorization steps.

The UE initiating the communication in step 1 appears to its MME as the one asking for communication authorization (possibly also at application level), using the ProSe ID’s that are assigned by the network to the UE’s. For the eNB to be able to resolve the MME the UE is homed to, the Prose ID must implicitly identify the MME the UE is homed to. The IP address or the name of the server where the MME needs to optionally check for application layer authorization and maybe obtain data volume quotas and possibly other necessary information, is provided by the UE’s (another option is that the name of the application is resolved to the right IP address by the MME based on business agreements, solely based on a agreed-upon Group ID). The Application is assumed to have the current Prose ID available for the two UE’s available via a registration mechanism.

The “in coverage indication flags” indicate which of the two parties is in coverage. In the case depicted in figure 1, both UE’s notify the other UE they are in coverage, so these flags are set to true.

It should be noted that the message for communication authorization include first the Prose ID of the initiator of communication and second the called party ProSe ID. The in coverage indication flags provide the network with information as to whether the called and calling party are in coverage.

In the message flow indicated in figure 6.x.2-1 here above both parties are in coverage when the dashed lines apply also. Otherwise when the UE’s are out of network coverage the respective dashed lines do not apply.

The MME of the calling party is in charge of asking for authorization if the calling party is in coverage. Otherwise it will be the called party MME as in figure 6.x.2-2. When none of the UE’s is in coverage, no authorization step is assumed and local authorization to direct communication out of network coverage is assumed for public safety UE’s.

It should be noted that the MME obtaining authorization from the application (i.e. the calling party MME, as per the flow above) , contacts  the MME of the other UE only in case both UE’s are under coverage, as per figure 6.x.2-1.

When the Calling party UE is not under coverage, then MME and eNB of the called party (if different from those of the calling party) would be in charge to request authorization, as described in figure 6.x.2-2.  In this case the in coverage flag of the calling party is set to FALSE and the MME of called party takes action to get application level authorization and will not wait for a message from the MME of the calling party.
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Figure 6.x.2- 2 - Direct communication when the called party UE only is in coverage

Conversely, when only the calling party is in coverage, the MME and eNB of the calling party only (if different if different from those of the called party) would be involved in communication authorization and set up, as depicted in figure 6.x.2-3. In this case the in-coverage flag of the called party would be set to FALSE and the MME of the calling party would not send an authorization message to the called party MME as in figure 6.x.2-1.
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Figure6.x.2- 3 - Direct communication when the calling party UE only is in coverage
When the Two UE’s are finally authorized to communicate the UE’s receive from the MME(s) also transmission parameters configuration (including e.g. secret keys, frequencies, power range, QoS, filters to determine which traffic should go on direct link and which on infrastructure path). In absence of network coverage it is assumed that transmission parameters are pre-configured in the UE. Also application layer encryption may be adopted if link layer encryption was not available outside network coverage. Some transmission parameters also apply to the eNB.

At step 10 in figure 6.x.2-1, or 8 in figure 6.x.2-2 and 6.x.2- 3, direct communications is started. This step may include RAN signalling between or with UE’s out of coverage to further coordinate transmission. During this phase the initiator acts as DHCP server for IP address assignment on the Link, unless the called party acts as a relay, and the calling party is not a relay, in which case the IP address is assigned by the called party. 
Also, throughout the procedures, the Radio network nodes may coordinate e.g. via X2 for optimal transmission, but this is not in scope of SA2 study and more in scope of RAN activities, so this detail is not provided here.
If the UE’s are not authorized to use Prose, they (if applicable) can continue to communicate via the infrastructure as they are already in RRC connected state.
6.X.3
Impact on existing entities and interfaces
-
MME :

- needs to be able to issue and maintain the ProSeID

- need to support interactions with eNB’s and  applications for ProSe direct communications authorization.
-
eNB: 

- Must enable the transmission on a broadcast discovery channel using unicastaddress (ProSe ID) and group address (Group ID) as well as to all devices

-must support the direct communications links transmissions

- must be involved in direct link set up.

-
UE: must register for ProSe at application and 3GPP layer, must support discovery channels and the related RAN layer procedures
6.X.4
Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated. 
End of changes
3GPP

SA WG2 TD


_1431404524.vsd
UE


eNB


ProSe
Application 


MME


Uu


S11


S1-U


ProSe Application Client



_1431404526.vsd
UE A


Application


eNB-A


UE B


UE A has discovered UE B and  the UE’s belong to same Group and share a secret


3) RRC- Authorise Direct communication request (Group ID Prose ID A, Prose ID B, Group ID, App server IP@ or FQDN;incoverage ind. flags))


5) S1-AP Grant Direct communication (Group IDProse ID A, Prose ID B, quotas (optional), Transmission parameters)


1) Direct communication request (Group ID, Prose ID A ) sent on discovery channel using Prose ID B as address


MME-A obtains authorization to establish direct comms and optionally negotiates data volume quotas for both parties- the prose ID allows to identify which MME a UEB belongs to


eNB-B


MME-A


MME-B


4) S1-AP -Authorise Direct communication request (Group ID, Prose ID A, Prose ID B, Appl.Server IP@; in coverage indication flags)


10) Direct communication  (Prose ID A, Prose ID B, Group ID) Sent on a dedicated traffic channel secured with shared secret possibly provided by the network as part of transmission parameters, or pre-configured


5) S1-AP Grant Direct communication (Group ID, Prose ID A, Prose ID B, quotas (optional), Transmission parameters )


2) Direct communication ACK (Group ID, Prose ID B ) sent on discovery channel using Prose ID A as address


6) RRC- Authorise Direct communication Accept (Prose ID A, Prose ID B, Group ID, Transmission parameters)


7) RRC- Authorise Direct communication Complete (Prose ID A, Prose ID B, Group ID)


8) RRC- Authorise Direct communication Accept  (Prose ID A, Prose ID B, Group ID, Transmission parameters)


9) RRC- Authorise Direct communication complete (Group ID, Prose ID A, Prose ID B, Group ID)


3) RRC- Authorise Direct communication request (Group ID, Prose ID A, Prose ID B, Group ID App server IP@ or FQDN, in-coverage ind flags.)


4) S1-AP -Authorise Direct communication request Group ID, Prose ID A, Prose ID B, Appl.Server IP@;in coverage indication flags))


UE’s enter in RRC connected state via service request procedure not already in RRC connected state 



_1431404527.vsd
UE A


Application


eNB-A


UE B


UE A has discovered UE B and the UE’s belong to same Group and share a secret, UE A is not in coverage and notifies UE-B of that in step 1.


Based on content of in-coverage flagsMME B does not wait for MME A to provide authorization information and it obtains authorization to establish direct comms and optionally obtains data volume quotas from the application directly


eNB-B


MME-A


MME-B


8) Direct communication  (Prose ID A, Prose ID B, Group ID) Sent on a dedicated traffic channel secured with shared secret possibly provided by the network as part of transmission parameters, or pre-configured


5) S1-AP Grant Direct communication (Group IDProse ID A, Prose ID B, quotas (optional), Transmission parameters)


1) Direct communication request (Group ID, Prose ID A ) sent on discovery channel using Prose ID B as address


2) Direct communication ACK (Group ID, Prose ID B ) sent on discovery channel using Prose ID A as address


6) RRC- Authorise Direct communication Accept  (Prose ID A, Prose ID B, Group ID, Transmission parameters)


7) RRC- Authorise Direct communication complete (Group ID, Prose ID A, Prose ID B, Group ID)


3) RRC- Authorise Direct communication request (Group ID, Prose ID A, Prose ID B, Group ID App server IP@ or FQDN, in-coverage ind flags.)


4) S1-AP -Authorise Direct communication request Group ID, Prose ID A, Prose ID B, Appl.Server IP@;in coverage indication flags))


UE B enters in RRC connected state via service request procedure if it was not already in RRC connected state 



_1431472450.vsd
UE A


Application


eNB-A


UE B


UE A has discovered UE B and the UE’s belong to same Group and share a secret, UE B is not in coverage and notifies UE-A of that in step 2.


MME-A obtains authorization to establish direct comms and optionally obtains data volume quotas. Based on content of in- coverage flags it does not contact MME B


eNB-B


MME-A


MME-B


8) Direct communication  (Prose ID A, Prose ID B, Group ID) Sent on a dedicated traffic channel secured with shared secret possibly provided by the network as part of transmission parameters, or pre-configured


5) S1-AP Grant Direct communication (Group IDProse ID A, Prose ID B, quotas (optional), Transmission parameters )


1) Direct communication request (Group ID, Prose ID A ) sent on discovery channel using Prose ID B as address


2) Direct communication ACK (Group ID, Prose ID B ) sent on discovery channel using Prose ID A as address


6) RRC- Authorise Direct communication Accept  (Prose ID A, Prose ID B, Group ID, Transmission parameters)


7) RRC- Authorise Direct communication complete (Group ID, Prose ID A, Prose ID B, Group ID)


3) RRC- Authorise Direct communication request (Group ID, Prose ID A, Prose ID B, Group ID App server IP@ or FQDN, in-coverage ind flags.)


4) S1-AP -Authorise Direct communication request Group ID, Prose ID A, Prose ID B, Appl.Server IP@;in coverage indication flags))


UE A enters in RRC connected state via service request procedure if it was not already in RRC connected state 
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UE A has discovered UE B and the UE’s belong to same Group and share a secret, UE A is not in coverage and notifies UE-B of that in step 1.


Based on content of in-coverage flagsMME B does not wait for MME A to provide authorization information and it obtains authorization to establish direct comms and optionally obtains data volume quotas from the application directly
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8) Direct communication  (Prose ID A, Prose ID B, Group ID) Sent on a dedicated traffic channel secured with shared secret possibly provided by the network as part of transmission parameters, or pre-configured


5) S1-AP Grant Direct communication (Group IDProse ID A, Prose ID B, quotas (optional), Transmission parameters (optional))
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UE A has discovered UE B and the UE’s belong to same Group and share a secret, UE B is not in coverage and notifies UE-A of that in step 2.


MME-A obtains authorization to establish direct comms and optionally obtains data volume quotas. Based on content of in- coverage flags it does not contact MME B
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1) Direct communication request (Group ID, Prose ID A ) sent on discovery channel using Prose ID B as address
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_1431404521.vsd
UE A


Application


eNB-A


UE B


UE A has discovered UE B and  the UE’s belong to same Group and share a secret


3) RRC- Authorise Direct communication request (Group ID Prose ID A, Prose ID B, Group ID, App server IP@ or FQDN;incoverage ind. flags))


5) S1-AP Grant Direct communication (Group IDProse ID A, Prose ID B, quotas (optional), Transmission parameters (optional))


1) Direct communication request (Group ID, Prose ID A ) sent on discovery channel using Prose ID B as address


MME-A obtains authorization to establish direct comms and optionally negotiates data volume quotas for both parties- the prose ID allows to identify which MME a UEB belongs to
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4) S1-AP -Authorise Direct communication request (Group ID, Prose ID A, Prose ID B, Appl.Server IP@; in coverage indication flags)


10) Direct communication  (Prose ID A, Prose ID B, Group ID) Sent on a dedicated traffic channel secured with shared secret possibly provided by the network as part of transmission parameters, or pre-configured


5) S1-AP Grant Direct communication (Group ID, Prose ID A, Prose ID B, quotas (optional), Transmission parameters (optional))


2) Direct communication ACK (Group ID, Prose ID B ) sent on discovery channel using Prose ID A as address


6) RRC- Authorise Direct communication Accept (Prose ID A, Prose ID B, Group ID, Transmission parameters (optional))


7) RRC- Authorise Direct communication Complete (Prose ID A, Prose ID B, Group ID)


8) RRC- Authorise Direct communication Accept  (Prose ID A, Prose ID B, Group ID, Transmission parameters (optional))


9) RRC- Authorise Direct communication complete (Group ID, Prose ID A, Prose ID B, Group ID)


3) RRC- Authorise Direct communication request (Group ID, Prose ID A, Prose ID B, Group ID App server IP@ or FQDN, in-coverage ind flags.)


4) S1-AP -Authorise Direct communication request Group ID, Prose ID A, Prose ID B, Appl.Server IP@;in coverage indication flags))



