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1. Introduction
This P-CR proposes a new solution for ProSe operational aspects in TR 23.703
2. Proposal

Include a new architecture alternative in TR 23.703
>>>Start Changes<<<<
6.X
Solution 1: LTE based solution for direct discovery 
6.X.1
Architecture reference model
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Figure 2: Direct discovery (non-roaming)
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Figure 3: Direct discovery (roaming)
Basic concept:

- UE obtains configuration for direct services from Direct Services Provisioning Function (DPF) in a secure way
- Direct Services Provisioning Function (DPF) exists in every PLMN

- UE obtains configuration from Direct Services Provisioning Functions (DPFs) in PLMNs is authorised to perform direct discovery 
New Reference points
- S141: Reference point between UE and Home DPF (H-DPF) or between UE and a DPF in a local PLMN where the UE is authorised by the H-DPF to perform direct services. It enables PLMN-specific direct services authorization 
- S142: Reference point between DPF in local PLMN and Home DPF (H-DPF). It enables the DPF in local PLMN to obtain authorization information for the UE.
- U2: Reference point used for all the control and user plane information exchange needed in order to perform direct discovery between two UEs. 
Editor's Note: It is FFS whether the interface between the UE and the DPF in a PLMN other the VPLMN is S141 or something else.s



6.x.2
High Level Functions
6.x.2.1
Authorisation and configuration for ProSe direct services

The basic principles of service authorisation for direct discovery are as follows:
- 
UE gets authorisation from HPLMN for using direct discovery in certain PLMNs per country as defined in Mobile Country Code (MCC). These PLMNs are called “local PLMNs” and their DPFs “local DPFs”. 
NOTE 1: The UE does not need to be registered in "local PLMNs" to get authorization from local DPFs.
NOTE 2: The UE does not need to be simultaneously connected to multiple DPFs
- 
UE accesses “local DPFs” to get PLMN specific Authorisation Information including the registered PLMN and other “local PLMNs” when it is in a specific MCC
-
“Local DPF” contacts always the DPF in HPLMN to check authorisation and consolidates the authorisation info
- 
Final authorisation info always comes from “local DPFs”
The authorisation can be revoked at any point from the "local DPF" or "DPF in HPLMN" if the UE is de-authorised to use to use ProSe either from the "local PLMN" or HPLMN.
Editor's Note: The exact procedures for authorization revocation are FFS.
6.x.2.1.1
Configuration information from DPF
The following information can be contained in the configuration info that is provided by the DPF to the UE:
Authorisation for direct discovery
1. Is the UE allowed to announce in this PLMN (Yes/No) 
What is allowed to announce?
What is the authorised range?
(  This information always comes from registered PLMN
2. Is the UE allowed to “monitor” in this PLMN? (Yes/No)
( This information comes from registered PLMN and other local PLMNs 



Especially for the “out of network” cases the DPF needs to provide to the authorization for direct services out of network coverage. It also needs to indicate the resources that the UE would use for direct services in this case. In more detail the following information needs to be provided to the UE:
-
Authorisation for using direct services “out of network coverage” in the resources of registered PLMN Resources dedicated for “out of network coverage” operation (for Public Safety UEs)
This information indicates to the UE what are the resources  that are provided in the registered PLMN for direct discovery .
( This information always comes from registered PLMN
-Authorisation for out of Coverage non-registered PLMN resources (for Public Safety UEs)
In cases where the registered PLMN cannot provide any resources for out of network coverage operation  the UE is provisioned with a list table that indicates the resources per different location
( This information can be provided from a separate entity residing in registered PLMN. 
All the above information can also be pre-provisioned to the UE and how often the UE has to contact the DPF can be operator controlled (for what is called "out of the box operation").

6.x.2.1.2
Signaling flow for UE provisioning from DPF
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Figure 4: Signalling flow for UE configuration from DPFs
The UE gets the authorisation for direct services from the DPFs of the local PLMNs. The configuration is happening using “over IP” mechanisms and only IP connectivity is required to allow the UE to access this DPF. For example OMA DM can be used as the protocol to configure the UE.

In this signalling flow the following steps are performed:
Step 0: HPLMN configures UE with PLMN list that support direct discovery .
Step1~4: UE constructs the DPF FQDNs and contacts the local DPFs to receive authorisation info. Standard GBA/GAA authentication can be used to authenticate UE in local DPF. The procedure is as definedin 3GPP TS 33.220 [x]). When the UE roams, it can employ GBA security as detailed in 3GPP TS 33.220 [x] section 4.5. The shared key derived in this procedure is to be used as a master key in the TLS tunnel establishment. This step requires HTTP and TLS client on UE (ME or UICC). Ks_<enc/int>_NAF is used to secure S141 interface.  The UE establishes TLS tunnel to a "local DPF" as in 3GPP TS 33.222 [y] section 5.4. The UE uses PSK-TLS for mutual authentication. Client-side certificates are not employed.
Step 5: Local DPF obtains authorisation info from HPLMN and merges with own policy

Step 6: Local DPF provides authorisation info to UE that applies to this PLMN. The UE stores the authorization information obtained from Local DPF in a secure way. 3GPP SA WG3 should  further investigate the exact security aspects of storing the DPF configuration.
6.x.2.2
Resource Configuration

The UE needs to know the resources that are dedicated for direct discovery and communication in specific PLMN. The resources that are used for direct discovery and communication can be based on the various deployment scenarios. 
A) 

B) 

C) 

The resources that are dedicated or dynamically allocated for direct discovery can be indicated to the UE when it is “in network coverage” by the eNB using a new SIB. When it is “out of network” it can be provisioned from the local DPF in registered PLMN as defined in section 6.x.2.1.1.  
	
	In network coverage
	Out of network coverage

	Registered PLMN
	Read new SIB of the camped cell
	Configured by V- and H-DPF 

	Other PLMNs
	Read new SIB in the band of other PLMN
	Configured by Local DPF


Table 1: Resource configuration for "in" and "out of coverage" cases
The resource configuration aspects of the various deployment scenarios and related specification impacts will further need to be clarified in RAN WGs. 

6.x.2.3
ProSe direct discovery

ProSe Discovery is defined as “the continuous process that identifies another UE in proximity using E-UTRAN”. In TR 22.803 [1] there are two types of discovery: open and restricted. Open is the case where there is no explicit permission that is needed from the UE being discovered. Whereas alternatively restricted discovery only takes place with explicit permission from the UE that is being discovered. 

ProSe Discovery can be a standalone service enabler that could for example use information from the discovered UE for certain applications in the UE that are permitted to use this information e.g. “find a taxi nearby”, “find me police officer X”. Additionally depending on the information obtained ProSe Discovery can be used for subsequent actions e.g. to initiate direct communication. 

There are two roles for the UE in ProSe Discovery:

- Announcing UE: The UE announces certain information that could be used from UEs in proximity that have permission to discover.

- Monitoring UE: The UE that receives certain information that is interested in from other UEs in proximity.
We assume that based on PLMN authorisation as described in section 6.x.2.1.1 the UE can act as “announcing UE” only in the band designated by the registered PLMN but act as a “monitoring” UE in the resources authorised by “local PLMNs”. 
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Figure 5: Announcing and monitoring UE roles in different PLMNs
6.x.2.3.1
Expressions

6.x.2.3.1.1
 Expression Basics
Editor's Note: To be completed




6.x.2.3.3
General Direct discovery procedure
Editor's Note: To be completed















































6.x.2.4
Operational aspects

Editors' Note: Operational aspects for accounting, lawful interception need to be defined for direct services based on the SA1 requirements are FFS.





6.X.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
Application:

- The application needs to be modified in order to support ProSe Discovery 

Editor's Note: Impacts on other entities needs to be completed and is FFS. 
6.x.4
Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated. 
>>>End of Changes<<<<
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