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Abstract of the contribution: the T5 trigger solution is updated by decoupling the triggering from the delivery service. Delivery service description is mainly removed and instead it is referred to the T5 Small Data Service. An evaluation compares T4 and T5 triggering characteristics. 
1 Introduction

The existing description of the T5 trigger solution describes trigger and delivery aspects. This paper updates the description by removing delivery details and referring to the T5 small data service instead. The description focuses on the aspects that are needed in addition for triggering. The interaction between T4 and T5 triggering is clarified and the evaluation compares the characteristics of the two triggering approaches.
2 Proposal

It is proposed to add the following modifications to clause 5.1.1.3.3 of TR 23.887.

5.2.2.3.1
Solution: Device Triggering using T5

5.2.2.3.1.1
General

This solution introduces device triggering using generic format over T5. T5 is a control plane interface between MTC-IWF and serving nodes (e.g. MME/SGSN). The format of the trigger content is not specified but determined by the applications using the trigger function provided by the network. In case of using a generic format triggering, requests are not bound by the SMS message size. A generic format allows providing trigger handling information that could be used by the serving node – such as priority or validity time. This format can also be easily extended, if additional information or functionality is needed in future releases.

MTC-IWF stores the device trigger message if the HSS indicates that the UE is not reachable while retrieving the serving node information. MTC-IWF also stores the device trigger if the delivery attempt via T5 fails. MTC-IWF can register for “UE reachability notification” with HSS when the trigger delivery fails due to UE reachability. When the UE becomes reachable, IWF is notified of UE reachability along with the serving node information. If the UE becomes reachable in the CS domain, the IWF can initiate device trigger via T4. This also applies for the initial attempt to deliver the device trigger when the UE is roaming and VPLMN does not support T5 or the UE is registered in the CS domain only.
Device triggering using T5 is based on services provided by the T5 small data service “5.1.1.3.3 Solution: Standalone Small Data Service with T5/Tsp and generic NAS transport“.

Editor’s Note: Interaction between T4 and T5 S&F functionality is FFS.

5.2.2.3.1.1.1
Capability exchange

There is no specific capability exchange as the triggering bases on the services provided by the T5 small data services solution.
5.2.2.3.1.1.2
Charging
Charging can be provided on a per trigger request basis. The MTC-IWF providing the Tsp can generate CDRs taking into account successful and unsuccessful trigger requests. In roaming cases entities in VPLMN may generate CDRs for the T5 small data delivery service, possibly taking into account any information indentifying it as a trigger.

5.2.2.3.1.1.3
End-to-End Security
It needs to be assured that the Device trigger messages using generic format are initiated and generated only by trusted entities (e.g. SCS) that have been authenticated and validated by the network (e.g. can’t be generated by normal devices). Mutual authentication needs to be provided between SCS and MTC-IWF over Tsp between entities in the security domains, in which SCS and MTC-IWF reside, and MTC-IWF and MME/SGSN over T5 (see 3GPP TS 23.682) , which is not different from using Tsp for T4 based triggering. Integrity protection, replay protection, confidentiality protection and privacy protection is supported for communication between the MTC-IWF and SCS, and MTC-IWF and MME/SGSN. This will automatically be applied for all signalling messages (including device trigger messages in generic format) and is using the same mechanisms that are defined for protecting network signalling links. Integrity protection and encryption (in EPS) / ciphering (in UMTS) are supported for NAS messages, thus also applicable for device trigger messages delivered using NAS (e.g. Generic downlink NAS transport).
Thereby hop-by-hop security is provided. In addition the T5 small data delivery service allows for encryption or integrity protection in an end-to-end manner for the trigger message or the payload, so that the receiver and any node on the delivery path may verify the message integrity.
5.2.2.3.1.1.4
Subscription

The T5 triggering service has already subscription handling for the trigger requester. This subscription can be independent of the trigger delivery mechanism (e.g. via T4, via T5, CBS, MBMS). 

Delivering a device trigger via T5 small data service to a UE requires a valid T5 small data service subscription. T5 small data service subscription is checked by the serving nodes and/or MTC-IWF.
5.2.2.3.1.1.5
Trigger delivery using T5
The flow is largely the same as the T4 triggering flow from TS 23.682. Only the SMS delivery is replaced by the T5 small data delivery service. Interworking between T4 and T5 triggering is not part of the flow. It is performed by the SCS or AS.
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Figure 5.2.2.3.1.1.5-1: T5 Trigger Delivery Flow

1.
The SCS/AS sends the T5 Device Trigger Request (External Identifier or MSISDN, SCS Identifier, trigger reference number, validity period, priority and trigger payload) message to the MTC-IWF. The SCS/AS includes a trigger payload that contains the information destined for the MTC application, along with the information to route it to the MTC application. Instead of the payload the SCS/AS may include a data unit for the T5 small data service, e.g. when the SCS/AS wants to protect that data unit.

2.
The MTC-IWF checks that the SCS/AS is authorised to send trigger requests and that the SCS/AS has not exceeded its quota or rate of trigger submission over Tsp. If this check fails the MTC-IWF sends a Device Trigger Confirm message with a cause value indicating the reason for the failure condition and the flow stops at this step.

3.
The MTC-IWF sends a Subscriber Information Request (External Identifier or MSISDN and SCS Identifier) message to the HSS/HLR to determine if SCS/AS is authorized to trigger the UE, to resolve the External Identifier or MSISDN to IMSI and retrieve the related HSS stored "Routing information" including the identities of the UE's serving CN node(s).

NOTE 2:
The MTC-IWF may cache authorization and routing information for the UE.  However, this may increase the probability of trigger delivery attempt failures when the cached serving node information is stale.


The HSS/HLR sends the Subscriber Information Response (IMSI and/or MSISDN and related "Routing information" including the serving node(s) identities, cause) message. HSS/HLR policy (possibly dependent on the VPLMN ID) may influence which serving node identities are returned. If the cause value indicates the SCS/AS is not allowed to send a trigger message to this UE, or there is no valid subscription information, the MTC-IWF sends a Device Trigger Confirm message with a cause value indicating the reason for the failure condition and the flow stops at this step.

4.
The MTC-IWF initiates the trigger delivery using the T5 small data delivery procedure.

5.
The MTC-IWF generates the necessary CDR information including the External Identifier or MSISDN and SCS Identifier.

6.
The MTC-IWF sends the Device Trigger Report (External Identifier or MSISDN) message to the SCS/AS with a cause value indicating whether the trigger delivery succeeded or failed and the reason for the failure.









5.2.2.3.1.1.6
Interoperation between T5 and T4 Triggering

The MTC-IWF decides to deliver the trigger using T4 delivery when T5 delivery fails, or the MTC-IWF indicates T5 delivery failure to the SCS/AS.

If the interoperation is done by the MTC-IW, it is performed on service level, i.e. the SCS/AS requests T5 triggering and if this is not successful, the SCS/AS uses T4 triggering instead. This may depend on the reason why T5 triggering fails, e.g. when the T5 delivery service is not supported by a VPLMN. A fallback to T4 triggering may include a change of the payload because of the supported message size. 
5.2.2.3.1.2
Impacts on existing nodes and functionality

MTC-IWF

-
As T5 triggering bases on T5 small data delivery the only impact specific from triggering might be some criterion that makes a Tsp small data delivery request a trigger delivery request.







HSS

· Nothing in addition to supporting the T5 small data delivery service
· 
· ;
MME/SGSN

· Nothing in addition to supporting the T5 small data delivery service
· 
· 
· 
· 
· .
UE

· Nothing in addition to supporting the T5 small data delivery service
· 
· .
5.2.2.3.1.3
Solution evaluation
The Rel-11 T4 solution has a number of restrictions that originate from the characteristics of the underlying delivery service. T5 triggering can carry a larger payload and is therefore better suited for use with standardised service platform protocols that are not necessarily constrained to fit within a very small data transfer unit. If T4 delivery is used it may result in segmentation with multiple delivery messages per trigger. T5 triggering is then more efficient.
T4 triggering is protected by some delivery message filtering that verifies a well known code point for a specific message header IE. It may further include verification of permitted source IDs. However, this cannot completely prevent fake or erroneous triggering, e.g. spoofing cannot be prevented. The larger message size available for T5 triggering allows for encryption or integrity protection. Thereby it is much harder to spoof authorised source IDs or send fake or erroneous triggers. The integrity may also be checked before transmission to the UE, thus avoiding wasting radio and UE resources.

T4 triggers are routed to the application within the UE based on port IDs. This requires either using well known ports per application, which may cause problems for multiple applications of the same type. If dynamically allocated, ports are used when applications need to register the dynamically allocated port to the SCS/AS, which requires the UE side application to be always active on an IP connection and also keeping that allocation alive, which reduces the gains of any triggering. T5 triggering provides more flexibility for addressing applications on the UE, e.g. by a name string avoiding the need for having the IP connection already active.


5.2.2.4
Overall Evaluation 


T5 triggering is a mechanism on top of the T5 small data delivery service. It is assumed that T5 triggering becomes available with the T5 small data delivery service. The only addition might be defining an explicit criterion that makes a T5 small data delivery a trigger request.
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