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Abstract of the contribution: This contribution classifies the requirements from the Public Safety ProSe section of TS 22.278 into clusters and outlines the architectural assumptions that may be deduced from these requirements and some remaining open questions.
1.
Introduction

The present contribution analyses the Public safety ProSe requirements by clustering them into several themes and by highlighting some structuring requirements.
The boxes below contain without any modification, but with reordering and clustering, the Public safety ProSe requirements as listed in TS 22.278 12.2.0.
2.
Broadcast communications
	An authorised public safety UE in or out of E-UTRAN coverage shall be capable of sending a broadcast message to all authorised public safety UEs within transmission range, regardless of group membership, using ProSe Broadcast Communications in a single transmission.
Authorised ProSe-enabled public safety UEs in or out of E-UTRAN coverage shall be able to communicate with other authorised ProSe-enabled public safety UEs whether or not ProSe discovery is used.


Based on these requirements, a ProSe enabled UE (whether under coverage of E-UTRA or not) shall be able to start transmitting data to all ProSe enabled UEs which are in the transmission range. The enablement of the transmitting and receiving UEs shall be based on internal configuration of the transmitting UE and may come from:
· a one time configuration without any network interaction ("out of the box devices")

· a reauthorisation or a reconfiguration under pubic safety operator (if any)

· user choice (to be clarified)

Note: probably reconfiguration through device management should be considered 
The structure of radio signal transmitted by the transmitting UE shall contain means for:
· Synchronisation 

· Demodulation

· Discovery of channel configuration in broadcast mode

· Transmission of data in broadcast mode

As the receiving UEs may have not been discovered, their authentication can only be implicit, i.e. an authentication provided by the ability of a receiving UE to properly decode the transmitted data. This may be performed by ciphering of the data by the transmitting UE and de-ciphering of the received data by the receiving UE.
Note: nothing in the above requirements specifies whether this operation is performed by the transport layer or by the application layer itself.
3.
Group communications

	A ProSe-enabled public safety UE in or out of E-UTRAN coverage shall be capable of transmitting data to a group of ProSe-enabled public safety UEs directly using ProSe Group Communications.
A public safety UE in or out of E-UTRAN coverage shall be capable of transmitting data to a group of public safety UEs using ProSe Group Communications with a single transmission, assuming they are within transmission range, authenticated and authorised.
A public safety UE in or out of E-UTRAN coverage shall be capable of receiving a ProSe Group Communications transmission, of which it is a group member, regardless of whether or not it has been discovered by the transmitting UE.
Authentication shall allow for security-enablement of large groups, regardless of whether group members have discovered each other in or out of E-UTRAN coverage.


Group communications are sharing with broadcast the characteristic criteria that no preliminary discovery is required and that only a single transmission (multicast/broadcast) is used. Thus, the authentication especially to enable large groups is an implicit one as described in previous section.
However, the ciphering means which are used shall be consistent with the group addressing to make sure that the listening UEs are authorised members of the group, even if the transmission is supported by a broadcast transport.
Note: nothing in the above requirements specifies whether the addressing and implicit authentication operations are performed by the transport layer or by the application layer itself.

4.
One-to-one communications and multiple communications

	Two public safety UEs whether they are in E-UTRAN coverage or not, shall be capable of establishing a secure direct connection and exchange user traffic on public safety spectrum, assuming they are in radio range, are authenticated and authorised.
The system shall enable public safety UEs to mutually authenticate each other when not in network coverage.
Assuming UEs are in radio range, are authenticated and are authorised, a public safety UE on public safety spectrum in or out of E-UTRAN coverage shall be capable of establishing multiple one-to-one ProSe direct connections, and of exchanging user traffic with each UE concurrently across these multiple one-to-one ProSe connections.


As a complement to the communications above, (single) one to one and (multiple) one to one communications shall be supported. The configuration can be considered as asymmetric (with one initiator of the communication or one central point for the multiple one-to-one communications) and thus, one UE con be considered as the transmitting one for the establishment of synchronisation.
This further supports a "temporary base station" like model where the synchronising UE offers both unidirectional broadcast and bidirectional unicast services to other enabled UEs.
As above, the authentication may be provided by transport layers or application, and it shall be supported by a communication service (to be mutual and benefit from an exchange of challenges) and not by a pure discovery service.

5.
Mixed communications and relaying
	An authorised public safety UE shall be capable of concurrent communication using the network infrastructure and off network ProSe whether or not ProSe Discovery is used.


This requirement is introducing the presence in the Public safety enabled UE of two functional entities, i.e. a normal UE communicating with the network infrastructure and a ProSe UE which can as described above act as a UE (when not a transmitting or synchronising ProSe UE) and a "temporary base station" like UE if it is involved as the synchronising UE, for example in a broadcast communication and/or in multiple on,e-to-one communications.

	An authorised public safety UE may be capable of acting as a relay in or out of E-UTRAN coverage for other public safety UEs.
An authorised public safety UE shall be capable of being enabled/disabled by a user or system in or out of E-UTRAN coverage to act as a relay for other public safety UEs.
An authorised ProSe-enabled public safety UE shall be capable of being enabled/disabled to act as a relay to/from the network for other ProSe-enabled public safety UEs unable to access the network.
Based on operator policy, the operator network shall be able to control the relaying of network services between UEs communicating by means of ProSe.
Based on operator policy, the operator network shall be able to control ProSe Communication between out of E-UTRAN coverage ProSe-enabled public safety UEs that are in ProSe Communication with an in E-UTRAN coverage ProSe-enabled public safety UE, which is acting as their ProSe UE-to-network relay.
The user of a ProSe-enabled public safety UE acting as a relay should not perceive service degradation due to its use as a relay in or out of E-UTRAN coverage.


When the UE described above containing a UE as linked to network infrastructure and a "temporary base station" like UE are bridged, a relay as described above can be provided.
However, as the "relay" is connected to the network infrastructure, it may be controlled by the network for its action as a relay (as a complement to usual user control and predefined configuration). This implies that the UE connected to the network when relaying communications makes the network aware of this function, allowing not only control as required above, but also service continuity as described below.
6.
Service continuity through relaying

	Based on operator policy and user choice, the system shall be able to initiate or move user traffic session of a ProSe-enabled public safety UE that has lost connection to the network to a communication path via a Prose-enabled UE acting as a ProSe UE-to-network relay that is in ProSe communication range and has connectivity to the network. Service continuity should be provided when the traffic is moved.
In addition, the system shall be able to move the user traffic session back to the infrastructure communication path when the UE moves back into E-UTRAN coverage. The user may inhibit the switch back to the infrastructure communication path.


When the relaying UE nearly behaves like a normal 3GPP relay (or mobile relay), i.e. when a S1 interface is tunnelled over the relay-eNB link, handover may be performed from eNB to relay and relay to eNB. When the network infrastructure is not a Public safety private infrastructure but is shared with other users, special consideration has to be given to means to avoid roaming of non-public safety UEs to the Public safety specific relays.
7.
Relaying topology
	There shall be a maximum of one ProSe UE-to-Network Relay between a UE and E-UTRAN.
In the case where communication is relayed between an out of coverage UE and E-UTRAN, by a ProSe UE-to-Network Relay, there shall be no ProSe UE-to-UE Relays between the UE and E-UTRAN.


These topology restrictions are compatible with above described model.
8.
ProSe configuration

	A user of a ProSe-enabled public safety UE shall be able to activate or deactivate the UE’s ProSe Discovery feature while under E-UTRAN coverage, if allowed by the operator whether or not ProSe Communication is used.
ProSe services shall not be available to ProSe-enabled UEs out of E-UTRAN coverage, except in the following cases:
      - ProSe-enabled public safety UEs can use ProSe services when operating on public safety spectrum even when not under E-UTRAN coverage. In this case, at least a one-time pre-authorization to use ProSe services is needed.
      - A ProSe-enabled public safety UE with ProSe Discovery enabled shall be able to discover other discoverable ProSe-enabled public safety UEs when some or all of the ProSe-enabled UEs involved in ProSe Discovery are out of E-UTRAN coverage whether or not ProSe Communication is used.
The configuration of a ProSe-enabled public safety UE that allows the ProSe-enabled UE to discover other discoverable ProSe-enabled public safety UEs shall be independent from its configuration to allow or not to allow other ProSe-enabled public safety UEs to discover it.
The ProSe-enabled public safety UEs shall provide the ability for the end user to activate/deactivate ProSe Communication in or out of E-UTRAN coverage, whether or not ProSe discovery is used.
A ProSe-enabled public safety UE shall support independent activation/deactivation of ProSe Discovery and ProSe Communication in or out of E-UTRAN coverage.
Re-authorization and specific configurations, including spectrum configurations, of ProSe-enabled public safety UEs shall be subject to public safety operator policy.
The operator shall be able to authorise public safety UEs to establish data sessions between them using ProSe via network control when there is E-UTRAN coverage for at least one of the two public safety UEs. An operator shall be able to configure a Public Safety UE (e.g., in the USIM or ME) with the permission to establish data session(s), with one or more UEs, without the UE performing prior registration into the network.


Generic model for configuration is a pre-configuration, user controlled model.
This model allows UE "out of the box" to contain minimal configuration data to be used, in particular when there is no network coverage (for example in case of network partial destruction). Reconfiguration, i.e. over-the-air reprogramming (when under network coverage) allows avoiding lengthy error-prone programming by the user, even if this manual programming remains possible.
9.
Performances

	It is desirable that an authorised public safety UE in or out of E-UTRAN coverage supports the capability to exchange data via ProSe from within a building to public safety UEs outside the building using a power class 3 E-UTRA UE [29].


This performance specification does not seems to be relevant for architecture. However, some further performances specifications may be considered as lacking, for example, setup time, expected average bit rate, number of simultaneous communications for a UE or number of transmitting UEs in a given area.
10.
Discovery

	A ProSe-enabled public safety UE with ProSe Discovery enabled for discovery of other public safety UEs shall be able to discover other discoverable public safety UEs, without network interaction if allowed by the operator, even when under E-UTRAN coverage whether or not ProSe Communication is used.

Note:
A network operator can provide additional services for public safety UEs that are under 3GPP network coverage, such as providing accurate location information through GPS data.

A ProSe-enabled public safety UE shall be capable of determining autonomously whether a discovered ProSe-enabled UE is a public safety UE.
The system shall enable public safety UEs to mutually authenticate each other when not in network coverage.


As communication are explicitly assumed to be able to proceed without prior discovery, the exact role of discovery versus communication is to be clarified and it is reasonable to assume that the two discovery modes which are useful for public safety are the implicit one coming from known participation to a communication and the complete discovery which includes mutual authentication with exchange of challenges and eventually exchange of certificate information, which is clearly involving a more complete "data" communication between the UEs, whether this authentication is performed at the transport level or at the application level.
11.
Conclusion

It appears from sections above that the requirements stated in the public safety section of TS 22.278 12.2.0 allow to outline an architecture meeting all these requirements plus some of the General section which are not superseded by the requirements of the Public Safety specific section. However, some additional performance and dimensioning elements would be useful for the next steps.
The main differences with the architecture outlined in S2-130308 is that the solution outlined in this document emphasises communication in group or broadcast mode under user control in a specific spectrum without prior discovery while the solution in S2-130308 related to communications in one-to-one or multiple one-to-one mode under network control in network controlled spectrum with prior discovery.
We believe that it is highly probable that these two approaches will likely lead to two complementary architectures.
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