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Abstract of the contribution: This contribution addresses the key issue of what Identities are used during the discovery phase.
Introduction
As part of the ProSe discovery phase, a UE would need to identify a list of proximal UE’s in order to build a proximity map, ahead of any attempt to establish an authenticated and secure point to point link. Proximity services however should involve only parties that have application layer “interest” to enter into a communication phase or authorization to disclose the proximity information. So it is in order to investigate whether this information should be communicated as part of discovery information that the UE’s exchange directly or whether it can be assumed to be available offline.
Discussion

The scenario we are considering involves UE’s that host applications which are ProSe enabled and users of these applications which have some or no “interest”, or “friendship” relationship amongst them. We assume that each UE is configured with a globally unique UE identity for ProSe purposes. Also, we assume that each of the applications the UE’s host also has an application unique identity for the user of the application. This is depicted in Figure 1 here below. 
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Figure 1 - ProSe enabled UE's and applications model
The user may or may not enable ProSe for the application and also may have ability to control discoverability and discovery via user settings in the application (therefore effective for each individual application layer identity) and in the device (effective for the whole device, that is for all the applications identities). 
Two possible models 
When the UE’s are in proximity there are two possible scenarios on how they can exchange proximity information directly in discovery information:
1) UE’s can obtain each other’s application layer attributes and identities (maybe in addition to the global UE Prose ID’s and attributes)

2) UE’s just obtain each other’s global UE Prose ID’s and attributes.

Model 1

In model 1) the UE’s that do not want to be discovered for a certain application just stop advertising their application related information. Also, it is assumed that the UE’s have got at application registration, or download or are configured with all the necessary information to let ProSe operate. 
If prose is used for basic proximity connectivity services, that is to establish a basic IP connectivity over a direct communication channel for general communication purposes, it is assumed that the UE global ID is used as a basis for discovery and that an explicit decision at user and/or network layer is taken to authorize and use these services based on the global ID’s. So the UE global ID’s are still discovered but cannot be immediately correlated locally to any application related information or attribute with this method unless the application has been properly configured to use the resulting IP interface connecting one device to the other (allowing any to any operation for the application).
Model 2

In model 2), the UE’s can detect all the UE’s in proximity based on the UE global ID, but the UE’s do not exchange any application level attribute directly. The UE’s can disable locally global discoverability based on local UE settings by not participating in ProSe discovery, but not on a per application basis, since attributes related to specific application are not sent in discovery information for this model. Each individual App has to register with its application server the UE global ID of the UE hosting the application and explicitly enable discovery services for that application. When a UE has discovery enabled for a specific app, it retrieves from the server the mapping with the UE global ID’s of its “buddies” or potential direct communication targets, and also with the status information of the registered UE’s. The ProSe status information may have a validity timer and it may be refreshed by the applications upon expiration of timers.
If no registered ProSe status information is available for a given UE global ID, or the status is set to be “not discoverable” or the status information has become stale, the UE is assumed to not be discoverable for the application. 
There may be applications that need to be able to discover any UE that has discoverability enabled at the global level as part of the application semantic. In this case then proximity on a global UE ProSe ID basis is used as a way to provide general purpose service and further interaction between the applications happens on the user plane once communication is established between the peer application entities in the UE’s over the general purpose IP interface established using ProSe operating on Global ID basis.
UE’s under network coverage case
In the case depicted in Figure 1, this would be the situation:
Model 1 

Precondition: 
UE A, UE B and UE C have activated application independent basic Proximity services

UE A, UE B and UE C have activated proximity services on all applications they are hosting

The friendship relationships are as indicated in figure 1 and assumed to be locally stored in the devices – these may not be up to date. Friendship relationships need to be updated using mechanisms outside prose operation. Prose per application setting only require local updates on the devices, so the application servers may not need to be updated at once for discovery purposes.
During the discovery process, UE A sends identities A, A1,A2

During the discovery process, UE B sends identities B, B1, B2, B3

During the discovery process, UE C sends identities C, C1, C2
UE A

Detects B and C as UEs in proximity available for application independent basic direct communication services

Detects application level identity B1 and C1 available  in proximity for application 1 however, C1 is not on A1’s contact list so C1 is ignored. 
Detects application level identity B2 and C2 available in proximity for application 2 however, B2 is not on A2’s contact list so B2 is ignored.

UE B

Detects A and C as UEs in proximity available for application independent basic direct communication services

Detects application level identity A1 and C1 available  in proximity for application 1. 
Detects application level identity A2 and C2 available  in proximity for application 2 however, neither are on B2’s contact list so A2 and C2 are ignored. 
Does not detect any UEs in proximity for application 3.

UE C

Detects A and B as UEs in proximity available for application independent basic direct communication services.
Detects application level identity A1 and B1 available  in proximity for application 1 however, A1 is not on C1’s contact list so A1 is ignored. 

Detects application level identity A2 and B2 available  in proximity for application 2 however, B2 is not on C2’s contact list so B2 is ignored. 
Network based Direct communications authorization
Direct communications authorization may be performed locally per application basis provided that the UE is authorized using its global ID by the network. If per application authorization is required, the UE does need to keep the ProSe preferences and settings per application synchronized with the network.
Model 2 
Precondition: 
UE A, UE B and UE C have activated application independent basic Proximity services

UE A, UE B and UE C have activated proximity services on all applications they are hosting and registered the mapping of UE Ids with application ID’s with the application servers. This mapping is passed down to the UE’s which are happy to be mutually discoverable for the applications AND are in friendship relationship. Prose per application setting require updates on the devices and on the application servers.

The friendship relationships as depicted in figure 1.
During the discovery process, UE A sends identity A

During the discovery process, UE B sends identity B

During the discovery process, UE C sends identity C

Effects on UE A, B, C

UEs A, B and C discover the other UEs in proximity and determine per application the application ids for the UEs included in the stored mappings.  This results in the same per application UE identities being discovered as in model 1.

Network based Direct communications authorization

While the UE is under network coverage, it is assumed the status of UE Prose Settings is synchronized with the network and also to refresh it if there are refresh timers for ProSe status information.  So network based per application and per UE communication authorization is possible.
UE’s Out of Network Coverage case
For public safety and applications where there is a need to survive network coverage absence. ;let’s unalyze what happens for the two models
Model 1

Precondition: 

UE A, UE B and UE C have activated application independent basic Proximity services

UE A, UE B and UE C have activated proximity services on all applications they are hosting

The friendship relationships are as indicated in figure 1 and assumed to be locally stored in the devices – these may not be up to date.

During the discovery process, UE A sends identities A, A1,A2

During the discovery process, UE B sends identities B, B1, B2, B3

During the discovery process, UE C sends identities C, C1, C2

UE A

Detects B and C as UEs in proximity available for application independent basic direct communication services

Detects application level identity B1 and C1 available  in proximity for application 1 however, C1 is not on A1’s contact list so C1 is ignored. 

Detects application level identity B2 and C2 available in proximity for application 2 however, B2 is not on A2’s contact list so B2 is ignored.

UE B

Detects A and C as UEs in proximity available for application independent basic direct communication services

Detects application level identity A1 and C1 available  in proximity for application 1. 
Detects application level identity A2 and C2 available  in proximity for application 2 however, neither are on B2’s contact list so A2 and C2 are ignored. 
Does not detect any UEs in proximity for application 3.

UE C

Detects A and B as UEs in proximity available for application independent basic direct communication services.

Detects application level identity A1 and B1 available  in proximity for application 1 however, A1 is not on C1’s contact list so A1 is ignored. 

Detects application level identity A2 and B2 available  in proximity for application 2 however, B2 is not on C2’s contact list so B2 is ignored. 
During direct communication establishment,  individual applications are not expecting communication attempts from peers that ate not up expected the device to be discovered by. However if this happened due e.g change in friendship and ProSe preferences after discovery, the applications  may reject undesired communications based on local application level criteria even if different than those stored in the servers and available to other UE’s.

Model 2 

Precondition: 

UE A, UE B and UE C have activated application independent basic Proximity services

UE A, UE B and UE C may have activated proximity services on all applications they are hosting and registered the mapping of UE Ids with application ID’s with the application servers. This mapping may have been earlier passed down to the UE’s which are happy to be mutually discoverable for the applications AND are in friendship relationship. Prose per application setting require updates on the devices and on the application servers so once connectivity to the network is not available these settings cannot change. The UEs may be statically configured also with some of these mappings if out of coverage operation is required as they are critical.
The friendship relationships as depicted in figure 1.

During the discovery process, UE A sends identity A

During the discovery process, UE B sends identity B

During the discovery process, UE C sends identity C

Effects on UE A, B, C

UEs A, B and C discover the other UEs in proximity and determine per application the application ids for the UEs included in the stored mappings.  This results in the same per application UE identities being discovered as in model 1. However, local changes to friendship and on ProSe setting per application do not take effect as the friendship relationship are assumed to be those from the last received information from the application servers AND the even if the UE’s do change these locally, the peers can still detect them as friends in vicinity based on the mapping of the global ID to application Ids stored locally. Only total disabling of ProSe makes a device non detectable. 
During direct communication establishment, however, individual applications may reject undesired communications based on local application level criteria even if different than those stored in the servers and available to other UE’s.

Further discussion

If a UE does not want to be discovered for a certain application in Model 1 it will not send the related application identity and attributes to the other UEs, while in model 2 it will have to notify the appropriate application server and the application server will have to either withdraw the mapping to the UE Global ID or set the status to non discoverable in the potential UE peers list. The Application Server would have to notify all the registered contacts to remove the mapping or change status of UE from their prose contact list.

It should be noted that if the applications allow any to any discovery, then the application semantics will be different in that the basic proximity on a global ID basis will have to be detected and then the application post establishment of user plane communications can authorize mutual interaction for the specific application based on application layer criteria. This is to say that the application layer proximity relationships are established dynamically based on the discovered global UE ID’s and perhaps after a user plane interaction. Application level ID’s may be exchanged on the user plane
With Model 2, if there are ProSe status refresh timers, when ProSe information becomes stale, it is assumed that the only applications which can discover one another are stateless applications which can use just basic proximity services based on the global user ID. Alternately, the discovery map may have some stale entries which might lead
So, for public safety applications which require reliable operation, the assumption in model 2 is that the device just uses applications that rely on the global ID alone or that can be configured out of the box or by direct input with the necessary mappings of applications ID’s and attributes to global ID’s and attributes.  This should not be a problem for public safety devices  if we assume that agents should be able to use any of the available devices out of the box.  However discoverability enabling/disabling can happen only at the level of UE global ID and not per application.
 So, as a conclusion, we compare the two models side by side:

	
	Model 1 with net coverage
	Model 1 no net coverage
	Model 2 with net coverage
	Model 2 no net coverage

	UE Disabling/enabling of discoverability
	Per UE and per application independently 
	Per UE and per application independently
	Per UE and per application independently
	Per UE 

	Authorization of discovery
	Per UE and Per application based on local policy to the UE
	Per UE and Per application based on local policy to the UE
	Per UE based on local policy and per application based on network  interactions 
	Per UE based on local policy in the UE.

	Application layer attributes exchange
	Possible
	Possible
	Possible
	Not possible

	Any to any discovery
	Possible per global ID and per application ID
	Possible per global ID and per application ID
	Possible per global ID 
	Possible per global ID 

	ID to be used in public safety applications for them to be working out of the box and with no network coverage
	N/A

	Per UE and per application


	N/A


	Per UE and per application (only with locally configured mappings )


	Network-based direct communication authorization
	Per UE

Per application requires the UE and network status to be kept up to date in relationship to preferences, or the Network needs to check local UE preferences first
	N/A
	Per UE and per application as status is always synchronized.
	N/A


Conclusion

Based on the analysis above it is proposed to add this text to TR 23.703
Start of change
5
Key Issues

Editor’s Note: For each key issue identified, the clause will capture the “General description and assumptions” (sub-clause 1). Different architecture solutions to address the key issues will be documented in Clause 6.

5.X
Key Issue #1: Prose discovery and per application information exchange
As part of the ProSe discovery phase, a UE would need to identify a list of proximal UE’s in order to build a proximity map, ahead of any attempt to establish an authenticated and secure point to point link. Proximity services however should involve only parties that have application layer “interest” to enter into a communication phase or authorization to disclose the proximity information. So it is in order to investigate whether this information should be communicated as part of discovery information that the UE’s exchange directly or whether it can be assumed to be available offline.

5.X.1
General description
The scenario we are considering involves UE’s that host applications which are ProSe enabled and users of these applications which have some or no “interest”, or “friendship” relationship amongst them. We assume that each UE is configured with a globally unique UE identity for ProSe purposes, or anyway spmething that mke it identifiable during discovery. Also, we assume that each of the applications the UE’s host also has an application unique identity for the user of the application and may have some Prose application specific attributes. This is depicted in Figure 5.x.1 here below, which shows the global and per application identities and the friendship/interest relationships between application ID’s.
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Figure 5.x.1.1 - ProSe enabled UE's and applications model

The user may or may not enable ProSe for the application and also may have ability to control discoverability and discovery via user settings in the application (therefore effective for each individual application layer identity) and in the device (effective for the whole device, that is for all the applications identities). 
These aspects need study:

· The nature of the identifier of the UE
· Whether the discovery makes it possible just to find out a UE identifier and the applications level paramaters and attributes are discovered offline or subsequently on the user plane, or whether this information can be shared at discovery time. 
· Whether the UE can control the discoverability per application by disclosing or not application level identities and attributes or by interacting with a server
· What is the impact on discovery per application  in case the UE is out of coverage.

6
Solutions
Editor’s Note: This clause is intended to document architecture solutions. Each solution should clearly describe which of the key issues it covers and how. 
6.X
Solution X: Prose discovery Model 1
6.X.1
Functional description

This solution covers the Key issue ProSe Discovery 5.X Prose discovery and per application information exchange
UE’s can obtain each other’s application layer attributes and identities in addition to the global UE Prose ID’s and attributes during the discovery phase using 3GPP system signalling.
UE’s that do not want to be discovered for a certain application just stop advertising their application related information. Also, it is assumed that the UE’s have got at application registration, or download or are configured with all the necessary information to let ProSe operate. 

If prose is used for basic proximity connectivity services, that is to establish a basic IP connectivity over a direct communication channel for general communication purposes, it is assumed that the UE global ID is used as a basis for discovery and that an explicit decision at user and/or network layer is taken to authorize and use these services based on the global ID’s. So the UE global ID’s are still discovered but cannot be immediately correlated locally to any application related information or attribute with this method unless the application has been properly configured to use the resulting IP interface connecting one device to the other (allowing any to any operation for the application).

6.X.2
Procedures
UE’s under network coverage case

In the case depicted in Figure 5.x.1,1, this would be the situation:

Precondition: 

UE A, UE B and UE C have activated application independent basic Proximity services

UE A, UE B and UE C have activated proximity services on all applications they are hosting

The friendship relationships are as indicated in figure 1 and assumed to be locally stored in the devices – these may not be up to date. Friendship relationships need to be updated using mechanisms outside prose operation. Prose per application setting only require local updates on the devices, so the application servers may not need to be updated at once for discovery purposes.

During the discovery process, UE A sends identities A, A1,A2

During the discovery process, UE B sends identities B, B1, B2, B3

During the discovery process, UE C sends identities C, C1, C2

UE A

Detects B and C as UEs in proximity available for application independent basic direct communication services

Detects application level identity B1 and C1 available  in proximity for application 1 however, C1 is not on A1’s contact list so C1 is ignored. 

Detects application level identity B2 and C2 available in proximity for application 2 however, B2 is not on A2’s contact list so B2 is ignored.

UE B

Detects A and C as UEs in proximity available for application independent basic direct communication services

Detects application level identity A1 and C1 available  in proximity for application 1. 
Detects application level identity A2 and C2 available  in proximity for application 2 however, neither are on B2’s contact list so A2 and C2 are ignored. 
Does not detect any UEs in proximity for application 3.

UE C

Detects A and B as UEs in proximity available for application independent basic direct communication services.

Detects application level identity A1 and B1 available  in proximity for application 1 however, A1 is not on C1’s contact list so A1 is ignored. 

Detects application level identity A2 and B2 available  in proximity for application 2 however, B2 is not on C2’s contact list so B2 is ignored. 
Network based Direct communications authorization

Direct communications authorization may be performed locally per application basis provided that the UE is authorized using its global ID by the network. If per application authorization is required, the UE does need to keep the ProSe preferences and settings per application synchronized with the network.
UE’s Out of Network Coverage case
For public safety and applications there is a need to survive network coverage absence.

Precondition: 

UE A, UE B and UE C have activated application independent basic Proximity services

UE A, UE B and UE C have activated proximity services on all applications they are hosting

The friendship relationships are as indicated in figure 1 and assumed to be locally stored in the devices – these may not be up to date.

During the discovery process, UE A sends identities A, A1,A2

During the discovery process, UE B sends identities B, B1, B2, B3

During the discovery process, UE C sends identities C, C1, C2

UE A

Detects B and C as UEs in proximity available for application independent basic direct communication services

Detects application level identity B1 and C1 available  in proximity for application 1 however, C1 is not on A1’s contact list so C1 is ignored. 

Detects application level identity B2 and C2 available in proximity for application 2 however, B2 is not on A2’s contact list so B2 is ignored.

UE B

Detects A and C as UEs in proximity available for application independent basic direct communication services

Detects application level identity A1 and C1 available  in proximity for application 1. 
Detects application level identity A2 and C2 available  in proximity for application 2 however, neither are on B2’s contact list so A2 and C2 are ignored. 
Does not detect any UEs in proximity for application 3.

UE C

Detects A and B as UEs in proximity available for application independent basic direct communication services.

Detects application level identity A1 and B1 available  in proximity for application 1 however, A1 is not on C1’s contact list so A1 is ignored. 

Detects application level identity A2 and B2 available  in proximity for application 2 however, B2 is not on C2’s contact list so B2 is ignored. 
During direct communication establishment,  individual applications are not expecting communication attempts from peers that ate not up expected the device to be discovered by. However if this happened due e.g change in friendship and ProSe preferences after discovery, the applications  may reject undesired communications based on local application level criteria even if different than those stored in the servers and available to other UE’s.

6.X.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
6.X.4
Solution evaluation

See section 6.Y.4
6.Y
Solution X: <Model 2>

6.Y.1
Functional description

UE’s just obtain each other’s global UE Prose ID’s and attributes using 3GPP signalling. The UE’s can detect all the UE’s in proximity based on the UE global ID, but the UE’s do not exchange any application level attribute directly. The UE’s can disable locally global discoverability based on local UE settings by not participating in ProSe discovery, but not on a per application basis, since attributes related to specific application are not sent in discovery information for this model. 

Each individual App has to register with its application server the UE global ID of the UE hosting the application and explicitly enable discovery services for that application. When a UE has discovery enabled for a specific app, it retrieves from the server the mapping with the UE global ID’s of its “buddies” or potential direct communication targets, and also with the status information of the registered UE’s. The ProSe status information may have a validity timer and it may be refreshed by the applications upon expiration of timers.

If no registered ProSe status information is available for a given UE global ID, or the status is set to be “not discoverable” or the status information has become stale, the UE is assumed to not be discoverable for the application. 

There may be applications that need to be able to discover any UE that has discoverability enabled at the global level as part of the application semantic. In this case then proximity on a global UE ProSe ID basis is used as a way to provide general purpose service and further interaction between the applications happens on the user plane once communication is established between the peer application entities in the UE’s over the general purpose IP interface established using ProSe operating on Global ID basis.

6.Y.2
Procedures

UE’s under network coverage case

In the case depicted in Figure 5.x.1.1, this would be the situation:

Precondition: 

UE A, UE B and UE C have activated application independent basic Proximity services

UE A, UE B and UE C have activated proximity services on all applications they are hosting and registered the mapping of UE Ids with application ID’s with the application servers. This mapping is passed down to the UE’s which are happy to be mutually discoverable for the applications AND are in friendship relationship. Prose per application setting require updates on the devices and on the application servers.

The friendship relationships as depicted in figure 1.

During the discovery process, UE A sends identity A

During the discovery process, UE B sends identity B

During the discovery process, UE C sends identity C

Effects on UE A, B, C

UEs A, B and C discover the other UEs in proximity and determine per application the application ids for the UEs included in the stored mappings.  This results in the same per application UE identities being discovered as in model 1.

Network based Direct communications authorization

While the UE is under network coverage, it is assumed the status of UE Prose Settings is synchronized with the network and also to refresh it if there are refresh timers for ProSe status information.  So network based per application and per UE communication authorization is possible.

UE’s Out of Network Coverage case
For public safety and applications there is a need to survive network coverage absence. 
Precondition: 

UE A, UE B and UE C have activated application independent basic Proximity services

UE A, UE B and UE C may have activated proximity services on all applications they are hosting and registered the mapping of UE Ids with application ID’s with the application servers. This mapping may have been earlier passed down to the UE’s which are happy to be mutually discoverable for the applications AND are in friendship relationship. Prose per application setting require updates on the devices and on the application servers so once connectivity to the network is not available these settings cannot change. The UEs may be statically configured also with some of these mappings if out of coverage operation is required as they are critical.

The friendship relationships as depicted in figure 1 and they are assumed not to be stale in the devices and to have valid mappings.

During the discovery process, UE A sends identity A

During the discovery process, UE B sends identity B

During the discovery process, UE C sends identity C

Effects on UE A, B, C

UEs A, B and C discover the other UEs in proximity and determine per application the application ids for the UEs included in the stored mappings.  This results in the same per application UE identities being discovered as in model 1. However, local changes to friendship and on ProSe setting per application do not take effect as the friendship relationship are assumed to be those from the last received information from the application servers AND even if the UE’s do change these locally, the peers can still detect them as friends in vicinity based on the mapping of the global ID to application Ids stored locally. Only total disabling of ProSe makes a device non detectable. 

During direct communication establishment, however, individual applications may reject undesired communications based on local application level criteria even if different than those stored in the servers and available to other UE’s.

6.Y.3
Impact on existing entities and interfaces
UE is impacted by
6.Y.4
Solution evaluation

If a UE does not want to be discovered for a certain application in Model 1 it will not send the related application identity and attributes to the other UEs, while in model 2 it will have to notify the appropriate application server and the application server will have to either withdraw the mapping to the UE Global ID or set the status to non discoverable in the potential UE peers list. The Application Server would have to notify all the registered contacts to remove the mapping or change status of UE from their prose contact list.

It should be noted that if the applications allow any to any discovery, then the application semantics will be different in that the basic proximity on a global ID basis will have to be detected and then the application post establishment of user plane communications can authorize mutual interaction for the specific application based on application layer criteria. This is to say that the application layer proximity relationships are established dynamically based on the discovered global UE ID’s and perhaps after a user plane interaction. Application level ID’s may be exchanged on the user plane

With Model 2, if there are ProSe status refresh timers, when ProSe information becomes stale, it is assumed that the only applications which can discover one another are stateless applications which can use just basic proximity services based on the global user ID. Alternately, the discovery map may have some stale entries which might lead

So, for public safety applications which require reliable operation, the assumption in model 2 is that the device just uses applications that rely on the global ID alone or that can be configured out of the box or by direct input with the necessary mappings of applications ID’s and attributes to global ID’s and attributes.  This should not be a problem for public safety devices if we assume that agents should be able to use any of the available devices out of the box.  However discoverability enabling/disabling can happen only at the level of UE global ID and not per application.

 So, as a conclusion, we compare the two models side by side:

	
	Model 1 with net coverage
	Model 1 no net coverage
	Model 2 with net coverage
	Model 2 no net coverage

	UE Disabling/enabling of discoverability
	Per UE and per application independently 
	Per UE and per application independently
	Per UE and per application independently
	Per UE 

	Authorization of discovery
	Per UE and Per application based on local policy to the UE
	Per UE and Per application based on local policy to the UE
	Per UE based on local policy and per application based on network  interactions 
	Per UE based on local policy in the UE.

	Application layer attributes exchange
	Possible
	Possible
	Possible
	Not possible

	Any to any discovery
	Possible per global ID and per application ID
	Possible per global ID and per application ID
	Possible per global ID 
	Possible per global ID 

	ID to be used in public safety applications for them to be working out of the box and with no network coverage
	N/A


	Per UE and per application


	N/A


	Per UE and per application (only with locally configured mappings )



	Network-based direct communication authorization
	Per UE

Per application requires the UE and network status to be kept up to date in relationship to preferences, or the Network needs to check local UE preferences first
	N/A
	Per UE and per application as status is always synchronized.
	N/A


Editor's Note: final assessment to be added.
 End of change
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