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Abstract of the contribution:This contribution proposes some modifications to the Small Data Transfer starting from RRC IDLE (E-UTRAN): Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security in 5.1.1.3.1. The proposed modifications allow the MME to handle the MO small messages without drastic changes. Also, the proposal allows a UE enters into the normal CONNECTED mode from the small data transmission mode.
Discussion
For an MO IP packet transmission in the small data transmission solution in 5.1.1.3.1, UE sends the initial UL NAS message with encrypted IP packet as the payload without exchanging any prior NAS messages. The IP packet is encrypted using pre-established NAS security. However, 24.301 specifies that the UE shall transmit the initial NAS message integrity protected with the current EPS security context, but unciphered. The UE shall include the eKSI indicating the current EPS security context value in the initial NAS message. The MME shall check whether the eKSI included in the initial NAS message belongs to an EPS security context available in the MME, and shall verify the MAC of the NAS message. If the verification succeeds, the MME re-establish the secure exchange of NAS messages and all the following NAS messages exchanged between the UE and the MME are sent ciphered. There might be security vulnerability due to bypassing the security verification process with the initial NAS message. Also, this makes MME difficult to manage the state machine of the corresponding UE. This paper proposes to perform a message handshake over NAS between UE and MME before UE actually sends the UL IP packet through NAS container. During this handshake, MME can decide whether the following message transfer(s) belong(s) to small data transmissions or regular data transmissions through EPS bearers.

Even though UE and MME start small data transmissions, it is possible that more number of message exchanges follows after the initial transmission. Or, the size of the following message exceeds the threshold for a small data transmission. In this case, the system should be able to force the UE to establish Radio Access Bearers and to perform usual data communications. This paper proposes that MME can command the E-UTRAN to establish RABs by sending Initial Contexts Setup Request message while small data transmissions through NAS container are occurring.

As this modified solution is suitable to reduce the number of control signaling and to reduce power consumption caused by frequent small data transmissions such as heart beat messages, we propose to capture this variant under Frequent Small Data Transmission optimization key issue.
Proposal
It is proposed to add the followings to TR 23.887 ver 0.8.0
Begin of Change
5.1.2.3.x
Solution: Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security 

5.1.2.3.x.1
General

Editor’s note:
This solution is a variant of the solution captured in subclause 5.1.1.3.1 to apply the solution to reduce the amount of control plane signalling and improve the power consumption due to frequent small data transmissions. This subclause addresses only differences from 5.1.1.3.1.
It is assumed that UE and MME exchange the information regarding the small data transmission capabilities, and all the network entity selections are done for small data transmission as described in 5.1.1.3.1.
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 Figure 5.1.2.3.x.1.x-1: Message flows for an MO small message delivery with small data session establishment
LTE procedure for initial MO IP packet:

a) When an application is about to send an MO IP packet while the UE is in IDLE mode, the UE makes a decision whether the transmission qualifies to be a small data transmission. If UE determines a small data transmission, the NAS layer requests the AS to establish an RRC connection "for an MO-Signalling" (sending the S-TMSI in the RRC Connection Request). When UE sends the RRC Connection Setup Complete message, the UE piggybacks the Service Request as in a usual UE initiated Service Request procedure. The UE includes the eKSI indicating the current EPS security context value in the Service Request message as in a usual Service Request procedure. The only difference is that the Service Request message includes a small data indicator in order to signal that UE intends to use small data transmission mode to the MME.
b) On receiving the Service Request message with the small data indicator, MME verifies the security context value in the Service Request message. MME determines whether small data transmission mode is used for the UE. If MME determines to allow the UE to use small data transmission mode, the MME sends a NAS message “Small Data Transfer Ready” which is yet to be defined. As the UE’s state machine at the MME enters into small data transfer mode, MME starts a small data inactivity timer, which is considerably smaller than user inactivity timer at E-UTRAN. Whenever a UL or DL message arrives at the MME, MME resets the timer. When the timer expires, MME sends the RRC release command to the eNB.
c) One or more UL and/or DL messages are transferred through NAS container. The payload of the NAS container consists of EPS bearer ID and IP packet. The payload of the NAS container is ciphered using the established NAS security.
d) If MME determines that the threshold for the small data transmission is reached (e.g., the number of message exchanges, the accumulated amount of time in the small data transmission mode, or the size of arriving message), MME sends Initial Context Setup Request message to the eNB to force the UE enter into normal transmission mode. When MME sends the Initial Context Setup Request message to the eNB, the MME forwards the buffered DL messages back to the S-GW if there are any buffered DL messages at the MME.
LTE procedure for single MT IP packet delivery

This uses similar concepts to the MO case described above. When UE sends the Service Request message on response to the paging message with the small data indicator, the UE includes the small data indicator to the Service Request message. The rest of the procedure is identical to the MO case described above.
5.1.2.3.1.2
Impacts on existing nodes and functionality
Impacts on UE:
· Indicate eNB the small data transfer with new indicator or "mo-Signalling" cause value plus the receipt of the S-TMSI in the RRC Connection Request.

· Handle “small data” transaction (including sending Service Request with small data indicator and transfering the encrypted uplink IP packet and its EPS bearer ID to MME in the NAS container, receive page with “small data” indication, page response for “small data”, receive Small Data Transfer Ready message).

· Exchange information with MME on their ability to support the "small data" procedures.

Impacts on eNB:
Editor’s note: the impacts on eNB is FFS.
Impacts on MME:

-
Exchange information with UE on their ability to support the "small data" procedures.

-
Possible MME redirection to an MME optimized for this type of small data.
-
Receive Service Request with small data indicator.
· Send Small Data Transfer Ready message.
· Receive the uplink IP packet from UE by NAS.
-
Decrypt NAS container. Retrieve the IP address and TEID of the bearer using the EPS Bearer ID, form the GTP-U packet, and send it to the S-GW.

· Receive and encrypt the downlink IP packet along with its EPS bearer ID as the payload of NAS container and transfer it to UE by NAS.

· Transfer the small data indicator in the paging message to UE

· Request the eNB to fast release the RRC connection when timer expires
Impacts on S-GW:

-
Retrieve the IP address and TEID of the bearer using the EPS Bearer ID, form the GTP-U packet and send it to the P-GW (apply to alternative GTP-C path between MME and S-GW for uplink packet delivery).

-
append the downlink IP packet and EPS Bearer ID to the Downlink Data Notification and send it to the MME.

-
monitor whether the downlink packet is small data.

-
on DL, possibly detect “small data” abuse and direct MME to full Service Request.

Impact on HSS:

-
Possible subscription information to indicate if UE uses “small data” feature.
5.1.2.3.1.3
Solution evaluation
Editor’s note: this section is to be completed.
End of Change
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