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1 Introduction

At SA3-LI#47 and in subsequent discussions, LEAs have confirmed the need to support IMEI based interception for all services / access methods. The document presents a possible long term solution to the IMEI issue for IMS services. However, this document is only intended to allow SA3-LI to consider the high level issues and options. Therefore any final solution selection would need to be done in other groups based on SA3-LI requirements.
2 Discussion
The existing IMS signalling provides the ability to send the IMEI in SIP message exchanges. However, the current use of IMEI is largely option and therefore LI is forced to rely on proprietary mechanisms to fulfil LEA requirements. In addition, where the IMEI is present, there is limited assurance of validity at the application layer.
Without violating the access independence concepts of IMS, the only element in the 3GPP architecture which is always aware of the IMEI is the UE. A UE based solution would also have the potential advantage of having minimum impact on the core network. The ME is not entirely trusted by the operator and is largely outside the scope of 3GPP standardisation. The UICC (USIM / ISIM) by comparison is trusted.

It is therefore suggested that SA3-LI consider a new solution based on the UICC (USIM and/or ISIM), whereby the UICC is required to read the IMEI from the ME over a secure (eg secure channel) USIM-ME interface. The UICC would then hash the received IMEI before returning the hash value to the ME. Alternatively it may be possible to implement the same functionality in a secure environment in the ME. The IMEI and secure hash value can then be sent in the SIP signalling. This binding could be done at session establishment or registration/re-registration. To support this, IMEI transfer would need to be mandated for all 3GPP access sessions to IMS. The CSCF would then always have the IMEI available. If the hash value cannot be verified at the CSCF, then the session can be rejected.
In addition to the LI applications, the assured IMEI could also be used by the operator for ISIM to IMEI binding at the network side and fraud (or similar) security mechanisms.
Beyond the IMEI, it may also be possible to extend this mechanism to transfer the MAC Address, Location information or other parameters from the UE to the IMS core network in a manner which can be trusted by LI or other security functions within the network.

Therefore, it is suggested that SA3-LI consider this approach as the long term solution to IMEI and other IMS LI requirements. However, this will only work for R12 onwards, so additional mechanisms will still be required for pre-R12.

The next step would be to inform SA3, CT6 and other appropriate groups in order to seek feedback on this approach and to formally advise them that IMEI in IMS is a mandatory requirement (for 3GPP network access to IMS). It would be for those groups to identify the best solution (as outlined in this Tdoc or using other approaches) to the underlying IMEI interception in IMS from Rel-5 onwards and advise SA3-LI how this mandatory regulatory requirement can be solved.

