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****************************** START OF CHANGES *****************************
8.2.7
Solution 7: PPP over Ethernet (PPPoE)
8.2.7.1
Functional Description
Editor's Notes: It should be described whether and how the solution fulfils the requirements in Subclause 8.1.
8.2.7.1.1
Overview

The solution described in this section does not require any new protocols. It is based on the well-known PPP and PPP over Ethernet (PPPoE) protocols, specified in RFC1661 and RFC2516, respectively. These protocols are used to implement both the control plane and the user plane.

In summary, the solution is characterized by the following:

1. A PDN Connection over a trusted WLAN (TWAN) is created by establishing a PPPoE/PPP session between the UE and TWAG (Trusted WLAN Access Gateway).

2. The PPPoE protocol is used to create a virtual point-to-point link between the UE and TWAG.

3. The UE encapsulates all traffic pertaining to a PDN connection into PPPoE frames (as shown below). These frames include a PPPoE session ID, which differentiates traffic between different PDN connections.
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4. The TWAG binds a PPPoE session ID with a PDN connection. Traffic arrived from a certain PPPoE session ID is forwarded to the linked PDN connection and vice versa.

5. The TWAG behaves as an Access Concentrator that terminates both PPP and PPPoE protocols. It is very similar to a Broadband Remote Access Server (BRAS) function used in fixed broadband networks.

6. The UE needs to implement the PPP and PPPoE protocols. Both of them are already available in most smartphone platforms. Note that there are already applications available which enable the user to establish PPPoE connections on a smartphone.

7. A Non-Seamless WLAN Offload (NSWO) connection does not use PPP or PPPoE. So, NSWO traffic is transmitted directly over WLAN without any PPPoE encapsulation (as shown below). 
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8. Since NSWO traffic does not use PPPoE, it does not necessarily need to be routed through TWAG. Instead, it can be optimally routed without going through TWAG. This allows TWAG to be offloaded from NSWO traffic. It also allows the WLAN network and the UE to support NSWO traffic with the currently deployed means (i.e. without any changes). However, the solution allows the AP to tunnel NSWO traffic to TWAG, if this is required.

9. There is no impact on the WLAN AP and on other legacy WLAN components. If the AP supports QoS on the WLAN air interface, it is assumed that the AP can still map between DSCP and WLAN QoS parameters.

The solution requires the following protocol extensions:

1. The EAP-AKA protocol is enhanced (as proposed by other solutions too) so that during initial connection to TWAN, the UE becomes aware of the supported capabilities, e.g. whether NSWO is supported, whether single or multiple concurrent PDN connections are supported, etc. This can be easily supported by defining new 3GPP-specific EAP-AKA attributes as already done for other attributes (see e.g. AT_TRUST_IND, AT_IPMS_IND, AT_IPMS_RES).

2. A new configuration option should be specified for PPP LCP (Link Control Protocol) or for PPP IPCP and for PPP IPV6CP protocols. This configuration option is used to negoatiate specific PDN connectivity parameters (such as APN, attach type, etc.) between the UE and TWAG when a new PPPoE/PPP session is created. For this purpose the PPP Vendor Extensions as specified in RFC2153 could be used. Is it expected that stage-3 groups will specify (a) what vendor extensions should be defined and (b) whether these extensions should be specified for LCP or for IPCP/IPV6CP protocols.

The figure below illustrates the user-plane operation for a UE that concurrently has a NSWO connection and two PDN connections. Note that traffic for PDN connections is encapsulated in PPPoE frames while NSWO traffic does not require such encapsulation. Note also that each PPPoE frame carries a Session ID which is associated with a PDN connection.
There is no requirement for NSWO traffic (i.e. traffic which does not traverse EPC) to be routed to TWAG. This enables TWAG offload and a single TWAG could support a larger number of UEs.
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Figure 8.2.7.1.1-1: User plane operation when the UE has a NSWO connection and two PDN connections.
The figure below shows a simplified UE protocol architecture for a UE that concurrently has a NSWO connection and two PDN connections. Each PDN connection requires a PPPoE/PPP instance. NSWO traffic in the UE can be supported without the need for any new protocols.
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Figure 8.2.7.1.1-2: Simplified UE architecture with a non-seamless WLAN offload (NSWO) connection and two concurrent PDN connections.
8.2.7.2
Procedures

8.2.7.2.1
Initial Attach and UE-Initiated Connectivity to PDN 
The signaling flow below shows the steps carried out when a UE connects to a trusted WLAN (TWAN) and establishes a NSWO connection along with a PDN connection. The figure is generic and applies to both GTP S2a and PMIP S2a.
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Figure 8.2.7.2.1-2: Simplified UE architecture with a non-seamless WLAN offload (NSWO) connection and a concurrent PDN connection.
During the EAP-AKA authentication the UE becomes aware of the services offered by the trusted WLAN network, e.g. whether NSWO is supported, whether a single and/or multiple concurrent PDN connections are supported, etc. This can be accomplished by defining 3GPP-specific EAP-AKA attributes.
When the UE decides to activate a PDN connection (with type IPv4) over the TWAN, it uses the normal PPPoE procedures to discover the TWAG and to establish a new PPPoE session with the TWAG. A new session ID is allocated by TWAG to this PPPoE session (for example: Session ID=0x065d, as shown in the figure). 

Subsequently, the UE initiates the establishment of a PPP session according to the normal PPP procedures. Note that after the LCP negotiation: 
· The standard PPP authentication could be used if the requested PDN connection is needed for “Non-Transparent access to an Intranet or ISP” (see TS 29.061); or
· The standard PPP authentication could be skipped, if the requested PDN connection is needed for “Transparent access to the Internet” (see TS 29.061). In this case, even when the UE sends a PPP authentication request the TWAG may always accept it.
In the figure above, it is assumed that during the IPCP configuration a new IPCP configuration option is used. This allows the UE to request a specific APN, attach type, etc. and allows the TWAG to respond with an offered APN and possibly other parameters. Although the figure above shows new configuration options for the IPCP protocol, those new configuration options could be specified for the LCP protocol instead. What PPP Vendor Extensions should be specified by 3GPP and for which PPP protocol (LCP or IPCP) is considered a stage-3 task.

Note that the signaling flow shown in the figure above is based on known steps already used in practice. The only extension required is (a) the new EAP-AKA attribute(s) and (b) the new PPP configuration option(s) that allows the negotiation of PDN connectivity parameters between the UE and TWAG.

8.2.7.2.2
PDN Connectivity with Various Types

The figure below shows how a PDN connection can be established with type IPv4 (case A) or type IPv6 (case B).
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Figure 8.2.7.3-1: PDN connection establishment with type IPv4 (case A) or IPv6 (case B).
NOTE 1: Although the figure above shows new configuration options for the IPCP and IPV6CP protocols, those new configuration options could be specified for the LCP protocol instead. What PPP Vendor Extensions should be specified by 3GPP and for which PPP protocol (LCP or IPCP/IPv6CP) is considered a stage-3 task.

For establishing a PDN connection with type IPv4, the UE uses the IP Control Protocol (IPCP), as specified in RFC 1332, “The PPP Internet Protocol Control Protocol”. With IPCP, the UE receives IPv4 configuration parameters, such as an IPv4 address, DNS servers, etc.

For establishing a PDN connection with type IPv6, the UE uses the IPv6 Control Protocol (IPV6CP), as specified in RFC 5072, “IPv6 over PPP”. With IPV6CP, the UE negotiates an “Interface-Identifier” (a 64-bit interface identifier) to be used for address autoconfiguration. On the established PPP session the UE receives a Router Advertisement and, based on its content, the UE uses either stateless or stateful autoconfiguration. Since the Router Advertisement is sent to UE over a point-to-point link, it is possible to use stateless autoconfiguration for some UEs and stateful autoconfiguration for some other UEs (although this is not typically needed).
To support PDN connections with type IPv4v6, the UE can establish two PPP connections over the same PPPoE session: one for IPv4 (using IPCP) and another for IPv6 (using IPV6CP). Traffic on both PPP connections is transported on the same PPPoE session and is thus mapped to the same PDN connection.
8.2.7.2.3
PDN Connection Release
The figure below illustrates the control-plane signaling flow when the UE intiates a PDN connection release. The UE simply terminates the corresponding PPP session and subsequently terminates the associated PPPoE session too.
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Figure 8.2.7.2.3-1: PDN connection release initiated by UE.
The figure below illustrates the control-plane signaling flow when the P-GW intiates a PDN connection release. Note that the TWAN could also initiate the PDN connection release. In this case, the TWAN terminates the PPP session with the UE and sends the Delete Session Request to P-GW.
The TWAG may use the standard LCP Echo Request/Reply procedure (or other link management facilites provided by PPPoE) to determine when a UE becomes unreachable. In this case, the TWAG may detach the UE from EPC by releasing all its PDN connections.
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Figure 8.2.7.2.3-2: PDN connection release initiated by P-GW.

8.2.7.2.4
Handover from 3GPP access to WLAN
The UE can handover a first PDN connection from 3GPP access to WLAN by re-using the “Initial Attach and UE-Initiated Connectivity to PDN” procedure described above. In the handover scenario, during the PPP session establishment the UE provides the associated APN and indicates “Attach Type = Handover”. Existing procedures can then be used (e.g. procedures specified in TS 23.402 for IP address preservation) to make sure that the PDN connection over the trusted WLAN uses the same PGW and the same IP address. 
If the UE wants to handover additional PDN connections from 3GPP access to WLAN, it should establish additional PPP connections over WLAN by providing the associated APNs and “Attach Type = Handover”.
8.2.7.3
Impacts on existing nodes or functionality
Editor's Notes: Impacts to UE and network elements within TWAN as well as EPC to support backward compatibility and co-existence with Rel-11 in this subclause.
8.2.7.4
Evaluation

The solution supports the following capabilities:

1. Supports one or more concurrent PDN connections. Each PDN connection requires a PPP/PPPoE protocol instance in the UE and in the TWAG.
2. Supports NSWO traffic and concurrently EPC traffic (via one or more PDN connections).

3. Supports IPv4, IPv6 and IPv4v6 PDN connections.
4. Supports IPv6 stateless autoconfiguration. It does not mandate stateful DHCPv6, thus simplifies UE implementation.
5. Supports PDN connection handover from 3GPP to TWAN with IP address preservation.
6. Supports TWAG discovery by means of standard PPPoE procedures.
7. Supports PDN connections for “Non-Transparent access to an Intranet or ISP” and for “Transparent access to the Internet” (see TS 29.061). Standard PPP authentication can be used to authenticate PDN connections for “Non-Transparent access to an Intranet or ISP”.
8. Supports SaMOG phase-2 capable UEs and “legacy” UEs on the same TWAN (and on the same SSID).
The solution is also characterized by the following features:

1. NSWO traffic does not need to go through TWAG. This enables TWAG offload and can lead to deployments with reduced cost.
2. NSWO traffic is transmitted without any encapsulation. This improves air-interface utilization and reduces complexity.
3. There is no need for special signaling to establish tunnels / point-to-point connections for NSWO traffic. This improves efficiency and reduces complexity.
4. It is based on the well-known PPP/PPPoE protocols. Thus avoids the effort to standardize and implement new protocols in the UE and in the network. In addition, it minimizes the need for new conformance specifications; only conformance testing against the new PPP configuration options and EAP-AKA attributes is required.
5. The PPP/PPPoE protocols are already supported by many smartphones (typically as build-in or loadable kernel modules). Thus, UE modifications are minimized.
6. Standard PPP/PPPoE procedures can be used to monitor the link between the UE and TWAG. For example, the TWAG may use the standard LCP Echo Request/Reply procedure to determine when a UE becomes unreachable and then trigger Detach procedures.
7. The standard PPP LCP protocol can be used to negotiate an MTU for each PDN connection.
8. The standard PPP Compression Control Protocol (CCP) can be used to enable data compression between the UE and TWAG. Although CCP is not considered necessary over WLAN, it is a readily available option for deployment.
9. It is supported by existing WLAN APs. PPPoE frames can traverse existing WLAN APs without any modification. When the AP supports QoS on the WLAN air interface, it is expected that the AP can still map between DSCP and WLAN QoS parameters.
The solution requires the following protocol extensions:

1. The EAP-AKA protocol should be enhanced so that during initial connection to TWAN, the UE becomes aware of the supported capabilities, e.g. whether NSWO is supported, whether single or multiple concurrent PDN connections are supported, etc. This can be easily supported by defining new 3GPP-specific EAP-AKA attributes as already done for other attributes (see e.g. AT_TRUST_IND, AT_IPMS_IND, AT_IPMS_RES).
2. The PPP protocol should be extended to support negotiation of PDN connectivity parameters (such as APN, attach type, etc.) between the UE and TWAG when a new PPP session is created. For this purpose the PPP Vendor Extensions as specified in RFC2153 could be used. Which protocol should be extended (e.g. LCP or IPCP/IPV6CP) and what vendor extensions should be specified is considered a stage-3 decision. Some LCP extensions are already specified in RFC 1570.
NOTE: Only a minimum number of PDN connectivity parameters need to be negotiated, typially, the “Requested APN” and “Attach Type”.
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