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1. Overall Description:

SA3 thanks SA2 for the LS on security considerations for providing CSG ID lists for equivalent PLMNs. SA3 discussed the security concern raised in the LS and would like to respond as follows.

SA3 evaluated the privacy and security impacts of HSS providing CSG-ID list of other PLMNs for a UE to the VPLMN MME/SGSN. SA3 would like to inform SA2 that SA3 came to the conclusion that the possible consequences of such misbehaviour would have small privacy impacts only. In addition it was raised, that a misbehaving VPLMN MME/SGSN may lead to rogue actions with higher security impact, e.g. fetching authentication vectors for other subscribers.
Further considering the complexity involved in configuring the HSS with the details about the equivalent PLMN list of VPLMNs, SA3 believes that the security benefit in verifying the equivalent PLMN list provided by the VPLMN MME/SGSN in the HSS does not outweigh the added complexity in function and management. 

Therefore feedback from SA3 is, there is no need to configure the HSS to verify the equivalent PLMN list provided by the VPLMN MME/SGSN before responding with CSG-ID list.
2. Actions: 

To SA2 group.

ACTION: 
SA3 kindly asks SA2 to take this feedback into account.
3. Date of Next SA3 Meetings:

SA3#66
6-10 Feb 2012
Vancouver, Canada

SA3#67
21-25 May 2012
TBD
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