SA WG2 Temporary Document

Page 2

SA WG2 Meeting #88
S2-115433
14 - 18, November 2011, San Francisco, USA
(revision of S2-115000)
Source:
Panasonic, ZTE, Juniper Networks
Title:
Resolve open issue on informing UE of address release
Document for:
Approval 

Agenda Item:
9.11
Work Item / Release:
SaMOG
Abstract of the contribution: This contribution addresses the issue of informing UE of the address/prefix release, and evaluates different options for solution 1 and solution 2.
Introduction

The detach procedure of the WLAN specific solution 1 has some open issue on informing UE of the address/prefix release: (TR23.852v0.4.0, sub-clause 7.1.1.3)
· Detach and PDN Disconnection with GTP on S2a:

· Trusted WLAN AN and HSS/AAA may disconnect the PDN Connection and detach the UE, and the PDN GW may initiate Resource Allocation Deactivation for the default bearer as the PDN disconnection. If there is no traffic received from the UE for a configurable duration and the WLAN AN detects the UE has left based on unanswered probes (e.g., ARP Request, Neighbor Solicitation message), it disconnects the PDN Connection. In these cases the UE IP address(es) are released in the network.

Editor’s Notes: It is FFS how the UE can be informed about the IPv4 address/IPv6 prefix release from the network.

As in the described scenarios, the network can release the address/prefix based on its own decision and observation of the UE activities. However, there is no method indicated of how to inform the UE of the release of the IPv4 address/ IPv6 prefix. 

Typically, a relative long time would be given for the address/prefix allocated to the UE to avoid excessive signalling on address renew. Default setting for the DHCPv4 lease time is 1 day, and normally could be shorten up to 30 minutes or so in a public network. For a typical IPv6 prefix allocation, the default router lifetime is 1800 seconds (30 minutes), and some networks conveniently set it to 65535 seconds in the RA. 
As in the above description, the UE is not aware of the release of the address, and when it connects back to the same network it may not even need to go through any AAA process. 

This means that if the UE is not explicitly informed of the IPv4 address/IPv6 prefix release, it would hold on to the current address/prefix until the time expires. And, the UE does not need to send out any DHCP or RS until the renew time is reached. 

For solution 1 (sub-clause 7.1.1), the above poses a problem for the UE’s next attach procedure after this release. As described in sub-clause 7.1.1.2, the solution 1 relies on L3 Attach trigger to establish the GTP tunnel. However, the UE that was just reconnected to the network may think that the existing address/prefix is valid and will not issue a DHCPv4 or RS. Therefore, the session over S2a will never be established for the UE until the UE tries to renew its address/prefix, which may happen only after quite a long time. 
Furthermore, the solution 1 also relies on the L3 trigger to establish the point to point link within the WLAN AN, by checking the L2 (MAC address) of the L3 triggers. Therefore, there is no way for the network, e.g. the TNSP to send L3 address release indication (e.g. DHCP or RA with zero lifetime) to the UE to solicit the L3 trigger. In the above case, the UE may send just normal IP packets instead of L3 trigger first. This may also make the point to point link establishment mechanism falter.
For solution 2 (sub-clause 7.1.2), the impact is less. As described in sub-clause 7.1.2.4.2 and sub-clause 7.1.2.4.3, the detach procedure are all triggered as part of the L2 (AAA) process. Therefore, after this release, the UE needs to perform the AAA procedure again before obtaining connections to the network. 
Also, for Solution 2, the initial attach (sub-clause 7.1.2.4.1) relies on L2 trigger to establish the GTP session over S2a and the point to point link towards the UE. Therefore, when the UE re-connect to the network, the GTP session establishment will be triggered, and tunnels will be established properly.
In this case, if the UE is not explicitly informed of address/prefix release, the TWAG can initiate some address release indications to the UE for address renew, e.g. DHCP or RA with zero lifetime. 
Conclusion
In view of the above discussion, it could be concluded that for Solution 1, the UE has to be informed in certain manner of the address release. Otherwise, the operation sequence of the attach procedure requires significant modification to support UE’s next attach before the address(es) lifetime expires. The possible approach is for the network to ensure that the address release will force the cleanup of the AAA context as well. This will force the UE to perform EAP procedure again when attaching to the network next time. And, this EAP procedure should be used as indication for UE to send L3 trigger. 

For Solution 2, there is no need to change any of the procedure, as the operation does not break. However, to facility faster attach finishing, the WLAN Access gateway can send unsolicited IP configuration to the UE. This is possible only for Solution 2, since the point-to-point link establishment is not relying on L3 trigger from the UE.  
Proposal

******************** Start of First Change ***************************
7.1.1.3
Without-UE-impact procedures except Initial Attach
Based on the GTP-S2a procedures in Section 6, for the solution without UE impact the following procedures are considered:
· Detach and PDN Disconnection with GTP on S2a:

· Trusted WLAN AN and HSS/AAA may disconnect the PDN Connection and detach the UE, and the PDN GW may initiate Resource Allocation Deactivation for the default bearer as the PDN disconnection. If there is no traffic received from the UE for a configurable duration and the WLAN AN detects the UE has left based on unanswered probes (e.g., ARP Request, Neighbor Solicitation message), it disconnects the PDN Connection. In these cases the UE IP address(es) are released in the network. When disconnecting the PDN Connection, the TNAN needs to locally remove the UE context and deauthenticate and disconnect the UE at Layer 2 as per IEEE Std. 802.11-2007 [5]. When UE connects to the network next time, the L2 disconnection serves as an indication to the UE that the previous IPv4 address/IPv6 prefix might no longer be valid. The UE can then proceed with re-validation or re-acquisition of its IPv4 address / IPv6 prefix.

· The UE can send an explicit DHCPv4 message to release the IPv4 address, then the PDN connection is disconnected when the PDN type is IPv4.

· PDN GW Initiated Bearer Modification and HSS Initiated Subscribed QoS Modification procedures may be used to modify the default and dedicated bearer but correspond to no signalling over Trusted WLAN’s airlink.
· The dedicated bearer activation procedure may be used to activate the dedicate bearer in S2a but correspond to no signalling over Trusted WLAN’s airlink.
In addition, the following procedures in Section 6 are not supported:
· UE-initiated Connectivity to Additional PDN connection.
· The handover between Trusted WLAN and 3GPP Access with IP address preservation.
******************** End of First Change ***************************

******************** Start of Second Change ***************************

7.1.2.4.1
Initial Attach to Trusted Non-3GPP WLAN Access procedure
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Figure 7.1.2.4.1-1: Initial attach to Trusted Non-3GPP WLAN Access
The procedure for Initial Attach to Trusted Non-3GPP WLAN Access is represented in Figure 7.1.2.4.1-1 and described below. It is based on the generic Initial Attach to Trusted Non-3GPP Access procedure described in subclause 6.1.3.1. with the following differences: 
· At step 2, the following additions apply:

· The HSS/AAA provides to the Trusted Non-3GPP WLAN Access the APN to which the UE will be attached. in the subscription data. PDN type is indicated from HSS in this step.
· The mutual authentication between the UE and the EPC as defined in TS 23.402 [3] section 4.9.1 is carried as per IEEE 802.11 specifications through the Trusted Non-3GPP WLAN Access.
· At reception of the EAP Success, the Trusted WLAN AAA Proxy buffers it and notifies the Trusted WLAN Access Gateway of the layer 2 attach of the UE and provides MAC address and IMSI of the UE as depicted in step 2b. 
· At step 5, after the Trusted WLAN AAA Proxy informs of layer 2 attach of the UE, the Trusted WLAN Access Gateway selects the APN as per the subscription data received in step 2 and send Create Session Request to the PDN GW with the PDN type.
· At step 8, After allocating an IPv6 prefix and/or an IPv4 address to the UE, the PDN GW sends Create Session Response to the Trusted WLAN Access Gateway. Deferred IPv4 address allocation may be used.
· At step 9b, the Trusted WLAN Access Gateway notifies the Trusted Non-3GPP Access AAA Proxy of successful GTP tunnel establishment, and provides the necessary parameters for establishment of a point-to-point link towards the UE through the WLAN Access Network.

· At step 9c, the Trusted WLAN AAA Proxy delivers the buffered EAP success to the WLAN Access Network together with the necessary parameters for establishment of a point-to-point link between the UE and the Trusted WLAN Access Gateway. On receiving this, the WLAN Access Network configures the point-to-point link adequately and informs the UE of EAP success.

-
At step 11, after the UE is associated and authenticated with the WLAN Access Network, the UE performs IP layer configuration with the Trusted WLAN Access Gateway acting as the default router as per standard IETF procedures [9] [12] [13] [14].
NOTE: The WLAN Access Gateway can send unsolicited IP layer configuration signalling, e.g. DHCPv4 or RA, over the point-to-point link towards the UE. 
******************** End of Second Change ***************************
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