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Introduction
The Stage 1 requirements for IUT privacy are defined in TS 22.228 as follows: -

· Replication / transfer of some or all media components to target IMS UE(s), belonging to the same or to different user(s) that are subscribed to the same operator, shall not be performed when the remote end (e.g. the source of the media) of the session restricts such operation.
We have seen discussions on IUT privacy for a number of meetings, and there are similar issues raised each time the alternatives are discussed. Our summary of these issues is as follows: -

· Any solution that depends on the far-party UE supporting new functionality for support of privacy cannot be a sufficient solution. It must be assumed that many, or indeed, most, far-party devices will not be updated to support such functionality.
· Any solution that depends on another entity (such as an AS) in the far-party UE’s network for support of privacy cannot be a sufficient solution. It would require that all networks supporting UE’s that could be involved in a session with an IUT UE would need to deploy such an AS, even if these networks have not deployed IUT. (However, this seems somewhat more likely than all far-party UE’s being updated to include new IUT functionality.)
· Until now a guiding principle for IUT has been that the far-party UE is unaware of whether IUT procedures are being executed.

It seems then that any solution that relies on updates to the remote side of the IUT session cannot be a complete solution, working for all sessions. There seem to be two other solutions that need to be considered: -
· An entity in the IUT UE’s network should have the capability of restricting IUT procedures. The policies determining the restrictions could come from a number of sources, but for example, the far-party’s operator, knowing that it hasn’t deployed it’s own privacy solution, would inform (e.g. through a service level agreement) the IUT UE’s operator that no IUT procedures to other subscribers should be allowed for any of it’s UE. This could be implemented as a policy in the SCC AS.
· The IUT-UE’s network could play an announcement when an IUT procedure is requested. However, this has a number of difficulties: -

· Network media resources are required for this

· There could be frequent 

· The language of the announcement could be an issue

· The far party may have no idea what the announcement means

Regarding the far-party AS-based solution, one important additional consideration is that for it to be beneficial, compared with a near-party SCC AS solution, it would seem that it would need to be possible for an end-user to have some means to update their privacy policies. This might well be possible, eg via Ut. But, this still pre-supposes that the UE supports this, that the user is aware that they might be involved as a far party in a session with an IUT UE, and that there is a privacy issue that they need to addressed. 

Although SA1 have confirmed the requirement for far party privacy we feel that there is still a fundamental question to be resolved. SA1 have confirmed via LS that the requirements apply to far party users rather than DRM-type scenarios, where the far party is a server providing media that might be covered by digital rights. It could instead be assumed that when a session is set up between two users there is a degree of trust between them, and the near party (IUT) user should confirm with the far party (verbally) before transferring/replicating media to another user. Enforcing privacy via technological means on a case by case basis will only ever cover a small minority IUT of sessions.
Conclusion

The SA1 requirement is short and simple, but has significant ramifications.

The main solutions so far proposed rely on changes either on far party UE’s or in the far party’s network, and it seems unlikely that such changes will be widespread. 
It might be envisaged that a far party AS-based solution might well be deployed by an operator who is deploying IUT in their own network, but for a far-party AS solution to provide more fine-grained control of privacy than a local SCC AS-based solution, users would need to be aware of the IUT privacy issue and would need to have a means to set their privacy preferences.
Even if either AS-based or UE-based changes are introduced, the SCC AS should still have the capability of enforcing privacy requirements on behalf of the far party (even if such policies broadly apply to many users). 
Discussion on the topic has spread over at least 3 meetings, so IUT privacy is clearly a difficult thing for SA2 to conclude on. There seem to be some possible next steps: -

· Agree that for Release 11, any (generally applicable) far party privacy restrictions would be enforced by the SCC AS

· Start a study in Release 12 to fully investigate all of the issues and possible solutions, or, 
· try to work offline (involving SA1) before the February SA2 meeting to try to agree some functionality for Release 11
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