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Abstract of the contribution:

This P-CR proposes protocol stack between MTC-IWF and HLR/HSS via S6m.
1. Introduction
According to the protocol assumption stated in TR 23.888 section 4.5.2, three possible protocols (RADIUS, Diameter and MAP) may be used on reference point S6m, but which one to be used is not determined. In this paper, the compare of these protocols is given and the protocol stack of S6m is proposed.
2. Discussion
According to the MTC architecture described in TR 23.888, reference point S6m is defined between HLR/HSS and MTC-IWF to exchange necessary information. To minimize the impacts on HLR/HSS, three alternatives can be the potential protocol candidates on the application layer of this interface, that is, RADIUS, Diameter and MAP.

As MAP is legacy SS7 based protocol while RADIUS and Diameter are IP based protocol, MAP is not preferred in Rel-11.
The basic operation of RADIUS and Diameter is similar. The compare between RADIUS and Diameter is as follows:

1. Diameter is an upgrade protocol of RADIUS, and it’s backward compatible with RADIUS. 
2. RADIUS is based on UDP protocol, which is a connection-less transport layer protocol, while Diameter utilizes connection-oriented SCTP or TCP as transport layer protocol, it can provide more reliable service than RADIUS. 

3. IPsec is mandatory for Diameter but optional for RADIUS, so Diameter can guarantee communication security. 

From these analyses above, it can be seen that Diameter is better to be used on this interface.

Since Diameter is selected as the application layer protocol of S6m interface, SCTP and TCP are two possible alternative protocols for transport layer. Considering TCP has the head-of-line blocking problem and is vulnerable to denial of service attacks, it is proposed to use SCTP in transport layer.

For network layer of S6m interface, IP protocol should be used, as EPC is an all IP network.

3. Proposal
Based on above discussion, it is proposed to agree following changes to TS 23.mtc.
Start of Change
5
Functional Description and Information Flow 
5.1 
Control and user plane

<This section specifies the protocol stacks on the control and user planes for each of the interfaces required for MTC>

5.1.1
Control plane

5.1.1.X
HLR/HSS – MTC-IWF
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Legend:

-
Diameter: This protocol supports transferring of subscription and authentication data for authenticating/authorizing user access to the evolved system between HLR/HSS and MTC-IWF. Diameter is defined in RFC 3588 [a].

-
Stream Control Transmission Protocol (SCTP): This protocol transfers signalling messages. SCTP is defined in RFC 4960 [b].

Figure 5.1.1.X-n: Control plane for S6m interface 
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3GPP

SA WG2 TD


_1381830822.vsd
MTC-IWF


IP


S6m


SCTP


Diameter


IP


SCTP


Diameter


HLR/HSS


L1


L2


L1


L2



