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1. Overall Description:

SA2 would like to inform SA3 that SA2 has added a feature to enable the MME/SGSN to support inter-PLMN handover to a CSG cell in an equivalent PLMN of the UE using the subscription information of the target PLMN (see attached SA2 approved CRs). For this the MME/SGSN provides a list of equivalent PLMNs for the UE in addition to the PLMN of the MME/SGSN (registered PLMN) to the HSS and the HSS replies with the CSG-ID list of the all the EPLMNs and the RPLMN. The typical use-case scenario is where an operator may have deployed multiple PLMN-IDs e.g. different PLMN-IDs for different RATs or has acquired another operator. This feature shall be supported for both non-roaming (HPLN MME/SGSN) and the roaming scenarios (VPLMN MME/SGSN). 

During discussions, security concerns were raised specially during roaming scenarios where the HSS in the HPLMN may not be aware of all the EPLMNs corresponding to a VPLMN. Concerns were raised about privacy and security impacts of providing CSG-ID list of other PLMNs (EPLMNs) to a VPLMN MME/SGSN. It was commented whether the HSS in the HPLMN will need to be configured with information about EPLMNs of a VPLMN and should verify the EPLMN list provided by the VPLMN MME/SGSN before replying with the CSG-ID list for these EPLMNs to the MME/SGSN. SA2 does not believe that the EPLMN-list information for a VPLMN changes very often.
2. Actions:

To CT WG4 group.

ACTION: 
SA2 kindly asks SA3 to consider the security issues involved and provide feedback if the HSS should be configured to verify the EPLMN-list provided by an VPLMN MME/SGSN before responding with CSG-ID list for these PLMNs.
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