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Abstract of the contribution: For DSMIPv6, the IPSec encapsulation for the control plane is mandatory; however, the user plane IPSec encapsulation is optional as according to TS 23.402. In the case of NA(P)T is enabled at BBF, the UDP source port number of the user plane traffic will be different between the cases when the user plane traffic is IPSec encapsulated and not encapsulated. The contribution explains this issue and provides the solution to ensure the correct NATed UE source UDP port number be provided to BBF by EPC.
Introduction
The user plane traffic may or may not be encapsulated by the IPSec tunnel for the trusted S2c case according to the TS 23.402. The UDP source port number of the user plane traffic will be different in these two scenarios. Currently, these two scenarios are not differentiated and therefore, the procedure for PGW to obtain the appropriate source UDP port number to pass onto to BBF is not specified correctly in TS 23.139.  
Problem Statement
UDP source port number is sent to the fixed broadband access network if the NA(P)T is detected so that the broadband fixed access network can perform the QoS control based on the granularity of per UE and DSCP as according to TS 23.139.
For S2b and “untrusted” S2c cases, all the user plane traffic are IPSec encapsulated between the UE and the ePDG, so the terminology “UDP source port number” can refer to the source port number of the IPSec tunnel that may or may not be UDP encapsulated dependent if the UDP port 4500 is used as according to RFC 5996.  Never-the-less, in the case when NA(P)T is enabled, PGW will receive the IPSec packet with the source port number assigned by the NA(P)T in BBF (e.g. at the RG).
But for the “trusted” S2c case, the user plane traffic will not be IPSec encapsulated unless the “optional” procedure of enhanced security support for S2c as defined in clause 6.16 of TS 23.402 is performed at the later step.  Once the latter “optional” enhanced security procedure is completed, then the user traffic will be IPSec encapsulated according to the RFC 5996 which is similar to the S2b and untrusted S2c cases.    
According to TS 23.402, clause 6.3, in the presence of the NA(P)T, the source UDP port number of the UE traffic will be provided to the BBF access by 3GPP system.  However, the procedures do not consider the second scenario that were described above when the optional enchanced security procedure applies which affectsthe source UDP port number retrieved by the 3GPP system for the given UE traffic. Therefore, it is necessary to clarify the procedures in TS 23.402, clause 6.3 regarding which the source UDP port number is to be provided to the BBF access based on whether the UE’s traffic is IPSec encapsulated or not encapsulated in the presence of NA(P)T: 

Proposal 

In the case of the trusted S2c and the present of NA(P)T in the BBF, if the user plane traffic is not encapsulated by the IPSec tunnel, the UDP source port number of UDP packet that encapsulates the DSMIPv6 BU according to RFC 5555 shall be sent to the broadband fixed access network. 
If the latter “optional” enhanced security procedure as defined in clause 6.16 of TS 23.402 is applied, the user plane traffic is then encapsulated by the IPSec tunnel, the UDP source port number of the IPSec encapsulated user traffic as according to RFC 5996 shall be sent to the broadband fixed access network. 
It is proposed to the following changes to TS 23.139
* * * Start of 1st Change * * *  
8.1.1
Initial Attach with DSMIPv6 on S2c to trusted Fixed Broadband Access

Editor’s note: this procedure is based on TS 23.402, clause 6.3

This clause is related to the case when the UE attaches to a Fixed Broadband Access which is considered trusted. In this case only S2c procedures can be used in building block 1. 
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Figure 8.1.1-1: Initial attachment with DSMIPv6 when S2c is used for roaming, non-roaming and LBO

The home routed roaming, LBO and non-roaming scenarios are depicted in the figure.

-
In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the 3GPP AAA Server in the HPLMN to the PDN GW in the VPLMN and visa versa. Messages between the PDN GW in the VPLMN and the hPCRF in the HPLMN are forwarded by the vPCRF in the VPLMN.

-
In the non-roaming case, the vPCRF and the 3GPP AAA Proxy are not involved.

If dynamic policy provisioning over S9a is not deployed, the optional steps A.2, B.1 and 4 do not occur. Instead, the Fixed Broadband Access Network may employ BBF Local policies.

Depending on scenario, either the steps shown in (A) or the steps in (B) are preformed. Details for S9a session establishment and when (A) or (B) is used for S9a session establishment are described in TS 23.203 Annex-P [4], clause H3.7.
1. 
The UE may perform the 3GPP based (EAP) access authentication procedure involving the Fixed Broadband Access network. As part of this step, the permanent user identity (IMSI) is provided from the 3GPP AAA Server to the Fixed Broadband Access network

2. 
The UE receives a local IP address from the Fixed Broadband Access Network which is used as CoA in S2c signalling. How this is done is out of 3GPP scope, but it may involve IP address assignment by an RG or a BNG

A.1 Triggered by steps 1 and 2, the BPCF is informed about the UE accessing over Fixed Broadband Access. How this is done is out of 3GPP scope.
A.2 If the BPCF receives the trigger in step A.1 and policy interworking with PCRF is supported, the BPCF initiates S9a session establishment. The BPCF includes IMSI, and IP-CAN type in the message to the PCRF. The details of how the BPCF is notified about the UE connecting in steps 1-A.1 is out of scope for 3GPP specifications.

3. The description of this step is the same as for steps 4-7 in TS 23.402 [3], clause 6.3, with the following information: The UE local IP address (i.e. CoA) and optionally UDP source port number of the DSMIPv6 binding update signalling (if NAT is detected) are forwarded to the PCRF in step 6 of TS 23.402 [3], clause 6.3 (i.e. IP-CAN session establishment procedure).
B.1 Triggered by the IP-CAN Session establishment from the PDN GW, the PCRF initiate the S9a session establishment with the BPCF. The UE local IP address and optionally UDP source port number of the DSMIPv6 binding update signalling (if NAT is detected), IP-CAN type, QoS parameters (e.g. QCI, ARP), and optionally the IMSI, needs to be included in the request message sending to the BPCF. 
4. The Gateway Control and QoS Rules provision procedure may be initiated by the PCRF towards the BPCF.

5. The BPCF may interact with the BNG, e.g. to download policies, as defined by BBF Policy Framework specifications BBF WT-134 [11] and BBF WT-203 [6]. This step is out of 3GPP scope.
* * * Start of 2nd Change * * *  
8.1.x 
Activation of enhanced security for S2c 
This clause is related to the case that UE creates the child SA to protect the user plane traffic exchanged over the S2c tunnel when the UE is in a trusted Fixed Broadband access.
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1)
The UE has performed the Initial S2c attach procedure as defined in clause 8.1.1 and has an established PDN connection.

2)
The UE repeats the procedure steps 2-4 of clause 6.16.1, Figure 6.16.1-1 to establish the child SA with the following additions: UDP source port number of IPSec tunnel as according to RFC 5996 is included in IP-CAN session modification.

3)
The Gateway Control and QoS Rules provision procedure is initiated by the PCRF towards the BPCF as specified in TS 23.203 Annex-P [4], with the following additions: UDP source port number of IPSec tunnel as according to RFC 5996.
4)
The BPCF may interact with the BNG, e.g. to download policies, as defined by Fixed Broadband Access Policy Framework specifications BBF WT-134 [11] and BBF WT-203 [6]. This step is out of 3GPP scope.
End of change
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3. PDN connection setup as specified in TS 23.402, Figure 6.3-1 steps 4-7
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A.2. BPCF-initiated Gateway Control Session Establishment Procedure
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. Initial attach procedure with S2c as per section 8.1.1
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2. Child SA establishment as specified in TS 23.402, Figure 6.16.1-1 steps 2-4
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