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Abstract of the contribution: This paper clarifies the terminology of trusted WLAN access (inline with the TS 23.402) and the security consideration.

Discussion 

The following aspects are addressed:

· Clarify what “trusted” WLAN access network means

· Clarify that the security considerations of the internal WLAN-based trusted non-3GPP access network architecture are outside the scope of this report

· Remove Editor’s Note: “How a WLAN is considered as secured is FFS.”

· Clarify that for deployments where TNANs are connected to the PLMN over untrusted networks (e.g. Internet) adequate security measures, such as Network Domain Security as defined in 3GPP TS 33.210, shall be applied for S2a.
Proposal

1st Change
4
Scenarios
The decision on whether a non-3GPP access is considered trusted or untrusted is made by the HPMN operator and is not necessarily a characteristic of the non-3GPP access network. More details on it are provided in section 4.3.1.2 of [3].  The HPMN operator however while making a decision on trust worthiness of a non-3GPP access can also take into consideration security aspects of the access network.
WLAN security was considered poor in both strength and ease of use, compared with that taken for granted in 3G networks and devices (UICC plus HSS, and GPRS encryption of data). Hence it made sense for the mobile network operators (MNOs) to use their core network to add overlay security layers, i.e. the IKEv2 for Authentication and Authorization of the UE, and the IPsec between the UE and ePDG for the security of the user data. 
Now, with the deployment of 802.1x, 802.11u, 802.11i and Hotspot 2.0, it may be considered by some operators that the security strength of the radio link, and ease of use (discovery and set up) is as acceptable as 3G/LTE security. For example, for the radio air link, the operator controlled hotspot with 802.11i could be treated as a secure non-3GPP access. As 802.11i (or WPA2 called by WFA) has been released for several years, many APs support it as a basic feature and lots of smart phones also have supported it.
WLAN can also be deployed integrated in a residential/enterprise device (e.g. femto). In such a scenario, protection mechanism for the traffic on the backhaul link between the residential/enterprise device and the EPC can be used. Such protection of the backhaul can be leveraged to make the WLAN access secure in terms of connectivity to the EPC.
The impact on the support of the following scenarios shall be used to evaluate the solutions that will be proposed in the study:
-
Access to EPC resources/services with access control by the operator;

-
Seamless mobility between 3GPP and WLAN for EPS services with IP address preservation;

-
Non-seamless mobility services between 3GPP and WLAN for EPS services: no IP address preservation; 

-
Support of UEs with single PDN connection; support of UEs with multiple PDN connections;

-
Access to EPC via WLAN simultaneously with non-seamless WLAN offload.
2nd Change
7
Additional considerations for WLAN access to EPC through S2a
Editor’s Note: This clause builds upon Clause 6 with the assumption that the Trusted Non-3GPP Access is WLAN. This clause will contain considerations on the UE and WLAN access impacts for the WLAN access to EPC through S2a. Solutions requiring modifications to non 3GPP link-layers will not be considered.
7.1
Solutions without UE Impact
7.1.0
General 
1) Multiple PDN connections in the WLAN access

Since the support of multiple PDN connections in the WLAN access would require the UE to signal the APN, a solution without UE impact only considers a single PDN connection in WLAN. This does not preclude multiple PDN connections through 3GPP and WLAN as long as there is only one PDN connection using WLAN access.

2) Mobility aspects 

A solution without any impact to the UE only considers mobility without IP address preservation: the preservation on WLAN of the IP address the UE used on the 3GPP access would require changes in existing UEs as it is not specified in current 3GPP specifications. 
NOTE:
The security considerations of the internal WLAN-based trusted non-3GPP access network architecture are outside the scope of this study item.
7.1.1
Solution 1 

7.1.1.1
Reference model

When the WLAN is considered as trusted by the operator, the WLAN AN is interfaced as any trusted non-3GPP access i.e. via STa to the 3GPP AAA Server and via S2a to a PDN-GW. 

Editor’s note: The support for non seamless offload by this reference architecture is FFS.

The reference model is depicted in the following figure. 
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Figure 7.1.1.1-1: Non-roaming Trusted WLAN Inter-working reference model
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Figure 7.1.1.1-2: Home Routed Roaming Trusted WLAN Inter-working reference model
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Figure 7.1.1.1-3: Local Breakout Roaming Trusted WLAN Inter-working reference model

Within the trusted non-3GPP IP access network (TNAN) we distinguish three functions:

· A Trusted non-3GPP access’s WiFi Access Point (TWAP). This function terminates the UE’s WiFi air link. 

· A Trusted non-3GPP access’s S2a peer (TNSP). This function terminates S2a.

· A Trusted non-3GPP access’s STa peer (TNAP). This function terminates STa.

NOTE 1: 
Since a trusted non-3GPP access according to 3GPP TS 33.402 is assumed, TNANs connected to the PLMN over e.g. Internet are also assumed to use adequate security measures, such as Network Domain Security as defined in 3GPP TS 33.210, for S2a.
NOTE 2: 
Policy and QoS aspects are studied as part of BBAI.
STa reference point

The STa reference point is defined in TS 23.402 [3] and specified in TS 29.273 [7]. It connects the Trusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization, mobility parameters and charging-related information in a secure manner. 

STa might need to be enhanced to support: 

· A way for the AAA server to provide the Trusted WLAN Access Network with following information: 

· the APN the user is to be associated with for EPC access; this is required for the Trusted WLAN Access Network to establish the PDN connection with the PDN GW;

NOTE: 
Stage 3 discussions will determine whether existing “Default APN” over STa may be reused for that purpose
· whether access to EPC is allowed for the UE;

NOTE: 
Stage 3 discussions will determine whether existing “Mobility Capabilities” over STa may be reused for that purpose
· the UE IMSI; this is required for the Trusted WLAN Access Network to build the S2a messages towards the PDN-GW;

NOTE: 
Stage 3 discussions will determine whether existing “Permanent User Identity” over STa may be reused for that purpose

SWw reference point

The SWw reference point connects the WLAN UE to the WLAN Access Network per IEEE 802.11-2007 specifications [5]. This includes the support of:

· the security that was defined as part of 802.11-2007 [5] and thus the transport of EAP signalling messages for authentication signalling between the 3GPP AAA Server and the WLAN UE;

· parameters for identification of the operator networks for roaming purposes (i.e. PLMN list). 

SWx reference point

The SWx reference point is defined for EPC in TS 23.402 [3]. It is specified at stage 3 level respectively in TS 29.273 [7].
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