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Abstract of the contribution: This contribution discusses the impact of NA(P)T on non-seamless WLAN offload and proposes that enhancement on PCRF and DRA to 23.839.
Introduction
Last meeting, it has been approved that UE may locate behind NAT equipment in WLAN offload scenario. This contribution will discuss the impact of NAT on Non-seamless WLAN offload.

This contribution only discusses the case that NA(P)T reside in the customer premises network, i.e. RG. The case that NA(P)T reside in BNG or above BNG need to FFS.
1. With 3GPP based access authentication

In BBF WT-146, it defines RG acting as the Authenticator encapsulates EAP frame sent by the supplicant (UE) and route it through the deployed AAA chain to the Authentication Server (AAA). In this Architecture Model the RADIUS Client is located in the RG, the RADIUS Proxy may be positioned in one or more different network nodes, such as AN and BNG. 
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According to Appendix C of WT-146, there are two kind of NA(P)T reside in RG. 1:1 NAT and N:1 NAPT on the RG.

In 1:1 NAT scenario, 

· RG receives multiple external IPv4 Addresses from BBF Network (e.g. using DHCPv4 or PPP/IPCP);
· RG allocates internal IPv4-Address to UE and performs NAT (1:1), i.e. associates each UE with an external IPv4-Address; 

· RG send UE’s accounting information with external address in order to BBF network sets up appropriate policy and accounting rules for the UE.
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In this scenario, BBF policy server (BPCF) gets UE’ ID (IMSI) and UE local IP address (NATed IP address, IP_e1) and initiates S9a establishment procedure with IMSI and IP_e1. AF in internet will communicate with UE’s NATed IP address (IP_e1) and initiates Rx establishment procedure with IP_e1. In order to link Rx session with S9a session, PCRF must support Rx/S9a binding according to UE local IP address (i.e. IP_e1). If 3GPP network deploys DRA, DRA must store UE’ IMSI and UE local IP address (IP_e1) in S9a establishment procedure, and select correct PCRF for Rx session based on UE local IP address (IP_e1).
In N:1 NAT scenario, 

· RG receives single external IPv4-Address from BBF Network (using DHCPv4, PPP/IPCP);

· RG allocates internal IPv4-Address to UE and performs NAPT (N:1), i.e. associates UE with external IPv4-Address and a set of ports assigned to UE (NAPT function only allocates ports from this set for the internal IP-address of the UE); 

· RG send UE’s accounting information with external address and port set in order to BBF network sets up appropriate policy and accounting rules for the UE.
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In this scenario, BBF policy server (BPCF) gets UE’ ID (IMSI) and UE local IP address and port set (IP_e1, port 1000-1999) and initiates S9a establishment procedure with IMSI and IP_e1 port 1000-1999. AF in internet will communicate with UE’s NATed IP address (IP_e1) and one port or multiple ports belongs to 1000-1999, for example port 1033. Therefore, AF initiates Rx establishment procedure with IP_e1 and port 1033. In order to link Rx session with S9a session, PCRF must support Rx/S9a binding according to UE local IP address (i.e. IP_e1) and ports (i.e. port 1033 located in port 1000-1999). If 3GPP network deploys DRA, DRA must store UE’ IMSI, UE local IP address (IP_e1) and set port (port 1000-1999) in S9a establishment procedure, and select correct PCRF for Rx session based on UE local IP address and set port.
2. Without 3GPP based access authentication

Last meeting has approved that the UE needs to authenticate to EPC such that UE policies can be sent to BBF. Therefore, tunnel authentication must be performed in the offload case without 3GPP access authentication in BBF.

In 1:1 NAT scenario, 
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In this scenario, ePDG gets UE’ ID (IMSI) and UE local IP address (NATed IP address, IP_e1) and initiates Gxb* establishment procedure with IMSI and IP_e1 (in GTP-S2b case, ePDG send IMSI and IP_e1 to PGW via GTP-S2b and PGW send it to PCRF). Then PCRF initiates S9a establishment procedure to BPCF with IMSI and IP_e1. AF in internet will communicate with UE’s NATed IP address (IP_e1) and initiates Rx establishment procedure with IP_e1. In order to link Rx session with S9a session, PCRF must support Rx/S9a binding according to UE local IP address (i.e. IP_e1). If 3GPP network deploys DRA, DRA must store UE’ IMSI and UE local IP address (IP_e1) in Gxb* establishment procedure, and select correct PCRF for Rx session based on UE local IP address (IP_e1).
In N:1 NAT scenario, 
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In this scenario, ePDG gets UE’ ID (IMSI) and UE local IP address (NATed IP address, IP_e1 port 1002) and initiates Gxb* establishment procedure with IMSI and IP_e1 port 1002 (in GTP-S2b case, ePDG send them to PGW via GTP-S2b and PGW send them to PCRF). Then PCRF initiates S9a establishment procedure to BPCF with IMSI and IP_e1 port 1002. Due to N:1 NAPT, RG will allocate another port for UE to communicate with AF, for example 1012. Then AF in internet will obtain UE’s NATed IP address (IP_e1, port 1012) and initiates Rx establishment procedure with IP_e1, port 1012. PCRF couldn’t determine whether port 1012 and 1002 are allocated to the same UE, therefore, PCRF couldn’t perform session binding and supply QoS control. On the other side, if DRA is deployed, DRA also can’t select correct PCRF for Rx session. 

We can find that if 1:1 NAT reside in RG, PCRF could perform session binding based on NATed IP address (IP_e1); if N:1 NAT reside in RG, PCRF couldn’t perform session binding with NATed IP and port. Actually, PCRF couldn’t know the NAT is 1:1 or N:1, so PCRF couldn’t perform session binding based on IP and port in tunnel authentication case.
Note: In RFC 5996, the SHA-1 digest of the SPIs, IP address, and port is used for NAT detection. ePDG don’t know the digest mismatch caused by IP address change or ports change, so ePDG don’t know it’s a 1:1 NAT or N:1 NAPT. Similarly, PCRF don’t know too.
So, if NA(P)T is deployed and there is without 3GPP based access authentication, Only when AF supply UE’ ID, PCRF can support QoS control for offload traffic. 

Conclusion:

If BBF access network perform 3GPP based access authentication, i.e. BPCF initiates S9a session, BPCF will include UE’ ID, UE local IP address (NATed IP), set port (only for NA(P)T case) in S9a session. PCRF will perform S9a/Rx session binding according to UE local IP address, set port (if available), UE’ ID (if available);

If BBF access network don’t perform 3GPP based access authentication, i.e. PCRF initiates S9a session, PCRF will perform S9a/Rx session binding according to UE’ ID. If there is NOT UE’ ID in Rx session, PCRF won’t supply QoS control for the offload traffic.

Proposal

*** 1st Change ***

6.2 Policy and QoS

Policies for a UE’s offloaded traffic are sent from the EPC Network to the BBF access network via S9a.

Establishment of S9a for a UE is either done as a result of the UE’s 3GPP-based access authentication, or as a result of S2b/S2c tunnel setup. If neither 3GPP-based access authentication nor tunnel setup is performed, then no policies from the EPC Network can be sent to the BBF access network.
If S9a is established as a result of the UE’s 3GPP-based access authentication, i.e. BPCF initiates S9a session, BPCF should include IMSI, UE local IP address, ports range (for NA(P)T case) in S9a session. PCRF will perform S9a/Rx session binding according to UE local IP address, set port (if available), IMSI (if available).

 If S9a is established as a result of tunnel authentication, i.e. PCRF initiates S9a session, ePDG should send UE local IP address, port number (if NAT is detedted) via Gxb* (or via PGW in GTP-S2b case). PCRF shall perform S9a/Rx session binding according to IMSI.
DRA need to store IMSI, UE local IP address, ports range (if available) for PCRF selection.

Editor’s Note: Whether NA(P)T may reside in BNG or above BNG need to FFS.
The BBF access network might be pre-configured with policies for a UE.

It is assumed that QoS for a UE’s offloaded traffic is enforced by the BBF access network, based on rules received via S9a from the EPC Network.

Editor's Note: It is FFS if reflective QoS as defined in building block 1 is needed also for offloaded traffic.

A distinction is made between static and dynamic policies. Static policies for a UE are those policies that are known by the EPC Network at the time of UE attachment. Dynamic policies for a UE are those policies that cannot be known by the EPC Network at the time of UE attachment.

*** End of 1st  Changes ***
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