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Abstract of the contribution: In order to support the S2a over the WLAN access, a per-UE point to point link is required from the UE towards the TNSP. This contribution presented two different approaches to realize the point to point link in the WLAN access, and proposed the corresponding architecture requirements.
Introduction
In TR23.852v0.3.0, the architecture assumption requires a per-UE point to point link exists between UE and the non-3GPP GTP peer, e.g. TNSP. However, as the WLAN access is using a shared media model, to realize the per-UE based point to point link requires some special considerations. 
Based on IEEE802.11-2007 specification [2], when using infrastructure mode, all traffic to/from the UE needs to go through the Integration and Distribution service resides on the AP. Therefore, to realize the point to point link between UE and the TNSP essentially relies on the establishment of a per-UE connection from AP towards TNSP and mapping the air link to this per-UE connection. 
Referring to Figure 7.1.1.2-1, step 3 requires a Layer 3 Trigger message to be forwarded to the TNSP from the UE. Therefore, the point to point link should be established before this step, in order to avoid interfering with other operations or changing the layer 3 operations on the UE. Two potential approaches presented below could be used to achieve the point to point link establishment before step 3.
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Figure 7.1.1.2-1: Initial attachment with Network-based MM mechanism over S2a for roaming, LBO and non-roaming scenarios
VLAN based approach
The operation details are presented in the following figure:
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Figure X-1. Initial attachment with trusted WLAN Access Network using VLAN framework
As shown in the Figure 7.1.1.2-1, the UE needs to go through the EAP Authentication procedure, as in step 2, before obtaining access to the trusted non-3GPP IP Access. According to the reference model described in subcaluse 7.1.1.1, the Authentication & Authorization interface from the AAA Server would terminate at the TNAP. This includes the subscription data downloaded for the UE. 

However, in order to initiate the GTP session, e.g. step 5 Create Session Request, the TNSP also needs to make use of the subscription data, e.g. the IMSI, PDN Type, etc. This requires the TNAP to pass the subscription data to the TNSP before step 5.

At the same time, the TNAP also needs to implement the AAA interface towards the WLAN AP, e.g. in order to deliver the EAP messages and the keying materials, as part of step 2. 

In view of the above, following points are considered in the operation:

· At step 2.1, the TNAP could allocate a VLAN ID and VLAN Name to the UE when the Authentication & Authorization procedure is successful, e.g. when receiving the AAA Success message from the AAA Server/Proxy. 

· At step 2.2, this VLAN ID and Name would be forwarded together with the MSK to the WLAN AP, e.g. using the Authorized Service Access Information element defined in IEEE802.11-u [2]. 
· At step 2.3, the TNAP also pass the VLAN ID and Name together with the subscription data to the TNSP. Therefore, when the TNSP receives the L3 Attach Trigger message from the UE, it would be able to map correctly to the subscription data that should be used for the step 5. This obviates the needs to include additional information in the L3 Attach Trigger messages to facilitate the mapping. In this case, any L3 message can serve as the L3 Attach Trigger. 

· At step 3.2, the WLAN AP would tag the packets from the UE with the corresponding VLAN ID and Name, and forwards packets with the corresponding VLAN ID and Name to the UE only. Therefore, at step 3, the L3 Attach Trigger would be also carrying the VLAN ID and Name. 

· At Step 5, the TNSP obtains the subscription data based on the VLAN ID and Name, and perform the GTP connection establishment. 

· At step 11, similarly, the TNSP would also tag all the packets for the UE with the corresponding VLAN ID and Name. When the WLAN AP receives the packets, it only forwards to the UE associated with the VLAN ID and Name. This avoids the interference with other UEs. 

Due to the limitation of the VLAN ID length, 12 bits, the above approach would also be able to support limited UEs simultaneously within the same L2 area. If there WLAN needs to support more UEs, it needs to deploy the WLAN APs in different physical L2 segments. 
Note that in the above operation, there is no specific requirement for the connection between the TWAP and the TNSP. The VLAN ID would allow the TWAP and TNSP to multiplex the connection for all the UEs attached to the TWAP.  

CAPWAP based approach
The CAPWAP [3] supports WLAN architecture with split MAC operation, i.e. the WAP only process certain portion of the WLAN function and the data packets would be forwarded in the native form to the AC. 
In view of the reference model in subsclause 7.1.1.1, the TWAP should be the CAPWAP WAP in split MAC mode. The TNSP should be the CAPWAP AC. With this arrangement, the Integration and Distribution function of the WLAN AP will reside on the AC, i.e. TNSP. Therefore, all the UE data will be directly forwarded to the TNSP directly. On the other hand, the TNSP would also be able to directly map the GTP tunnel to the WLAN association of the UE. 
In the CAPWAP architecture, the TNAP would then need to provide the MSK and the subscription data together to the TNSP as part of the Authentication and Authorization process. This essentially provides the corresponding mapping of the UE’s WLAN association with the subscription data. 

In this architecture, the L3 Attach trigger could be any L3 message, and could be even omitted. The TNSP (the AC) can simply start to establish the GTP tunnel when received the subscription data. 
Conclusion:
Based on the above discussion, a few points could be concluded:

· The per-UE based point to point link can be established together with the Authentication and Authorization process, i.e. step 2;
· With the per-UE point to point link established at step 2, there is no need for the ARP or ND;
· With the above per-UE point to point link, there is no special requirement for the L3 Attach Trigger message. Any L3 message could serve as a trigger; 
· With the per-UE point to point link, to support non-seamless WLAN offload, the TNSP is required to perform traffic filtering, i.e. to decide if certain traffic should be offloaded, or mapped to the GTP tunnel. This requires the PGW to include the filter information in the Create Session Response. 
Proposal:
It is proposed to make the following changes to the TR23.852v0.3.0
************************ Start of First Change **************************
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************************ Start of Second Change **************************

7.1.1.2
Initial Attach Procedure with GTP on S2a and Anchoring in PDN GW
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Figure 7.1.1.2-1: Initial attachment with Network-based MM mechanism over S2a for roaming, LBO and non-roaming scenarios
Note: 
A per-UE point-to-point link between UE and TNSP is assumed. In particular, it is assumed that the trusted non-3GPP access does not do any routing of UE traffic between TWAP and TNSP. It is assumed that the TWAP applies upstream and downstream forced-forwarding between the UE’s WiFi air link and the TWAP-TNSP link. It is assumed that TNSP applies upstream and downstream forced-forwarding between the TWAP-TNSP link and the UE’s GTP tunnel. The implementation of these assumptions is out-of-scope for 3GPP. The per-UE point-to-point link can be established as part of the Authentication & Authorization process. Example of such procedures is provided in Annex B. With the per-UE point-to-point link established at step 2, ARP and ND are not required.

In this specific solution, it is assumed that TNSP is the first hop router and the DHCP server.

Note: 
The link model is different from GTP based S5/S8 and GTP based S2b.
Refer to section 6.1.3.1. Based on assumptions for solutions with no impact to UE, UE cannot provide APN and PCO to TNSP. So, there are following differences than section 6.1.3.1:
· At step 2, the following additions apply:

· The HSS provide APN information to the Trusted Non-3GPP IP Access in the subscription data. HSS provides a default APN for WLAN. PDN type is indicated from HSS in this step.

NOTE: 
If the APN used in 3GPP side is same to the default APN for WLAN then the active PDN connection(s) of the APN may be disconnected in 3GPP access. 

Editor’s Note: How to handle this scenario is FFS.
· The UE and the EPC are mutually authenticated through the WLAN Access as defined in TS 23.402 [3] section 4.9.1.
· IEEE 802.1X as defined by IEEE 802.11 [5] is used over the WLAN air link to carry EAP.

· After EAP authentication, UE traffic over the WLAN air link may be confidentiality and integrity protected as defined by IEEE 802.11 [5].
· Per-UE point-to-point link towards TNSP may be established as part of this step.
· At step3, For IPv4 address configuration, DHCPv4 is the L3 attach trigger. For IPv6, LL-DAD NS or RS is the L3 attach trigger. The TNSP does not send RAs until an L3 attach trigger is received. With the per-UE point-to-point link, the L3 Attach Trigger can be any IP message. 

· At step 5, when TNSP receives L3 attach trigger message, the TNSP selects default APN according the subscription data received in step 2. If the L3 attach trigger is of an IP version not supported by the subscription PDN Type, the TNSP does not send Create Session Request. Otherwise, the TNSP sends a Create Session Request with the PDN Type of the subscription data: 
· If the L3 attach trigger is IPv4 and step 2 indicates that PDN type IPv4v6 is supported for the default APN, then PDN type in the Create Session Request is set to IPv4v6. If the UE also performs an IPv6 L3 attach trigger, then the TNSP will correlate both requests to the same PDN connection.
· If the L3 attach trigger is IPv6, and step 2 indicates that PDN type IPv4v6 is supported for the default APN, then PDN type in the Create Session Request is set to IPv4v6. If the UE also performs an IPv4 L3 attach trigger, then the TNSP will correlate both requests to the same PDN connection.
· If the L3 attach trigger is IPv4, and step 2 indicates that PDN type is IPv4-only, then PDN type in the Create Session Request is set to IPv4.

· If the L3 attach trigger is IPv6, and step 2 indicates that PDN type is IPv6-only, then PDN type in the Create Session Request is set to IPv6.

· At step 8, PDN GW sends Create Session Response to the TNSP.
NOTE:
To support the non-seamless WLAN offload, the Create Session Response carries the filter information, e.g. TFT for the GTP tunnel.
· At step 11, for IPv4, a DHCPv4 message with allocated IPv4 address is sent. For IPv6, the TNSP starts sending RAs with the allocated prefix and sets “autonomous address configuration” flag and “O” flag [RFC 4861].

Note: 
A UE might request to get some IP configuration parameters (e.g. DNS server) by means of DHCP. These parameters sent by TNSP(acting as a DHCP server) to the UE in a DHCP reply. These parameters are retrieved by the TNSP(acting as a DHCP client) from the PGW by means of DHCP.
************************End of First Change **************************

************************ Start of Third Change **************************

Annex B: Example of per-UE point-to-point link establishment in WLAN access 
B.1 VLAN based approach
The operation details are presented in the following figure:


[image: image4.emf] 

Roaming  Scenarios  

UE  

AAA  Proxy   PD N   GW   HSS/   AAA  

hPCRF  

5.  Create Session Request  

Trusted Non - 3GPP IP Access  

 

2. Authentication & Authorization  

7. Update PD N   GW Address  

2. EAP Authentication  

1. Non - 3GPP  Specific Procedures  

11. L3 Attach Completion   (VLAN ID)  

 

9.  GTP   Tunnel  

8.  Create Session Response  

6.   IP - CAN   Session  Establishment  Procedure  

vPCRF  

AP   TNSP   TN A P  

2 .1 . EAP Authentication   Success (Subscription Data, MSK)  

2.2 MSK, VLAN ID  

EAP Success  

 

2 .3 4 - way Handshake  

2 . 4 Subscription Data, VLAN ID  

3.1 L3  trigger  

3. 2 L3 Trigger (VLAN ID)  


Figure B.1-1. Initial attachment with trusted WLAN Access Network using VLAN framework
As shown in the Figure 7.1.1.2-1, the UE needs to go through the EAP Authentication procedure, as in step 2, before obtaining access to the trusted non-3GPP IP Access. According to the reference model described in subcaluse 7.1.1.1, the Authentication & Authorization interface from the AAA Server would terminate at the TNAP. This includes the subscription data downloaded for the UE. 

However, in order to initiate the GTP session, e.g. step 5 Create Session Request, the TNSP also needs to make use of the subscription data, e.g. the IMSI, PDN Type, etc. This requires the TNAP to pass the subscription data to the TNSP before step 5.

At the same time, the TNAP also needs to implement the AAA interface towards the WLAN AP, e.g. in order to deliver the EAP messages and the keying materials, as part of step 2. 

In view of the above, following points are considered in the operation:

· At step 2.1, the TNAP could allocate a VLAN ID and VLAN Name to the UE when the Authentication & Authorization procedure is successful, e.g. when receiving the AAA Success message from the AAA Server/Proxy. 

· At step 2.2, this VLAN ID and Name would be forwarded together with the MSK to the WLAN AP, e.g. using the Authorized Service Access Information element defined in IEEE802.11-u [2]. 

· At step 2.3, the TNAP also pass the VLAN ID and Name together with the subscription data to the TNSP. Therefore, when the TNSP receives the L3 Attach Trigger message from the UE, it would be able to map correctly to the subscription data that should be used for the step 5. This obviates the needs to include additional information in the L3 Attach Trigger messages to facilitate the mapping. In this case, any L3 message can serve as the L3 Attach Trigger. 

· At step 3.2, the WLAN AP would tag the packets from the UE with the corresponding VLAN ID and Name, and forwards packets with the corresponding VLAN ID and Name to the UE only. Therefore, at step 3, the L3 Attach Trigger would be also carrying the VLAN ID and Name. 
· At Step 5, the TNSP obtains the subscription data based on the VLAN ID and Name, and perform the GTP connection establishment. 
· At step 11, similarly, the TNSP would also tag all the packets for the UE with the corresponding VLAN ID and Name. When the WLAN AP receives the packets, it only forwards to the UE associated with the VLAN ID and Name. This avoids the interference with other UEs. 

Due to the limitation of the VLAN ID length, 12 bits, the above approach would also be able to support limited UEs simultaneously within the same L2 area, i.e. per TNSP. If there WLAN needs to support more UEs, it needs to deploy the WLAN APs in different physical L2 segments. 

Note that in the above operation, there is no specific requirement for the connection between the TWAP and the TNSP. The VLAN ID would allow the TWAP and TNSP to multiplex the connection for all the UEs attached to the TWAP.  

B.2 CAPWAP based framework

The CAPWAP [y] supports WLAN architecture with split MAC operation, i.e. the WAP only process certain portion of the WLAN function and the data packets would be forwarded in the native form to the AC. 

In view of the reference model in subsclause 7.1.1.1, the TWAP should be the CAPWAP WAP in split MAC mode. The TNSP should be the CAPWAP AC. With this arrangement, the Integration and Distribution function of the WLAN AP will reside on the AC, i.e. TNSP. Therefore, all the UE data will be directly forwarded to the TNSP directly. On the other hand, the TNSP would also be able to directly map the GTP tunnel to the WLAN association of the UE. 

In the CAPWAP architecture, the TNAP would then need to provide the MSK and the subscription data together to the TNSP as part of the Authentication and Authorization process. This essentially provides the corresponding mapping of the UE’s WLAN association with the subscription data. 

In this architecture, the L3 Attach trigger could be any L3 message, and could be even omitted. The TNSP (the AC) can simply start to establish the GTP tunnel when received the subscription data. 

************************ End of First Change **************************
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